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1 Overview

1.1 Conventions

Convention Descriptions Example
Bold Important information Important: The encrypting key
is independent from a backup
account's password.
Italic Folder path or file path C:\Program Files\IDS
Business
1 Graphical Interface [Backup]
Elements
%% File path in Windows % I1DS Business. HOME2%6
format
$ File path in Mac OS X $I1DS Business_ HOME
format
Italic Command sudo ./uninstall.sh

1.2 Definitions, acronyms and abbreviations

Term/Abbreviation Definition

IDS Business IDS™ Online Backup Manager

IDS Backupserver IDS™ Backup Server

IDS The install location of IDS Business:

Business_  HOME
Windows
C:\Program Files\IDS Business

Mac OS X
/Applications/ DS Business

USERPROFILE The location where the operating system stores
the user account information.

Windows XP/2003
C:\Documents and Settings

Windows VistaZ2008/7
C:\Users

Mac OS X
—~/.0bm
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1.3 System requirements

Please refer to www.ids-backup.at for the system requirements of IDS
Business.

1.4 Important notes

Images, workflow or description in this document may be different from your
installation. If you are uncertain about any of the instructions provided,
please contact your service provider for advices.
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2 Best practices and recommendations

This chapter describes the best practices for your backup client application.

2.1 Recommended hardware specification

IDS Business is recommended to be installed on a 64 bit machine, with
multiple CPUs and cores, especially for environment setup with application
specific backup module such as virtual machine, MS Exchange, or bare metal
backup.

When installing the backup client application, please thoroughly evaluate the
computer's specification before the installation to ensure it meets the
minimum hardware requirements and recommendations.

For existing users, the backup process may take up a higher amount of CPU
and may slow down the client computer due to the multi-thread
implementation since version 6. Please consider upgrading your existing
client computer to cope with the higher specification demand.

2.2 JVM (Java Virtual Machine) memory allocation
For resource intensive backup modules such the following:

* MS Exchange Server backup

e MS VM backup

* MS Windows System backup

* ShadowProtect System backup
* System State backup

*  VMware VM backup

If you are experiencing performance issues with the backup application, a
common cause is insufficient JVM (Java Virtual Machine) memory allocated
for the backup application. The default setting of the maximum heap size is
768 MB.

Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.

Note:
The maximum memory allocated should not exceed 70% of the total memory

available for the system.

You can increase the maximum heap size of the application by contacting our
support: +43 (0)2243/20808-100 or support@interdomain.at.

InterDomain Software u. IT Consulting GmbH 3
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2.3 Storage size for user folder of your operating system

Your backup user profile folder (.obm) is stored under the operating system
user profile location ${UserProfile}.

This folder is used for various purposes, such as storage of your backup logs,
user configuration files, temporary delta file and other files of temporary
nature.

Ensure that sufficient disk space is present on the partition which contains
the backup user profile.

2.4 Temporary directory for IDS Business
For database or application backup modules such as the following:
. MS Exchange Server backup
. MS Windows System backup
. ShadowProtect System backup
. System State backup

Corresponding data are spooled to a temporary directory before they are
compressed, encrypted and uploaded onto the backup server.

It is highly recommended that the temporary directory or volume used for
these modules is not a system volume (e.g. not the same partition which the
operating system is installed on).

It is also recommended that the temporary directory or volume configured to
have at least storage space of 150% of the expected backup size.

Regular checks on the temporary directory, for left over files due to previous
unsuccessful backup are also recommended.

2.5 Encryption

The encryption key is very important that it is recommended to write down,
and make additional copies of the key.

Please store the key in safe location so that it is readily available when
needed to restore data.

In some cases, encryption key is administrated by your service provider.
Please consult your service provider for further details.

For maximum security, please select an encryption key with more than 8
characters, containing at least two of the following three character groups:

. English uppercase characters (A through Z)
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. English lowercase characters (a through z)
. Numerals (O through 9)

If you lose the encryption key, the data is irretrievable.

2.6 Backup schedule

In general, it is recommended that a daily backup be performed for a server
or desktop. For mission critical server, a backup schedule should be
configured according to the requirement of your recovery plan.

For computer with multiple backup sets configured, please configure their
schedule to different time period to evenly balance the loads of the backup
operation on the computer.

2.7 Differential and incremental In-file delta backup

Consider your restore requirements before setting up your In-file delta
settings:

A full backup backs up all files in full, providing the fastest restore time as the
restore would only require one set of data. But it is the most time-consuming,
storage space-intensive and the least flexible of all three types.

A differential In-file delta backup backs up only modified parts of a file since

the last full back. Differential In-file delta backup is quicker than full backup

because less data are being backed up, but the amount of data being backed
up grows with each differential In-file delta backup until the next full backup
is performed.

An incremental In-file delta backup also backs up modified parts of a file. The
difference is it only backs up the changes that occurred since the last backup,
be it full, differential or incremental backup. The result is a smaller and faster
backup.

While incremental backups give much greater flexibility, data backed up by
long chain of incremental In-file delta backup will take a lot longer to restore,
and is prone to data lost (e.g. broken delta chain).

The following table summarizes the benefits and drawbacks of the 3 backup
types:

Type Benefits Drawbacks
Full Restoration is the fastest | Backup process is the
of all three types. slowest of all three types.

Highest storage
requirement.
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Differential Backup speed is faster Restoration is slower than
than full backup. data backup with full
backup.
Restoration is faster than
data backup with Backup process is slower
incremental In-file delta. | than incremental In-file
delta backup.
Less storage space is
need than a full backup.
Incremental Backup process is fastest | Restoration is the slowest
of all three types. of all three types.
Least storage space is Prone to data lost.
required.

Assuming that a daily backup job is performed, the following In-file delta
setting is recommended for your backup operation:

Weekday Backup Type
Day 1 Full

Day 2 Incremental
Day 3 Incremental
Day 4 Incremental
Day 5 Differential
Day 6 Incremental
Day 7 Incremental

2.8 Difference between Local Copy and Seed Load

The Local Copy and Seed Load features are very similar in terms of what they

do.

While the Local Copy feature is designed for user who wants to an extra copy
of the backup data locally, at the client site, the Seed Load feature is
designed for initial backup of large data (e.g. initial backup of large MS

Exchange database).

A Seed Load backup is performed onto a removable storage device to be
imported on the backup server physically, bypassing the bottleneck of

Internet backup.

The major differences between Local Copy and Seed Load are:

Feature

Local Copy

Seed Load

Retention Policy

Retention policy can be
applied on local copy
backup.

No retention policy is
applied on seed load
backup.
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In-file Delta

Advance In-file Delta
type setting can be
applied on local copy
backup.

No In-file Delta type setting
is applied on seed load
backup.

Backup Schedule

Local copy backup can be
performed manually or
by schedule.

Seed load backup can only
be performed manually.

For performance consideration, it is highly recommended that the local copy
backup be performed on a local hard disk, and not to a network location.

2.9 Recommended backup exclusions

Backing up system, system cache, redundant or non-essential files, such as
Windows page file can cause unnecessarily high data change rates and
excessive use of network bandwidth, affecting backup operations negatively.

Consider excluding the following files when configuring your backup source

location.

Operating system

Directory path

Windows

C:\hiberfil.sys
C:\Pagefile.sys

C:\RECYCLER

C:\Windows\*

*\*.tmp

*\ntuser.dat

C:\Program Files\*

${App_Data}\Avg7
${App_Data}\Avg8
${App_Data}\Kaspersky Lab
${App_Data}\McAfee
${App_Data}\McAfee.com
${App_Data}\Microsoft
${App_Data}\Sophos
${App_Data}\Symantec

C:\System Volume Information

*\Application Data\Macromedia\*
*\Application Data\Mozilla\*
*\Local Settings\Application Data\Microsoft\*

Linux

/dev
/lost+found
/proc

/sys

/tmp
/var/empty
/var/lock
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/var/run
/var/spool
/var/tmp

2.10 Disable SELinux (Security-Enhanced Linux)

For backup client installation on Linux, it is recommended to disable the
SELinux (Security-Enhanced Linux) feature to avoid error during your backup
operation.

2.11 Single backup user account for multiple computers

For backup of multiple computers with a single account, separate backup set
for each computer must be created, because backup set cannot be shared for
multiple computers.

For administrative concerns and considerations (e.g. data lost due to
incorrect configuration), it is not recommended that a backup user account to
have more than 30 backup sets for backup of multiple computers.

Incorrect configuration can lead to data lost.

2.12 Power options - plan settings consideration

Windows' power options are configured to put a computer to low power mode
(sleep or hibernate mode) automatically after a user specified time of
inactivity (no usage of mouse or keyboard).

e If a computer is in low power mode when a scheduled backup should
execute, IDS Business will not start up the computer to execute the
backup.

When the computer moves out of the low power state, IDS Business will
not execute the missed backup job. This can lead to missed backup.

* If a backup job is running when the computer enters low power state, IDS
Business cannot prevent the computer from going into hibernation.

To prevent the above events, consider disabling or changing the client
machine's power options to allow scheduled backup to be triggered, and to
allow the backup job to be completed.
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2.13 Consideration when using Continuous Data
Protection (CDP)

Some advantages of using CDP include:

* CDP prevents loss of data as the modified contents of the files are backed
up automatically in close to real-time.

* Frequently modified data is backed up in almost real-time. Thus, you can
accurately restore an earlier version created on the same day.

Although CDP can be a helpful feature, the protection offered by CDP is often
heralded without consideration of the disadvantages that it can present.

Specifically, the continuous CPU, memory and bandwidth usage can adversely
affect the corresponding machine’s performance.

Please consider the limitations imposed by CDP before utilizing such feature.
CDP is not a replacement for traditional schedule backup, but is a

complimentary backup, which works along with the scheduled backup to
provide timely protection for your data.

2.14 Size of your backup source

The total number of files selected as backup source and the relative size of
each file impacts backup performance. Fastest backups occur when the
source contains fewer large size files, while slowest backups occur when the
source contains millions of small files.

For backup set with huge amount of files, please consider splitting the set
into multiple sets with smaller source to improve the speed of the backup
operation.

2.15 Recovery plan and routine recovery test

Consider performing routine recovery test to ensure your backup is setup and
performed properly. Performing recovery test can also help identify potential
issues or gaps in your recovery plan.

For best result, it is recommended that you keep the test as close as possible
to a real situation. Often times when a recovery test is to take place,
administrators will plan for the test (e.g. reconfigure the test environments,
restoring certain data in advance). For real recovery situation, administrator
will not get a chance to do that.

It's important that user does not try to make the test easier, as the objective
of a successful test is not to demonstrate that everything is flawless. There
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might be flaws identified in the plan throughout the test and it is important to
identify those flaws.
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3 Installing IDS Business

This chapter describes how to install the backup client application.

3.1 Installing IDS Business on Windows platforms

There are three installation methods available:

3.1.2

Installation wizard

Command line
Command line (Silent installation)

Installing IDS Business (Installation wizard)

Download the IDS Business installer from http://www.ids-backup.at/ids-
online-backup-produkte/ids-online-backup-software-download

Follow the instructions provided by Installation Wizard to complete the
installation.

When completed, a system tray icon for IDS Business will be installed,
and IDS Business will be launched automatically.

Installing IDS Business (Command line)

This method is especially useful for installation on Windows Server 2008 Core.

1.

Download the IDS Business installer from ids-backup.at.

>wget http://www. ids-
backup.at/images/stories/ids_backup/software/1DS-
Business.exe

Execute the installation file with the appropriate switches:

>obm-win.exe /LANG=en /TASKS="Everyone"

Syntax:
IDS-Business.exe [{/LANG=de}] [{/TASK="option"}]

Parameter Description

/LANG=de Install the backup application in german
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language.

/TASK=""option""

Install the backup application available to all
users or one user only (e.g. me only).

Value Description

XX Abbreviations of the language to install the
backup application in (e.g. en, it, fr).

option Everyone or MeOnly.

3. Press Enter.

3.1.3 Installing IDS Business (Command line - Silent installation)

1. Open a Windows command prompt (with an administrative user account

on the machine).

2. Download the IDS Business installer from the IDS Backupserver.

Business.exe

>wget http://www. ids-
backup.at/images/stories/ids_backup/software/1DS-

3. Execute the installation file with the appropriate switches:

>obm-win.exe /VERYSILENT /LANG=de /TASKS='"Everyone"

Syntax:

obm-win.exe [{/SILENT | /VERYSILENT}] [{/LANG=xx}]
[{/TASK=""option"}]

Parameter

Description

/SILENT

Install the backup application showing the
installation process.

/VERYSILENT

Install the backup application hiding the
installation process.

/LANG=xxX

Install the backup application in the language
Selected.

/TASK=""option™

Install the backup application available to all
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3.1.4

users or one user only (e.g. me only).

Value Description

XX Abbreviations of the language to install the
backup application in (e.qg. de, it, fr).

option Everyone or MeOnly.

Press Enter.

Configuring IDS Business

Launch the IDS Business user interface by double clicking on the
desktop icon.

Enter the backup server hostname in the [Backup Server] field.

Optional - For machine that requires Internet connection through proxy,
select the [Use proxy to access the backup server] option, and fill in the
settings within the [Proxy setting] section.

Press the [Next] button afterward.

Optional - If you do not have a backup user account, you can register
for a trial user account with the following steps:

. Enter the [Login Name] and [Password] of your choice.
. Enter your [Email] address in the textbox provided.
. Press the [Submit] button.

If you already have a backup user account, select [Already a user?] and
logon to the server with your existing login credentials.

For first time login, you will be guided to create a backup set:
. Select the [Backup Source] for the backup set.
. Configure a backup schedule for unattended backups.

. For backup set with backup schedule and network shared drive
selected as backup source, the [User Authentication for Windows]

is a mandatory field.

. Select an encryption setting for your backup set.
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. Accept the default encryption settings (using the backup user
account’s password string as encrypting key) if no change are
necessary.

Important:
Even with the default encryption setting selected, the encryption
key is independent from a backup account's password.

Encryption settings are set at a backup set’s creation time, even if

the password is changed afterward, the encryption key remain the
same.

It is very important that the encryption key is written down, and
additional copies of the key are made, and stored in safe places so
that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.

. Press the [OK] button to complete the configuration of backup set.

. Scheduled backup will run automatically at the configured
schedule time.

8. Click [Backup] button on the left panel to perform a backup immediately.

9. Setup is now completed.

InterDomain Software u. IT Consulting GmbH 14



IDS Business Manager
User Manual

3.2 Installing IDS Business on Mac OS X platforms

1.

9.

10.

Download the IDS Business installer from http://www.ids-backup.at/ids-
online-backup-produkte/ids-online-backup-software-download .

Expand the archive and execute the IDS Business package.

Follow the instructions provided by Installation Wizard to complete the
installation.

Launch the IDS Business user interface by double-clicking on the
desktop icon.

Enter the backup server hostname in the [Backup Server] field.

Optional - For machine that requires Internet connection through proxy,
select the [Use proxy to access the backup server] option, and fill in the
settings within the [Proxy setting] section

Press [Next] afterward.

Optional - If you do not have an backup user account, you can register
for a trial user account with the following steps:

. Enter the [Login Name] and [Password] of your choice.

Note:
Minimum length of the password is 6 characters.

. Enter your [Email] address in the textbox provided.
. Press the [Submit] button.

If you have a backup user account already, select [Already a user?] and
logon to the server with your existing login credentials.

For first time login, you will be guided to create a backup set:
. Enter a backup set name and select the backup module type.

. Assuming that is a file backup set; select the [Backup Source] for
the backup set.

. Configure a backup schedule for unattended backups.
. Select an encryption setting for your backup set.

. Accept the default encryption settings (using the backup user
account’s password string as encrypting key) if no change is
necessary.

Important:
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Even with the default encryption setting selected, the encryption
key is independent from a backup account's password.

Encryption settings are set at a backup set’s creation time, even if
the password is changed afterward, the encryption key remain the
same.

It is very important that the encryption key is written down, and

additional copies of the key are made, and stored in safe places so
that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
. Press the [OK] button to complete the configuration of backup set.

. Scheduled backup will run automatically at the configured
schedule time.

11. Click [Backup] button on the left panel to perform a backup immediately.

12. Setup is now completed.

*For further details of each step, please refer to the following chapters.

3.3 Installing IDS Business on Linux / FreeBSD / OpenBSD

/ Solaris
3.3.1 Installing IDS Business on Linux

1. Download the IDS Business tarball release from http://www.ids-
backup.at/ids-online-backup-produkte/ids-online-backup-software-
download .

2. Logon as root user in the Linux machine.

3. Create a new $IDS Business_ HOME directory (e.g. /usr/local/obm ):

# mkdir —p /usr/local/obm
4. Unpack the install package to $IDS Business_HOME:

# cd Zusr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar
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3.3.2

For custom JRE - Install JRE v1.6 or above, and make note of the JRE
installation path (e.g. /usr/java).

Note:
Custom JRE is only required for client machine not running on x86 or
X64.

. Create a symbolic link for JRE:

# In —sT /usr/java /usr/local/obm/jvm

. Set the $JAVA HOME environment variable:

# export JAVA_HOME=/usr/java

Install IDS Business and its related services by using the following
commands:

# cd /usr/local/obm
# ./bin/install._sh > install.log

Details of the installation can be found under the install.log file.

Installing IDS Business on Solaris

Download the IDS Business tarball release from http://www.ids-
backup.at/ids-online-backup-produkte/ids-online-backup-software-
download .

Logon as root user in the Solaris machine.

Install the SUNWgtar package from the Solaris Installation Media which
contain the GNU tar util.

Create a new $IDS Business_HOME directory (e.g. /usr/local/obm):

# mkdir —p Zusr/local/obm

Unpack the install package to $IDS Business_ HOME:

# cd Zusr/local/obm
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# gtar —zxf obm-nix.tar.gz
6. Remove the bundled Java JRE:
# rm —rT /usr/local/obm/jre32
# rm —rft /usr/local/obm/jre64
7. Install JRE v1.6 or above, and make note of the JRE installation path

(e.g. /usr/java).

8. Create a symbolic link for JRE:

# In —s /usr/java /usr/local/obm/jvm

9. Set the $JAVA HOME environment variable:

# JAVA_HOME=/usr/java;export JAVA_HOME

10. |Install IDS Business and its related services by using the following
commands:

# cd /usr/local/obm
# _/bin/install_sh > install.log

Details of the installation can be found under the install.log file.
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3.3.3 Installing IDS Business on FreeBSD

Please note that the steps below assume that the FreeBSD installation is
already using OpenJDK version 6. If this is not installed on the system,
OpenJDK version 6 can be downloaded from:

For FreeBSD 7 (amd64):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-7-
stable/Latest/openjdk6.tbz

For FreeBSD 7 (i386):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-7-
stable/Latest/openjdk6.tbz

For FreeBSD 8 (amd64):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-8-
stable/Latest/openjdk6.tbz

For FreeBSD 8 (i386):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-8-
stable/Latest/openjdk6.tbz

For more reference, please refer to the following link:
http://www.freebsdfoundation.org/downloads/java.shtml

1. Download the IDS Business tarball release from http://www.ids-
backup.at/ids-online-backup-produkte/ids-online-backup-software-
download .

2. Logon as root user in the FreeBSD machine.

3. Create a new $IDS Business_Home directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

4. Unpack the install package to $IDS Business_Home:

# cd Zusr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar
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5. Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6. Create a symbolic link for JRE:

# In —sT “/usr/local/diablo-jrel.6.0" */usr/local/obm/jvm™

If you are using csh shell, you need to type rehash and hit [Enter] for
the symbolic link to take effect.

For other shell, please use the following command:

# setenv JAVA_HOME '/usr/local/diablo-jrel.6.0"

7. Install IDS Business and its related services by using the following
commands:

# cd /usr/local/obm
# ./bin/install._sh > install.log

Details of the installation can be found under the install.log file in $IDS
Business_ HOME/bin.

8. Enable the backup scheduler and auto upgrade services at machine
startup by adding the following entries in the system file Zetc/rc.conft:

obmaua_enable="YES"
obmscheduler_enable="YES"

Run the following scripts:

# /usr/local/etc/rc.d/obmscheduler start &
# /Jusr/local/etc/rc.d/obmaua start &
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3.3.4

1.

Installing IDS Business on OpenBSD

Please note that the steps below assume that the OpenBSD installation
is already using JRE. If this is not installed on the system, please follow
the below command to install JRE on your OpenBSD,

For OpenBSD 4.7 (i386):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.7/packages/i386/jre-
1.7.0.00b72p0.tgz

For OpenBSD 4.8 (i386):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.8/packages/i386/jre-
1.7.0.00b72p1.tgz

For OpenBSD 4.8 (amd64):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.8/packages/amd64/jre-
1.7.0.00b72pl.tgz

For OpenBSD 4.9 (i386):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.9/packages/i386/jre-
1.7.0.00betal22p0Ov0.tgz

For OpenBSD 4.9 (amd64):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.9/packages/amd6é4/jre-
1.7.0.00betal22p0v0.tgz

For OpenBSD 5.0 (i386):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/5.0/packages/i386/jre-
1.7.0.00betal?22piv0.tgz

For OpenBSD 5.0 (amd64):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/5.0/packages/amd64/jre-
1.7.0.00betal22piv0.tgz

Download the IDS Business tarball release from http://www.ids-
backup.at/ids-online-backup-produkte/ids-online-backup-software-
download .

Logon as root user in the OpenBSD machine.

Create a new $IDS Business_Home directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

Unpack the install package to $IDS Business_Home:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz
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# tar —xFf obm-nix.tar

6. Remove the bundled Java JRE:

# rm —rft /usr/local/obm/jre32
# rm —rft /usr/local/obm/jre64

7. Create a symbolic link for JRE:

# In —st ""/usr/local/jre-1.7.0" "'/usr/local/obm/jvm"

If you are using csh shell, you need to type rehash and hit [Enter] for
the symbolic link to take effect.

For other shell, please use the following command:

# setenv JAVA HOME */usr/local/jre-1.7.0"

8. Install IDS Business and its related services by using the following
commands:

# cd /usr/local/obm
# _/bin/install_sh > install.log

Details of the installation can be found under the install.log file in $IDS
Business_ HOME/bin.

9. Enable the backup scheduler and auto upgrade services at machine
startup

For OpenBSD 4.9 or lower:
Enable the backup scheduler and autoupgrade services at machine
startup by adding these entries in the system file /etc/rc.local:

if [ -x /Zetc/obmaua ] ; then
/etc/obmaua start
fi

if [ -x /etc/obmscheduler ] ; then
/etc/obmscheduler start
fi
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Run the following scripts.

/etc/obmscheduler start &
/etc/obmaua start &

For OpenBSD 5.0 or higher:
Enable the backup scheduler and autoupgrade services at machine
startup by adding this entry in the system file /etc/rc.conf.local:

pkg_scripts="obmaua obmscheduler"

or append to the existing entry, e.g. pkg_scripts="xxx yyy obmaua
obmscheduler”

Run the following scripts.

/etc/rc.d/obmscheduler start &
/etc/rc.d/obmaua start &

The backup scheduler and autoupgrade services are automatically
installed. Backup sets can now run at their scheduled times
automatically.

3.4 Configure IDS Business via X-Windows
1. Set the DISPLAY environment variables.

sh, bash:

DISPLAY=IP_ADDRESS_OF_ XTERMINAL[:0.0]; export DISPLAY

For example:
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DISPLAY=:0.0; export DISPLAY

or DISPLAY=127.0.0.1; export DISPLAY

or DISPLAY=127.0.0.1:0.0; export DISPLAY
or DISPLAY=192.168.0.2; export DISPLAY

or DISPLAY=192.168.0.2:0.0; export DISPLAY

csh:

# setenv DISPLAY IP_ADDRESS OF XTERMINAL[:0.0]

For example:

setenv DISPLAY :0.0

or setenv DISPLAY 127.0.0.1

or setenv DISPLAY 127.0.0.1:0.0
or setenv DISPLAY 192.168.0.2

or setenv DISPLAY 192.168.0.2:0.0

2. Launch the IDS Business user interface.

# sh Zusr/local/obm/bin/RunOBC.sh &

3. Enter the backup server hostname in the [Backup Server] field.

4. Optional - For machine that requires Internet connection through proxy,
select the [Use proxy to access the backup server] option, and fill in the
[Proxy setting] section.

5.  Press [Next] afterward.

6. Optional - If you do not have an backup user account, you can register
for a trial user account with the following steps:

. Enter the [Login Name] and [Password] of your choice.

Note:
Minimum length of the password is 6 characters.

. Enter your [Email] address in the textbox provided.
. Press the [Submit] button.

7. If you have a backup user account already, select [Already a user?] and
logon to the server with your existing login credentials.

8.  For first time login, you will be guided to create a backup set:
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. Select the [Backup Source] for the backup set.

. Configure a backup schedule for unattended backups.

. Select an encryption setting for your backup set.

. Accept the default encryption settings (using the backup user
account’s password string as encrypting key) if no change is

necessary.

Important:
Even with the default encryption setting selected, the encryption key is
independent from a backup account's password.

Encryption settings are set at a backup set’s creation time, even if the
password is changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and
additional copies of the key are made, and stored in safe places so that
it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.

. Press the [OK] button to complete the configuration of backup set.

. Scheduled backup will run automatically at the configured
schedule time.

9. Click [Backup] button on the left panel to perform a backup immediately.

10. Setup is now completed.

*For further details of each step, please refer to the following chapters.
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3.5 Command line mode

1. Backup set cannot be created in command line mode.

Before accessing the backup application in command line mode, please
use the web interface to create the initial backup set:

*

Login to the web interface.

To create the initial backup set:

Select the [Backup Set] tab, and [Add].

Select the corresponding backup type, and [Update].

Configure the backup set by entering the corresponding
information in the available fields, such as backup set name,
source, and schedule.

Click [Update] when complete.
To modify an existing backup set.

- Select the [Backup Set] tab, and the corresponding set from the
[Backup Set] drop down menu.

- Modify the backup set setting as required.
- Click [Update] when complete.
To remove an existing backup set:

- Select the [Backup Set] tab, and the corresponding set from the
[Backup Set] drop down menu.

- Click [Remove]

2.  Access the backup application in command line mode with the Backup
Configurator:

# sh /usr/local/obm/bin/Configurator.sh

3. Enter the login credentials, backup server URL, connection protocol, and
proxy settings as requested:

Login Name: Username

Backup Server URL: backup.server.com
Which Protocol? (1)Http (2) Https: 1
Use proxy? (Y)es or (N)o: Y
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Proxy Type? (1)Http/Https Proxy (2) SOCKS: 1

Enter proxy server: proxy.server.com

Enter proxy port: 123

Enter proxy username (optional): username

Enter proxy password (optional): kasstsotirx

4. Configure the encryption setting and schedule setting (e.q. if the backup
set should run on this computer) of the initial or a newly created backup
set as requests:

Found new backup set ”BackupSetName~
Please enter the following values for this backup set:

Encrypting Algorithm?

(1) Twofish (2) AES (3) Triple DES (4) No Encryption: 1
Encrypting Mode? (1)ECB (2) CBC: 1

Run scheduled backup on this computer? (Y)es or (N)o: Y

5. The Backup Configurator can also be used to modify configuration
settings of existing backup set:

Main Menu:

(1). List Backup Setting

(2). Change Password

(3). Change Network Setting

(4). Change run scheduled backup setting

(5). Toggle Masked Field (Password, Encryption Key)
(6). Generate Configuration Report (text format)

(7). Quit

Your Choice:

6. To perform a backup immediately, execute the command below.

# sh /usr/local/obm/bin/RunBackupSet.sh [BackupSetName]

7. Setup is now completed.

*For further details of each step, please refer to the following chapters.
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4 Uninstalling IDS Business

This chapter describes how to uninstall the backup client application.

4.1 Uninstalling IDS Business on Windows platforms
There are two un-installation methods available:

* Add or Remove Programs (Control Panel)
e Command line

4.1.1 Uninstalling IDS Business (Control Panel)
1. Open Start menu, select [Control Panel].

* Select [Add or Remove Programs] for Windows XP / 2003
* Select [Programs and Features] for Windows Vista or above

2. Select [InterDomain Online Backup Manager] from the list and press the
[Remove] or [Uninstall] button.

4.1.2 Uninstalling IDS Business (Command line)

1. Open a Windows command prompt (with an administrative user account
on the machine).

2. Uninstall IDS Business by running the following command:

>cd C:\Program Files\IDS Business
>unins000.exe

4.2 Uninstalling IDS Business on Mac OS X platforms

1. Uninstall IDS Business by running the following command in terminal:

>cd $IDS Business_HOME/bin
>sudo ./Zuninstall.sh

2. Remove all backup setting files by running the following command in
terminal:
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>rm -rf ~/.obm

4.3 Uninstalling IDS Business for Linux / FreeBSD /
OpenBSD / Solaris

1. Uninstall the backup application by running the uninstall scripts:

# sh /usr/local/obm/bin/uninstall.sh

2.  Remove all installation files by running the following command:

# rm —rf /Zusr/local/obm

3. Remove all backup setting files by running the following command:

# rm —rf ~/_.obm
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5 Getting started with IDS Business

This chapter describes the various features available in the backup client
application.

5.1 System tray launcher (Windows only)

After a successful installation of IDS Business, a system tray icon will be
installed, and displayed under the Windows system tray area.

Open

Backup Backup Set

Backup and Logoff 3
Backup and Restart [
Backup and Shutdown #
Backup and Standby  »

Help

Right clicking on the IDS Business system tray icon will display a menu,
providing the following functions:

Menu ltem Description
Open Click to open the logon dialog.
Backup Click to perform backup for a specific backup

set in silent background mode.

Backup and Logoff Click to perform backup for a specific backup
set in silent background mode and logoff
from Windows when the job is completed.

Backup and Restart Click to perform backup for a specific backup
set in silent background mode and restart
Windows when the job is completed.

Backup and Shutdown | Click to perform backup for a specific backup
set in silent background mode and shutdown
windows when the job is completed.

Backup and Standby Click to perform backup for a specific backup
set in silent background mode and enter the
Standby mode of Windows when the job is
completed.

Backup and Hibernate | Click to perform backup for a specific backup
set in silent background mode and enter the
Hibernate mode of Windows when the job is
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completed

Help Open the help dialog.

Stop running backup Click to stop a running backup job chosen
from the sub-menu.

Exit Click to closes this system tray launcher
application.

*The availability of options listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

5.2 Logon dialog

For backup client computer on Windows, double-click on the IDS Business
desktop icon or right-click on the system tray icon:

For backup client computer on Linux, enter the following command to start
the IDS Business graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

For initial login, the trial registration dialog will be displayed.

Trial Registration E”E| E| Trial Registration E”E| E|
Language : English - Language : English -
5 Backup Server fh UserInfarmation
hitn | = hosthame - Login Mame :
Password |

‘ﬂj FProxy Setting

Confirm Password ;
Jse proxy to access the backup server

= Contact
Email :
*ALL fields are reguired
Already 3 user? Cahcel £
I et Cancel E
Menu Item Description
Language Drop down menu for selecting language to start

the backup application.

Backup Server Input box for entering hostname or IP address
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of the backup server.

http / https

Drop down menu for selecting http or https
protocol when connecting to the backup server.

Proxy Setting

Input area for entering proxy setting such as
address, port, proxy username and password.

Login Name

Input box for entering trial backup user login
name.

Password Input box for entering trial backup user
password.

Contact Input box for entering trail backup user email
contact.

Submit Click to create the trial backup user account.

Already a user?

Click to access the login dialog, for user with
backup user account already.

*The availability of options listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

For sub-sequence login, the login dialog will be displayed.
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(5) IDS Backup Business Manager l = &J (%) IDS Backup Business Manager l — &I
n:é D H |1:15"t ) H
e "
=t Business et Business
Login Mame : | uszrname Login Mame: |username
Password [ IIXIXIIT] Password : .....||.|
Save password Save password
@ Forgotyour passwerd? @ Forgot your password?
oK Cancel B3 # Options 3 Language
h — English % |
l::| Backup Server
https | = | [ids2.online-backupsener.eu -
‘U= Proxy Setting
Use prozy to access the backup server
Type : Proxy
Sock
Address
Port:
User Name :
Passward
0K Cancel E = Options
L )
Menu ltem Description

Login Name

Input box for entering backup user account
login name.

Password

Input box for entering backup user account
password.

Save password

Checkbox to enable or disable password
saving.

Forgot your | Click to request for lost password.

password?

Options Click to access advance option such as
[Language], [Backup Server] and [Proxy
Setting].

Language Drop down menu for selecting language to

start the backup application.

Backup Server

Input box for entering hostname or IP
address of the backup server.

http / https

Drop down menu for selecting protocol when
connecting to the backup server.
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Proxy Setting Input area for entering proxy setting such as
address, port, proxy username and password.

*The availability of options listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

Press the [Option] button to access the [Language], [Backup Server] and
[Proxy setting] settings.

Configure the backup server information by entering the server hostname
(e.g. backup.server.com) or IP address (e.g. 192.168.1.1) of the backup
server in the [Backup Server] field.

For backup server that accepts connection on custom port only, append the
hostname or IP address in the [Backup Server] field, by adding a semi-colon
(:) and the custom port number at the end.

Example:
backup.server.com:8080 / 192.168.1.1:8443

For security concerns, you can configure the backup client application to
communicate with the backup server in SSL protocol (Secure Socket Layer),
select [https] from the dropdown menu at the [Backup Server] section.

Enter your login credentials in the [Login Name] and [Password] fields.

If you do not remember your password, press the [Forgot your password?]
button to retrieve a forgotten password email.

Please do not attempt to login with an incorrect password, as a backup user
account will be locked after 3 bad password attempts. Backup job cannot be
run for backup user account with status as locked.

Please contact our support (02243/20808-100 or support@interdomain.at )
to unlock your account if it is locked.

Configure which language to start the backup application in by select the
language of your choice under the [Language] drop down menu. For the list
of supported languages, please refer to Appendix A.

To enable [Proxy setting], select the [Use proxy to access the backup server]
checkbox button, and enter the corresponding proxy information. For [Sock]
proxy, both v4 and v5 without user authentication are supported.

Press [OK] to login when all configurations are entered.

For initial login of existing backup user on new computer, you will be
prompted for the encrypting key of all existing backup set.
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[{® 105 Backup Business Moneger D | Sl )
0" Business Language: |English |~ E Save Sefting @ Quit
‘ Summary (interdomain)
|t
y- doel ® Quota Usage
' Used: 26,666 / 180G (14%)
1__‘_,, Restore Data 26,17G (204,234 files)
Pg —_ - _ —_— e i e e . .
Encrypting Key Request (BackupSet)
@J,n Encrypting key Backup Log [
| Enter Correct Encrypting ey Resforen-0gsi) '
Viewlog [
] Cancel E
|
L I
Menu Item Description

Enter Correct Encrypting
Key

Input box for entering encrypting key of
existing backup set.

OK

Click to confirm on encrypting key.

Cancel

Click to proceed without using encrypting

key. _ _

s )
i Save Seting "‘Hﬁ" Quit

- = —
' DS Backup Business Marage e

105 Business

Language ;. English -,

Summary (interdomain)
B Quota Usage
Used. 26,06/ 180G (14%)
Cata: 26,176 (204.234 fles)
Recycle Bin © 504,90 (6.583 files) i

‘--"' Backup
’l

-l--"' Restors
¥

il Stabistics
Backup Log. O H
i Confirm No Encryption Restore Log 01
| Backup will be donewithcut encryption, continee’?
Yes & | Mo & | Viewlog. D
| |
@ 1, 4 F ;
| = I
[ — =
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Enter the correct encrypting key and click [OK] to proceed.

Alternatively, if the encrypting key is lost, press [Cancel] to proceed without
encryption (e.g. for all backup job performed afterward).

This would allow data backed up in the future to be restore-able (as they are
no longer encrypted), but existing data that are already encrypted by the lost
encrypting key would not be restore-able.

In case of encrypting key lost, it is strongly recommended that a new backup
set be created, to ensure that data backed up in the future is encrypted and

restore-able.

5.3 IDS Business main window

The main window will be displayed after a successful login.

(5) IDS Backup Business Manager

[ e

Backup starten

-l Wiederherstellung

Sprache : |Deutsch -

Summe (interdomain)

% Benuztes Kontingent
Verwendet: 26,66G /180G (14%)

Daten : 2617G (204 234 Dateien)
Papierkorb : 504 89M (6.583 Dateien)

il Statistik
Gesamtmenge gesicherter Daten: 436,966 (1.131.699 Dateien)
Menge riickgesicherter Daten : 1,73G (&1 Dateien)

il Letztes Backup
Windows7-Diateibackup
2012-05-30, 08:10 (0 Tag)

0 Fehler 0Warmung

|| Speichem \*_':'J Beenden

Backup-Protokolle & |
Wiederherstellungs-Protokoll [

Zeige Log O

|

Icon Menu ltem Description

Backup Click to perform backup for an
f existing backup set.

Restore Click to access the restore

data.

menu, for restoring backed up
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Save Setting

L)

Click to save settings.

Quit Click to exit out of the backup
ar application.
a User Profile Click to access the user profile
(- menu.
o Backup Setting Click to access the backup
e setting menu.
Py Decrypt Local Copy Wizard | Click to access the decrypt local
g copy wizard.
Decrypt File Wizard Click to access the decrypt file
[ wizard.
About IDS Business Click to access the About IDS
Y

Business dialog.

Language Drop down menu for selecting
language to be displayed.
Backup Log Click to view previous backup

log.

Restore Log

Click to view previous restore
log.

f

Click on the [Backup] button to perform a backup for an existing

backup set.

|

Click on the [Restore] button to restore backed up data from the

backup server to the client machine.

Other options will be discussed in the following chapters.
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5.4 User Profile

To access the user profile dialog, click on the [User Profile] button at
the application’s main window.

User Profile

R,J\ Uzer Information
Lagin Marme ;

Display Mame :
Passwoard

= Contact

Mo existing contact
Mare :

Email :

Addd

@& Time Zone
GMT+08:00 (HKT)

username

AdAa

Save password

x]

Change &%

0k Cancel E

Menu Item

Description

Display Name

Input box for entering alias of the backup user
account.

Change

Click to access the change password dialog.

Save password

Checkbox to enable or disable password saving.

Add

Click to add contact information.

Remove

Click to remove contact information.

Properties

Click to edit existing contact information.

Name Input box for entering contact name of the backup
user account.
Email Input box for entering contact email address of the

backup user account.

Time Zone

Dropdown menu for time zone setting.
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You can change the backup user account’s password, by pressing the
[Change] button. A change password dialog will be displayed afterward.

Change Password [‘$_<|

= Password
Qld Password

Mew Passwiord
Canfirm Mew Passward :

(]%8 Cancel &

Enter your [Old Password] (e.g. existing password) and [New Password] into
the corresponding textbox and press [OK].

To add new contact information for the backup user account, select [Add] to
open the [Add new contact] dialog.

Add new contact fg
= Contact
Mame
Ermail
Cancel E

Enter the corresponding information such as [Name] and [Email] in the
corresponding field, and press [OK].

To update existing contact of the backup user account, select the
corresponding contact from the [Contact] drop down menu, and select
[Properties].

Properties [contact@email com) rg|
= Contact
Mame :
Ermail .
Cancel £

To delete existing contact of the backup user account, select the
corresponding contact from the [Contact] drop down menu, and select
[Remove].
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To change the backup user account’s time zone setting, select the
corresponding time zone from the [Time Zone] drop down menu.

Liser Profile §|

R{ ser Information

Login Mame :  username

Display Mame :

FPassword i Change &

Save passwiord

= Contact
Mo existing contact -

Marme :
Emmail

A 1] |

&% Time Zone

GMT+08:00 (HKT) -

GMT+08:00 (HKT)

GMT+08:00 (CET ¢}
e GMT+08:00 (BNT) I

GMT+09:00 AYST)

GMT+08:00 (RKST

GMT+08:00 (WY T

GMT+03:00 (PHT

GMT+08:00 (55T -

5.5 About InterDomain Online Backup Manager

.

Click on the [About] button to view information of your backup
application, such as the application version, and our support information like
server hostname, email and phone number.
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5.6 Backup Log

All backup activities are logged to a corresponding log files. To review them,
click on the [Backup Log] button.

Backup Log

Log:
Twpe
i

AL OO AL AL L UL A A AL SO AL AL L AL R

L -

Backup Set: BackupSet | =

201103007 11:36:13 | =

Log
Start [ VWindows XP (wirnp), OBM 6.3.0.0]
Start creating Shadow Copy Set ..
Shadow Copy Set successiully created
Downloading server file list ...
Downloading server file list ... ... Completed
Reading backup source from hard disk ...
Getting all files which have been moved ...
Getting all files which hawve heen moved ... Completed
Reading backup source from hard disk ... Completed
Total Mew Files=0
Total Mew Directory= 0
Total Updated Files=0
Total Update File Permission=10
Total Deleted Files=0
Total Delete Directory =0
Total Moved Files =0
Delating Shadow Copy snapshot forvolume "C
Backup Completed Successtully

Logs perpage ;. 50 x

Showe Al
Time

2011/03/01 11
2011/03/01 11:
2011/03/01 11
2011/03/01 11
2011/03/01 11
2011/03/01 11
2011/03/01 11
2011/03/01 11
2011/03/01 11
2011/03/01 11
2011/03/01 11
2011/03701 11:
2011/03/01 11
2011003701 11:
2011/03701 11:
2011503701 11:
200103701 11:
2011/03/01 11:

Page :

3613
3613
3615
3617
3617
3618
3618
3618
3618
3619
3619
36149
3619
36149
36149
36149
3619
3621

115 o

Close 3

Menu Item Description

Backup Set Drop down menu for selecting which backup set.

Log Drop down menu for selecting which log to review
(in YYYY/MM/DD hh:mm:ss format).

Show Drop down menu to filter display of only

Information, Warning, Error, or all log entries.

Logs per page

Drop down menu for selecting the number of log
entries to display per page.

Page

Drop down menu to switch the page number.
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5.7 Restore Log

Similar to backup, all restore activities are also logged to a corresponding log
files. To review them, click on the [Restore Log] button.

Backup Set; BackupSet | =
Log: [2071/03/01 11:69:49 = Show | All hé
Type ) Log Tirme
i Start[Windows XP {winxp), OBME.3.0.0] 2011/03/01 11:59:49
@ Downloading restore file list . 2011703101 11:59:45
@ Downloading restore file list . Completed 2011703101 11:69:50
i Creating new directary . "ChRestare Destination\Backup Source” 2011703101 11:69:50
i Creating new directory . "CiRestare Destination\Backup SourcelTest! 2011703701 11:69:50
i Creating new directory . "ChRestare DestinatiomBackup SourcelTestiFolder A" 2011703701 11:69:60
i Downloading ... "C\Restore DestinatiomBackup SourcelTestiFolder AvhsaySupport” (Total 0 bytes) 2011703701 11:589:50
il Restore Completed Successfully 2011703101 11:69:51
Logs perpage ;. 50 x Page: 171 | =
Close 3
Menu ltem Description
Backup Set Drop down menu for selecting which backup set.
Log Drop down menu for selecting which log to review

(in YYYY/MM/DD hh:mm:ss format).

Show Drop down menu to filter display of only
Information, Warning, Error, or all log entries.

Logs per page | Drop down menu for selecting the number of log
entries to display per page.

Page Drop down menu to switch the page number.
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6 Configure backup sets

This chapter describes how to configure a backup set.

A backup set defines the configuration of a backup routine, such as backup
schedule, backup source and encryption setting as well as other options.

6.1 Backup Setting
G
Click on the [Backup Setting] button to:
+ ™ Create new backup set —

Select the || button to add a new backup set.

+ =/ Delete existing backup set —

Select a backup set from the drop down menu, and the | 7| button
to remove corresponding backup set.

+ Modify existing backup set —

Select a backup set from the drop down menu, and other options
from the left panel to modify the backup set.
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Backup Setting g|

BackupSet - B General
|J General [b Backup Set
Mame: |BackupSet

Backup Source Type . File Backup
l__*f‘? Backup Schedule User Authentication for'Windows
- Domain :
:l- Encryption
|_f:-'-' ryR User Narme ;
@ Continuous Data Protection Password ©
[}, In-File Delta

&, Retention Folicy
Backup Filter
I';' Command Line Toaol
i
t. Extra Backup
r
]" Lacal Copy

“,E} Options

Ok Cancel £

Icon | Menu Item Description
§ General Click to access the general
| J backup set menu.
. Backup Source Click to access the backup
source selection menu.
Backup Schedule Click to access the backup
1 -‘fﬁ schedule setting menu.
i Encryption Click to access the encryption
[.;_lp setting menu.
Continuous Data Click to access the continuous
-« Protection data protection menu.
In-File Delta Click to access the In-file delta
menu.
o
Retention Policy Click to access the retention
O policy menu.
Backup Filter Click to access the backup filter
menu.
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— Command Line Tool Click to access the pre post
dir® command line tool menu.
N Extra Backup Click to access the extra backup
1 setting menu.
- Local Copy Click to access the local copy
Tir backup menu.
Options Click to access the option menu.
W3

6.1.1 New Backup Set Wizard

Select the button to start the New Backup Set Wizard.

Mew Backup Set Wizard

[E; Backup Set
Mame : |BackupSet
Type . |File Backup

File Backup
Lotug Motes Client Backup |

MySaL Backup

Lotus Dominog Serer Backup
MS Exchande Server Backup
M5 Exchande Mail Level Backup
MS S0L Server Backup

Otacle Database Server Backup -

x)

Mext » Cancel E

Select the corresponding backup type, in this case, a file backup set.

A backup set can be one of the following types:

Backup Type

Description

File

Backup set type for backup of normal files.

Lotus Domino Server

Backup set type for backup of Lotus Domino
server.

Lotus Notes Client

Backup set type for backup of Lotus Notes
client.
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MS Exchange Server

Backup set type for backup of Microsoft
Exchange server.

MS Exchange Mail Level

Backup set type for backup of individual
emails (brick level backup).

MS SQL Server

Backup set type for backup of Microsoft SQL
server.

MySQL Server

Backup set type for backup of backup
MySQL server.

Oracle Database Server

Backup set type for backup of Oracle
database server

System State

Backup set type for backup of Microsoft
Window’s System State.

ShadowProtect System

Backup set type for Bare-Metal backup of
your system using StorageCraft’'s
ShadowProtect.

Windows System

Backup set type for Bare-Metal backup of
your system using Microsoft’s WBAdmin.

MS VM Backup set type for backup of Virtual
Machine on Microsoft Hyper-V server.

VMware VM Backup set type for backup of Virtual
Machine on VMware server (VM Server, ESX,
ESXi ... etc).

Note:

Backup set type is defined at the backup set creation time, and cannot be

modified afterward.

Next few steps of a new backup set creation process, including Backup
Source, Backup Schedule and Encryption setting configuration are discussed
in the following sections of the guide.

6.1.2 General

Click on the [General] tab to modify the [Backup Set Name] or [User
Authentication for Windows] setting.
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For backup set with backup schedule and network shared drive selected as

backup source, the [User Authentication for Windows] is a mandatory field
that must be filled in.

Please specify a Windows domain account for the backup client application

with sufficient permission to access the network location.

Backup Setting

BackupSet

|J General

53 Options

Backup Source

l*’f Backup Schedule

[, In-File Delta
& Retention Palicy
Backup Filter
%] Command Line Tool
1
£ Eutra Backup

T, Local Copy

== General

E, Backup Set
Mame | BackupSet
Type: File Backup

User Authentication for Windows

|1. . ; Domain Ciomain

== Encryption

(o= v UserMame: |Username
@' Continuous Data Protection Password ; [ T 1 1 1]

X

Ok Cancel B

Menu Items

Description

Domain

Input box for entering domain of the Windows
domain account.

User Name

Input box for entering username of the Windows

domain account.

Password

Input box for entering password of the Windows

domain account.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.
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6.1.3 Backup Source

"

Click on the [Backup Source] tab to configure backup source of a
backup set.

A Backup Source defines the files and directories to be included for backup.
There are two types of backup source: Selected and Deselected.

+ Selected backup source defines files and directories that are to be
included in a backup set.

+ Deselected backup source defines files and directories that are to be
excluded from a backup set.

On the basic backup source selection dialog, you can select directories that
are commonly selected as backup source for backup:

+ Desktop folder

+ My Documents folder

+ Favorites folder

+ Outlook and Outlook Express folder

g e e s s
- 5 L

!

Aol &

Click on [Advanced] button to access the advanced backup source dialog to
select other directories for backup.
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Advanced Backup Source g|

Folders Mame Size Date Modified

= ‘_j Wty Computer ¥ My Computer
: [ % OS5 {C) J my Metwark Places

[ e DATA (D)

] _q_'; DWDICD-RYW Drive (B2
! [ .4 DVD Drive (H?)
- %4 Wy Network Flaces

fterns perpage: (500 = Page: |-|=

oK = Cancel &

The checkbox beside a root drives, directory or file can be in one of the
following mode:

Mode Description
All directories and files under this directory will be backed

7 up.

All directories and files under this directory except those
explicitly excluded will be backed up.

Ll Directories and files selected to this directory in the future
will be backed up as well.

Only the checked directories and files under this directory
will be backed up.

= Directories and files selected to this directory in the future
will not be backed up.

No directory or file under this directory will be backed up.

O

Note:

For installation on Windows platforms, hidden directories and files will be
displayed only if the [Hide protected operating files] setting of Windows
Explorer is disabled.

By selecting a parent directory as backup source, all child directories and files
including any hidden directories or files would be backup as well.
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To avoid backing up hidden directories such as the Recycle Bin folder, please

select the corresponding directories or files required as backup source directly,

instead of selecting the parent directory or root drive letter.

6.1.4 Backup Schedule

«

Click on the [Backup Schedule] tab of the backup setting menu to
configure backup schedule of a backup set.

A Backup Schedule defines the time, time period allowed, and frequency that
backup job for an existing backup set should be run automatically.

Earhustal R GNEI

1 ¥ un stheduies backip of Bk Campatet
-

ok 2

Candm O

Mivw Nackup S Wizard

Menu Items

Description

Run scheduled backup on this
computer

Checkbox to enable or disable
the corresponding backup set
to run on this computer.

Add Click to add a new backup
schedule.
Remove Click to remove an existing

backup schedule.

Properties

Click to modify an existing
backup schedule.
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Add new backup schedule

Mame

Mew Backup Schedule

_t] Backup

File
& Tvpe
Daily
Backup everyday
@ Tire
At

Start: |23 = 00 =
Stop: @ on completion (Full Backup)

oK @

-

Cancel B

3

Add new backup schedule

MName | Mew Backup Schedule

_t) Backup

File

& Tipe

Backup on the following day every manth
® Day: |1 -

@ Tire

Start: 23| = |00 =

Stop: @ aoncompletion (Full Backup)

monthly | -

X

Add new backup schedule g|
MName | Mew Backup Schedule
_t] Backup
File
& Type
Wisekly | =
Backup on the following day(s) every weaek
| Sunday | Monday T Tuesday
CI'wednesday [ Thursday [ Friday
v Saturday
@ Time
At -
Start: |23 = | 00|
Stop: @ on completion (Full Backup)
Ok Cancel B
Add new backup schedule E|
Mame : |Mew Backup Schedule
_t) Backup
File
& Twpe
Custom | =

Backup on the fallowing day once

Date éanvy-mm-de) - | 2011 - |03 |l - 118 |

@ Tirne
Start: |23 > 00"
Stop . @ an campletion (Full Backup)

oK Cancel £
oK Cancel &
Menu Items Description
Name Input box for entering backup schedule name.
Type Checkbox to select schedule type.

Daily - Backup job will run everyday at a
specific time under this schedule type

Weekly - Backup job will run on specific day(s)
of a week, at a specific time under this
schedule type.

Monthly - Backup job will run on specific day
of a month (date, or special criteria such as
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first weekend, last weekday), at a specific time
under this schedule type.

Custom - Backup job will run on specific day of
a year (date), at a specific time under this
schedule type.

Time (At) To start backup job at a specific time.

Start - Dropdown menu to select the start time
of a backup job.

Stop — Option to allow a backup job to run to
completion, or to stop the running backup job
after a specified hour.

Time (Periodically) To start backup job at regular intervals of
time.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

To configure a Daily backup schedule where backup job will run everyday at
8:00pm:

1. Select [Add] to open the [Add new backup schedule] dialog.
2. Enter name of the backup schedule.

3. Select [Daily] from the schedule [Type] dropdown menu.

4. Select [At] from the [Time] dropdown menu.

5. Configure start time to be 20:00

6. Configure the stop option according to your requirement.

To configure a Weekly backup schedule where backup job will run on Friday
every week at 8:00pm:

Select [Add] to open the [Add new backup schedule] dialog.
Enter name of the backup schedule.

Select [Weekly] from the schedule [Type] dropdown menu.
Select the checkbox beside [Friday].

Select [At] from the [Time] dropdown menu.

Configure start time to be 20:00

Configure the stop option according to your requirement.

NouhkLNE

To configure a Monthly backup schedule where backup job will run on first
weekend of every month at 8:00pm:

1. Select [Add] to open the [Add new backup schedule] dialog.
2. Enter name of the backup schedule.
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Select [Monthly] from the schedule [Type] dropdown menu.
Select [First], [Weekend].

Select [At] from the [Time] dropdown menu.

Configure start time to be 20:00

Configure the stop option according to your requirement.

Nooh®

To configure a Custom backup schedule where backup job will run on Jan 1st
of 2012 (2012-01-01) at 8:00pm:

Select [Add] to open the [Add new backup schedule] dialog.

Enter name of the backup schedule.

Select [Custom] from the schedule [Type] dropdown menu.

Enter the date when the backup should be performed (YYYY-MM-DD).
Configure start time to be 20:00

Configure the stop option according to your requirement.

ok wnNE

Note that multiple backup schedules of different type (e.g. daily, weekly) can
also be configured for a single backup set.

For example:

+ Daily backup schedule at 00:00
+ Daily backup schedule at 12:00
+ Weekly backup schedule on Friday at 18:00

Combination of these schedules effectively creates a schedule for backup at
00:00 and 13:00 everyday, and 18:00 every Friday.

6.1.5 Encryption

2

u

Before files are uploaded to the backup server, they are first
compressed and encrypted with an algorithm, mode and key of your choice.

Select the [Encryption] tab to view the current encryption setting of an
existing backup set.

InterDomain Software u. IT Consulting GmbH 53



IDS Business Manager
User Manual

Backup Setting

v

[

i

ty

BackupSet

b

- 9

[J General

Backup Source

{_*‘fd: Backup Schedule

|[:]:. Encryption

Continuows Data Protection
In-File Delta

Retention Policy

Backup Filter

Command Line Tool

Extra Backup

Local Copy

#753 Options

e ]

X

Encryption
Algarithim : AES
Mode : ECE

Key Length 256 hits
Encrypting key ;. |
Mask encrypting key

Ok Cancel E

Menu Items

Description

Encryption key

Text box displaying the encryption key for
the corresponding backup set.

Mask encryption key

Checkbox to enable or disable masking of the
encrypting key.

Encryption settings are set at a backup set’s creation time in the New Backup
Set Wizard.
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Mew Backup Set Wizard

[Bn Encryption
Default

o Custom

Do not use encryption
Algorithm . |Twafish | =
Mode : @ ECE
CBC
key Lenath 128 bits
" 256 hits
Encrypting key
Canfirm Encrypting Key

4 Previous

3

Ok Cancel B

Menu Items

Description

Default

Radio button to select default
encrypting key.

Default encryption setting -
Encryption algorithm: AES
Encryption mode: ECB

Key Length: 256 bits

Encrypting key: Same as current
password

Custom

Radio button to select your custom
encryption setting, including:

Encryption algorithm
Encryption mode
Key Length
Encrypting key

Do not use encryption

Checkbox to disable encryption (not
recommended).

Algorithm (used with Custom)

Dropdown menu to select the
encryption algorithm setting:

Twofish - Twofish algorithm

DESede - Triple DES algorithm

AES - Advanced Encryption Standard
algorithm

Mode (used with Custom)

Radio button to select ECB or CBC
encryption mode:
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ECB - Electronic Cook Book mode
CBC - Cipher Block Chaining mode

Key Length (used with Custom) | Radio button to select 128 bit or 256
bit key length.

Encrypting key (used with Input box for entering your choice of
Custom) encrypting key.

Select [Default] encryption setting if you are not familiar with encryption
algorithm or mode. The default encryption setting is:

Encryption Algorithm: AES

Encryption Mode: ECB

Key Length: 256 bits

Encrypting Key: Same as current password

Encryption settings are set at a backup set's creation time and cannot be
modified afterward.

If custom encrypting key is used, please considering the following to create a
strong encrypting key:

+ Length
Make sure the encryption key is at least eight or more characters.

+ Complexity
Include lowercase, uppercase letters and numbers, use the entire

keyboard not just the letters and characters you use or see most often.
Avoid creating encryption key that uses:

+ Dictionary words.

+ Words spelled backwards, common misspellings and abbreviations.

+ Sequence or repeated characters.

+ Personal information, your name, your birthday, or similar information.
Include letters and numbers, use the entire keyboard not just the
letters and characters you use or see most often.

Important:
By selecting default encryption setting, password string of the backup
account will be configured as encrypting key for the corresponding backup set.

The encryption key is independent from a backup account's password.

Encryption settings are set at a backup set's creation time, even if the
password is changed afterward, the encryption key remain the same.
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It is very important that the encryption key is written down, and additional
copies of the key are made, and stored in safe places so that it is readily
available when needed to restore data.

If the encryption key is lost, the data is irretrievable.

For initial login of existing backup user on new computer, you will be
prompted for the encrypting key of all existing backup set.

r@iDSEackup Business Manager ==

|ngi: Busfness Language : |English - G Save Setting Q!,;, Quit

.‘ . Summary (interdomain)

SR | Quota Usage
Used: 26,66G / 180G (14%)
L oo Caa__ 87 asanes
Encrypting Key Request (BackupSet) E|
[Eh Encrypting key Backup Log D |
! Enter Correct Encrypting Key : Resloret0g-0
I
Viewlog O
Cancel E3
[
2 o3 4
LI [ c‘l'u.-} e | ?
Menu Item Description
Enter Correct Encrypting Input box for entering encrypting key of
Key existing backup set.
OK Click to confirm on encrypting key.
Cancel Click to proceed without using encrypting
key.

Enter the correct encrypting key and click [OK] to proceed.

Alternatively, press [Cancel] to proceed (e.qg. if the encrypting key is lost)
without encryption, for all backup job performed afterward.

A confirmation box will be prompted to confirm.
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Confirm No Encryption

Backup will be done without encryption, continue?

eg Mo E

By continuing without encryption, it allows data backed up in the future to be
restorable (they are no longer encrypted).

However, existing data that are encrypted by the lost encrypting key would
not be restorable.

7 105 Backup Business Manager ™ —— o] |
R 5 y . — -
155: Bus.fﬂﬂss Larguage: English - [ | Save Setling e Quit

.t summary (interdomain)

. Jack

¥ i *® Quota Usage
! Used 26,63G /180G (14%)

1;_, et Data: 26,17G (204,234 1les)

i E Recyce BN 504,34 (8583 Nizs) 1
ol Satistics
Backuplog [

\ Conflirm No Encryplion RestoreLog [

| Backup will he done without encryprion, continue?
Yas N'.:' ] View log L)

A %o 8

e

Important:

In the event of lost encrypting key, it is strongly recommended that a new
backup set be created. This ensures that data backed up in the future are
both encrypted and restorable.
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6.1.6 Continuous Data Protection (CDP)

Continuous Data Protection (CDP) is a feature providing backup for
selective data whenever change is made. Depending on the option selected,
every version of a file is backed up close to real time.

To enable CDP, click on the [Continuous Data Protection] tab and select the
[Enable Continuous Data Protection] checkbox.

Backup Setting

BackupSet

|;J General

Time Mark Interva
Backup Source

Minimum Update

&

Continuous Data Frotection

v| Enable Caontinuous Data Protection {local disks anly)

|
Interval

60 minutes
10 minutes

l*"‘? Backup Schedule Type
1. . Backup file{s) selected by backup sources and filters
|[.,.‘. Encryption
Backup all files
@ Continuouws Data Protection & Cystom
|-w| e Bl v Do not backup files defined as system files
+. In-File Delta
== Advanced »
&, Retention Folicy
[# Backup Source
Backup Filter Add
]
dr | Command Line Taal =
+
% Exira Backu
. % Backup Filter
o Local Copy Add
i ]
23 Options 5
Ok Cancel £

Menu Items

Description

Enable Continuous Data
Protection

Checkbox to enable or disable
CDP.

Note:

CDP will only backup directories
and files on local drive, but not on
floppy drive, removable drive or
network drive.

Time Mark Interval

Defines a regular interval of time
(e.g. every X minutes), with each
interval containing one snapshot
(the first backup of each interval)
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available for restore.

For example, for [Time Mark
Interval] set to 60 minutes, with
the file updated every 5 minutes.
A restore-able snapshot of the file
will be available for each interval:

00:05, 01:05, 02:05, 03:05 ... etc.

Minimum Update Interval

Defines how often an updated file
is backed up to the backup
server.

For example, for [Minimum
Update Interval] set to [Always],
file will be backed up to the
server as they are updated.

Backup file(s) selected by backup
sources and filters

Radio button to select if CDP will
only backup modified directories
or files selected as backup
source.

Backup all files

Radio button to select if CDP will
back up all modified directories
and files on all local drive.

Custom

Radio button to select if CDP will
backup a custom set of
directories and files.

Note: This custom set of
directories and files can be
different than the backup source
selected for the backup set.

Backup Source (used with
Custom)

Add — Click to select a custom set
of directory or file as backup
source for CDP backup.

Remove — Click to remove a
selected directory or file as
backup source for CDP backup.

Properties — Click to modify a
selected directory or file as
backup source for CDP backup.

Backup Filter (used with Backup
all files or Custom)

Add — Click to create a backup
filter for CDP backup.
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Remove — Click to remove a
backup filter for CDP backup.

Properties — Click to modify a
backup filter for CDP backup.

Note: Backup filter is case
sensitive.

Do not backup files defined as
system files

When this option is enabled, CDP
will automatically exclude the
following files from its backup:

C:\hiberfil.sys
C:\Pagefile.sys

C:\Program Files\*
C:\RECYCLER

C:\System Volume Information
C:\Windows\*
${App_Data}\Avg7
${App_Data}\Avg8
${App_Data}\Kaspersky Lab
${App_Data}\McAfee
${App_Data}\McAfee.com
${App_Data}\Microsoft
${App_Data}\Sophos
${App_Data}\Symantec
\*.tmp

*\NApplication
Data\Macromedia\*>™
*\NApplication Data\Mozilla\*
*\Local Settings\Application
Data\Microsoft\*
*\ntuser.dat

Advanced

Click to access advanced CDP
backup control to backup only
when:

CPU usage is less than a specific
percentage.

Network traffic is less than a
specific Megabyte per second.

No keyboard or mouse input
exceeding a specific time (in
minute).

Note:
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The [Continuous Data Protection] tab is only available for IDS Business
installation in Windows platforms.

Configure the [Time Mark Interval] and [Minimum Update Interval] according
to your recovery requirement.

Time mark interval defines a regular interval of time, where each interval
contains one snapshot available for restore.

For example, when [Time Mark Interval] is configured to 60 minutes. 24
intervals would be marked per day, with each interval spanning across 60
minutes:

Interval 1 — 00:00 to 01:00
Interval 2 — 01:00 to 02:00
Interval 3 — 02:00 to 03:00
Interval 4 — 03:00 to 04:00

To

Interval 23 — 22:00 to 23:00
Interval 24 — 23:00 to 24:00

Assuming that a file is backed up multiple times (by CDP) within each interval,
the first backup (e.g. snapshot) of each interval would be available for
restore.

Minimum update interval defines the minimum period of time before an
updated file is backed up to the backup server.

For example, when [Minimum Update Interval] is configured to 10 minutes,
updated file would be backed up to the backup server every 10 minutes. To
ensure that updated files are always uploaded to the server immediately, you
can consider setting the [Minimum Update Interval] as Always.

To configure CDP for backup of the directories and files selected as
backup source:

1. Select the [Backup file(s) selected by backup sources and filters] radio
button for [Type].

To configure CDP for backup of all local drive(s):

1. Select the [Backup all files] radio button for [Type].

2. Configure [Backup Filter] for inclusion or exclusion of file if necessary.

To configure CDP for backup of a custom set of directories or files:

1. Select the [Custom] radio button for [Type].
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2. Click [Add] beside the [Backup Source] section (within the CDP tab).
3. Select the custom set of data for backup.
4. Configure [Backup Filter] for inclusion or exclusion of file if necessary.

Note that the backup filter function is only available for CDP type [Backup all
files] or [Custom].

Although CDP can be a helpful feature, the protection offered by CDP is often
heralded without consideration of the disadvantages that it can present.

Specifically, the continuous CPU, memory and bandwidth usage can adversely
affect the corresponding machine’s performance.

To enable backup control for CDP backup, select [Advanced] to open the
advanced CDP setting dialog:

Advanced CDP Setting Sl

v| Enahble Backup Control
ﬁ) Backup only when
o v CPU usage = 50 v | %
v| Metwork traffic < |1 > | Mbit's
v| o input far |1 ¥ | minutels)

an

0K Cancel E

To allow CDP backup only when CPU usage is under 50%:

1. Select the checkbox beside [CDP usage].
2. Select the corresponding percentage from the [%] dropdown menu.

To allow CDP backup only when network traffic is under 10 Mbit/s:

1. Select the checkbox beside [Network traffic]
2. Enter the corresponding number in the [Mbit/s] textbox.

To allow CDP backup only when there is no keyboard or mouse input for 5
minutes:

1. Select the checkbox beside [No input for].
2. Enter the corresponding number (in minutes) in the [minute(s)

Important:

Continuous Data Protection (CDP) will only backs up data selected as backup
source after the CDP module is enabled. Existing data that are not updated
will not be backed up by the CDP module.
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Furthermore, CDP is not a replacement for the traditional schedule backup
but works along with the scheduled backup to provide timely protection for
your data.

CDP will automatically be stopped when a manual or scheduled backup is
started, and will resume when the job is completed.

Note: It is not possible to run multiple CDP backup sets on the same machine
with different backup user accounts.

6.1.7 In-File Delta

)

““—~ For more details about the In-file delta technology, please refer to the
In-File Delta Technology section to be followed in this guide.

6.1.8 Retention Policy

Click on the [Retention Policy] tab to modify the retention policy of an
existing backup set.

Backup Setting E
BackupSet - E' Retention Policy
[J BEmEE ® Keep deleted filefs) for |7 ~ | |Dayts) | =
- 1 Advanced

Backup Source
{__“fd: Backup Schedule
|r:]=» Encryption
@ Continuous Data Protection
(2, in-File Deita
& Retention Policy
Backup Filter
a Command Line Tool
8%, Exira Backup

']" Local Copy

33 Options
B w =

Ok Cancel E
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Retention policy defines the policies of persistent data management for
meeting business data archival requirements.

When a backup job is performed, for data that are modified or deleted on the
client computer, their existing version on the backup server (backed up
previously) would be moved into retention area, while newly backed up file
would be placed in the current data area.

Specifically, retention policy setting defines how long are these data kept
within the retention area before they are deleted permanently from the
backup server.

For backed up data that have not been updated or deleted from the client
computer, they are kept in the data area on the backup server and remain
untouched.

A standard retention policy defines a basic policy where retained file (in
the retention area) are removed automatically after a user specific number of
days or backup jobs.

To define a standard retention policy, simply modify the [Keep delete file(s)
for] drop down menu to your required days or jobs. Press [OK] and save
before exiting the backup application to confirm the changes.

()

Backup Setting
BackupSet - - Retention Policy

|J S ® [eep deleted file(s) for |7 > | Dayis) | =

Advanced
Backup Source
lf Backup Scheduls
|r1- Encryption
@ Continuous Data Protection
[}, in-File Dalta
& Retention Palicy
Backup Filter
Cammand Line Tool
t
£ Extra Backup

=+, Local Copy

W53 Options
o G

Ok Cahcel £
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An advanced retention policy defines a more advanced and flexible policy
where retained file (in the retention area) are removed automatically after a
combination of user defined policy, such as:

. A specific number of days

. A specific number of weeks, including the day of the week

. A specific number of months, including the day of the month
. A specific number of years, including the day of the year

To define an advanced retention policy, select the [Advanced] button, and
press the:

. [Add] button to add new policy
. [Remove] button to remove existing policy
. [Properties] to edit existing policy

Press [OK] and save before exiting the backup application to confirm the
changes.

Backup Setting

X)

BackupSet - - Retention Policy
|J BEfEE keep deleted filas) for
B & Advanced

Backup Source Retention Policy 1 (Type: Daily)

i e Backup Schedule Retention Policy 2 (Type: Weekly)

|rl Encryption
@' Continuous Data Protection

). In-File Delta

s

o Retention Paolicy
Backup Filter
Command Line Tool
i

t:; Exira Backup

&, Local Copy

Remaove retention files far averlap policy

Add Remaove 1T Properies

H53 Options

Ok Cancel &

For example, you can configure the advanced retention policy to keep all data
backed up:

* In the last 7 days.

* In the last 4 Saturdays.

* In the 1st day of each month in the last 3 months.

* In the 1st day of each quarter in the last 12 months.
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* In the 1st day of each year in the last 7 years.

To achieve the above example policy, configured the advanced retention
policy as follows:

* Type: Daily
Number of snapshots to keep: 7

* Type: Weekly
Keep retention files for the following days: Saturday
Number of snapshots to keep: 4

* Type: Monthly
Keep retention files for the following days: Day 1
Number of snapshots to keep: 3

* Type: Quarterly
Keep retention files for the following days:
Month - January, April, July, October
Day 1
Number of snapshots to keep: 4

* Type: Yearly
Keep retention files for the following days: 01-01
Number of snapshots to keep: 7

Assuming that a file is updated and being backed up everyday for the past 7
hears, and today is January 11, 2011.

If the option [Remove retention files for overlap policy] is not enabled, a total
of 22 snapshots (previous version) of the file would be available for restore:

Daily Weekly Monthly Quarterly Yearly
16-Jan- 14-Jan- 0l1-Jan- 0l1-Jan-2011 | O1-Jan-
2011 2011 2011 2011
15-Jan- O7-Jan- 01-Dec- 01-Oct-2010 | 01-Jan-
2011 2011 2010 2010
14-Jan- 31-Dec- 0O1-Nov- 01-Jul-2010 | O1-Jan-
2011 2010 2010 2009
13-Jan- 24-Dec- O1-Apr- Ol1l-Jan-
2011 2010 2010 2008
12-Jan- 0l1-Jan-
2011 2007
11-Jan- 0l1-Jan-
2011 2006
10-Jan- 0l1-Jan-
2011 2005

If the option [Remove retention files for overlap policy] is enabled, the
overlapping snapshots would be removed, with the following snapshots
available:
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Daily Weekly Monthly Quarterly Yearly
16-Jan- 14-Jan- t+—Jan— 8t—Jan—264% | 0Ol1-Jan-
2011 2011 2644+ 2011
15-Jan- 07-Jan- 84—-bee- 4—cet=2646 | 01-Jan-
2011 2011 26046 2010
H—Iatrr— 33+-bee- 4—Noev—- 432646 | 01-Jan-
2646 2646 2646 2009
+B-Jenr- Z24-bee- St+—Ap+- Ol1-Jan-
2646 2646 26046 2008
+2-Je - Ol1l-Jan-
26046 2007
+H—danr- 0l1-Jan-
2646 2006
+o-Jar— Ol1l-Jan-
2646 2005

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2011,
11-Jan-2011, 12-Jan-2011, 13-Jan-2011 and 14-Jan-2011 are removed.

The monthly policy overrides the weekly policy so the snapshots of 24-Dec-
2010 and 31-Dec-2010 are removed.

The same applies to the monthly, quarterly and yearly policy giving a total of
11 snapshots.

Important:

The Retention Policy and Delta Merge feature is closely related, as the criteria
for file merging is governed by the retention policy setting configured for a
backup set.

Please refer to the Delta Merge section in this guide for further details.

6.1.9 Backup Filter

Backup Filter is a set of user defined criteria to include or exclude directories
and files as backup source of a backup set.

There are some basic rules regarding backup filters:
1. Filters are applied in creation order.

2. Inclusion or exclusion made by filter takes precedence over backup
source selections.

To add a new filter, press the [Add] button at the bottom of the right panel.

InterDomain Software u. IT Consulting GmbH 68



IDS Business Manager
User Manual

Backup Setting

BackupSet
|;J General
|rl Encryption

). In-File Delta

s

Backup Filter

8. Eutra Backup

Backup Source

l“"# Backup Schedule
@' Continuous Data Protection
& Retention Palicy

ar> | Command Line Tool

3

= Backup Filter

Mame : | Backup Filter -

Top Directory : Al Hard Disk Drives

2]
Applyto v File
Diractony
[#® Pattem Matching
Type : ® Text { endswith | =)
Unix-style Regular Expression
Pattern : | pg Add
Rermoye O
Propedies

& Filter Mode
® |nclude matched | W exclude all others )

Exclude matched § 3
r
%
Local Copy Add Remowe 1T
"ﬁ_‘p Options
Ok Cancel &
Menu Item Description
Name The name of a filter.

Top Directory

The top directory to which this filter is applied.
Filtering rules will be applied to all files and/or
directories under this directory.

All Hard Disk Drives — select all local hard drives as
the top directory automatically.

Apply To Define whether to apply the filtering rule to files
and/or directories.

Pattern It defines the filtering rules of a filter. A filtering

Matching rule can be one of the following types;

[Starts With]
Include/Exclude all files/directories with name
starting with a certain pattern.

Example:
You can use B* to match all file with name starting
with a B character.

[Contains]
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Include/ZExclude all files/directories with name
containing a certain pattern.

Example:
You can use *B* to match all files with name
containing with a B character.

[Ends With]

Include / Exclude all files / directories with name
ending with a certain pattern.

e.g. You can use *.doc to match all files with name
ending with .doc (all Word Documents)

[Regular Expression]
Include/Exclude all files/directories with name
matching a regular expression.

To add a new pattern, press the [Add] button in the
[Pattern Matching] area.

Note: Backup filter is case sensitive.

Filter Mode Defines whether you want to include or exclude
matched files into/from the backup set. Also, for
those unmatched files, you can choose to exclude (if
include filter type) or include (if exclude filter type)
them into/from the backup set.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

The following are a list of examples with different filter settings.

Example 1:
To backup only Word, Excel and PowerPoint documents in the document

directory (e.g. C:\My Documents), setup the backup filter as follows:

Top Directory = C:\My Documents
Apply To = File (true)

Matching Type = End With

Matching Patterns = *.doc, *.xls, *.ppt
Filter Mode = Include

Exclude all others = True

Example 2:
To backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Application,

setup the backup filter as follows.

Top Directory = C:\Applicaitons
Apply To = File (true)
Matching Type = End With
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Matching Patterns = *.exe, *.dll, *.tmp
Filter Mode = Exclude
Include all others = True

Example 3:
If C:\ was selected as backup source, to exclude all images (e.g. *.jpg and

*_gif) from the backup source selection, setup the backup filter as follows.

Top Directory = C:\

Apply to = File (true)

Matching Type = End With
Matching Patterns = *.jpg, *.gif
Filter Mode = Exclude

Include all others = false

Note that the [Include all others] setting is not enabled because it is not
necessary to include all other file types under C:\ into the backup set.

Example 4:
To include everything, except the log directory, under C:\Applications, setup

the backup filter as follows.

Top Directory = C:\Applications
Apply To = Directory (true)
Matching Type = Regular Expression
Matching Patterns = ~og$

Filter Mode = Exclude

Include all others = True

Example 5:
To include all directories named log from the backup set files with file name

starting with B and ending with *.doc under C:\My Documents, the filter
backup can be setup as follows.

Top Directory = C:\My Documents
Apply To = File (true)

Matching Type = Regular Expression
Matching Patterns = ~B.*\.doc$
Filter Mode = Include

Exclude all others = True

6.1.10 Command Line Tool

-I'-.
it

Click on the [Command Line Tool] tab to configure a Pre-Backup or
Post-Backup command.

Command to execute batch file to stop and start an application before and
after a backup job, or other command to shutdown the computer when a
backup job is complete can be configured.
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Backup Setting

|J General

Backup Source

BackupSet ||kl

3

Command Line Tool

Q. Fre-Backup
Mame  |Pre-Backup Comrmand Ling Tool -

Working Directory . 22 Change %
# Backup schedule Command StapOutioak.cmd
9 [#
|[l Encryptian Add-F |- Remove 07
@ Continuouws Data Protection @ FostBackup
) Mame : |Post-Backup Command Line Tool "
. In-File Delta o ,
ekt Working Directory . 23 Change &
& Retention Policy Cornrand : StartOutlook.crmd
Backup Filter il Remave T
r Command Line Toal
' Eura Backup
&, Local Copy
#53 Optians
] Cancel £
Menu Item Description
Add Click to add new pre or post backup
command.
Remove Click to remove existing pre or post backup
command.
Name Input box to enter name of a pre or post

backup command.

Working Directory

Directory which the pre or post backup
command will run at.

Command

Input box to enter pre or post backup
command to be run.

For Windows:

Native command or command to execute a
batch, command or VBScript file can be
configured:

shutdown -s -t 60
batch.bat
command.cmd
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script.vbs

Command to execute a script file must be
configured:

/usr/local/command.sh

For FreeBSD / Solaris:
Command to execute a script file must be
configured:

Jusr/local/command.sh

Note:

For all platforms, please ensure that control
is returned to the backup application once
the command is executed.

For IDS Business installation on Linux / FreeBSD / Solaris platform (without
GUI environment installed), you can setup the pre and post backup command
on the web console:

| | Manage User | | [username]

Add User | List User | Run Backup | User Profile | Backup Set | File Explorer | Report | Statistics | User Log Logout

[ ] Pre-backup command
1 . Marne Pre-hackup command name [ ]
Command fustilacalicammand-1.sh
Warking Directory
[ ] Post-backup command
1. Mame Fost-hackup command name [ 1
Comrand Jusrilocalicommand-2.sh

Warking Directory

Menu ltem Description

Add Click to add new pre or post backup
command.

Remove Click to remove existing pre or post backup
command.

Name Input box to enter name of a pre or post

backup command.

Command Input box to enter pre or post backup
command to be run.

Pre and post command must be put into a
script file. It is also recommended to add the
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absolute path location of the script, such as:
/pathname/scriptname.sh

Note:

Please ensure that control is returned to the
backup application once the command is
executed.

Working Directory

Location the script would be working from.

This field can be left empty, but please note
that any output from the script would be
stored under the IDS Business installation
folder.

Update

Click to save the changes.

The pre and post backup command will run at different stages of a backup

according to it backup type.

The following table outlines when they would be run:

Backup type Pre-Backup command Post-Backup command

File backup Run before any file is Run when the backup

type backed up (uploaded) to (upload) of all files are
the backup server. completed.

Non-file Run before any database | Run after spooling backup

backup type file is spooled to the files to temporary
designated temporary directory (e.g. before the
directory. first backup file is

uploaded).

6.1.11 Extra Backup

1y

Click on the [Extra Backup] tab to enable the Off-Line Backup and
System Logout Backup Reminder option.

InterDomain Software u. IT Consulting GmbH 74




IDS Business Manager

User Manual
Backup Setting E |
BackupSet L | | Extra Backup
@ ceneral &, OffLine Backup

v| Enahble off-line backup
Backup Source Backup Interval . 1 * dayisy |0 | = | hours)
Ermail Motification : |7 > dayi(s)

i & Backup Schedule ;
¥| Show backup reminder

|[1- Encryption

- m System Loaout Backup Reminder

@ Continuous Data Protection v| Enable System Logout Backup Reminder
- .

oy IneFile Delta IJ Backup

& Retention Palicy File

Backup Filter
7| Command Line Tool
ty
Extra Backup
L 2
% Local Copy

33 Options

Ok Cancel E

Note:
[Extra Backup] tab is only available for IDS Business installation on Windows
platforms.

6.1.1.11 Enable off-line backup
Enable off-line backup defines whether to enable the [off-line backup] feature.
The [off-line backup] feature is designed for notebook users who may be off-

line most of the time, and cannot rely on backup scheduled for regular
backup of their data.

Enable off-line backup Action

Enabled Prompt for backup if the time between the last
backup to the current time exceeded the
[Backup Interval].

Disabled Do not prompt for backup.
Backup Interval Time interval between each backup job.
Email Notification Time interval when email would be sent for

backup reminder.

Show backup reminder To display or hide the confirmation dialog for
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backup.

If the confirmation dialog is disabled, backup
will be performed automatically when
connection to the Internet is re-established.

With the [off-line backup] setting is enabled, when the computer is connected
online and the time between the last backup to the current time elapsed the
[Backup Interval], a pop up off-line backup confirmation menu will be
prompted, reminding the user to perform a backup.

@ Off-line backup confirmation

Da waou wank ko skart the backup For [Backup
Set] now?

Last Backup: 2011-03-08 21;00

Menu Items Description
Yes Perform the backup job immediately.
No Do not perform the backup job.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

6.1.2.11 Enable System Logout Backup Reminder

Enable System Logout Backup Reminder defines whether to enable the
[System Logout Backup Reminder] feature.

Enable System Logout Action
Backup Reminder

Enabled Prompt for backup before logging out or
shutting down.

Disabled Do not prompt for backup.

*The availability of features listed above may be service provider dependent. If a feature is not available,
please check with your service provider for further details and availability.

When the [System Logout Backup Reminder] setting is enabled, a pop up
logout reminder menu will be prompted, requesting for backup before the
user logs out of the system or before shutting down Windows.
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Ahsay Online Backup Manager

Da vaou want to backup the Following BackupSet{si? Yas

3

Backup Backup Set

W Locking workstation
{# shutdown Camputer

" Restart Computer

Da naot backup and close automatically in & sec

Mo

Menu ltems

Description

Yes Click to perform a backup for the backup set before
logging out or shutting down.
No Click to proceed to logout or shutdown directly.

Locking workstation

Checkbox to lock the corresponding machine when
the backup is being performed.

Shutdown Computer

Radio button to shutdown computer after the backup
job is completed.

Restart Computer

Radio button to restart computer after the backup
job is completed.

6.1.12 Local Copy

=

To save a copy of back up data locally on the client computer, simply
enable the local copy feature of the backup client application.

Click on the [Local Copy] tab to configure a local copy backup.
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Backup Setting
BackupSet x || |[ = Local Copy
|;J General v Copyto Local Hard Disk
- I Copyto
Backup Source WLocalBackup Change &

l“"f Backup Schedule
|rl Encryption

@ Continuous Data Protection
(). In-File Delta

&, Retention Policy
Backup Filter
Cammand Line Tool
T

.. Extra Backup

r

% Local Copy

Wi Options

Retention Palicy
v| Remove deleted files in retention area

keep deleted filefs) far . |7 ¥ dayis) |«

Qﬂ Offsite Backup
Skip backing up to Ah=ay Offsite Backup Server

Ok Cancel B3

Menu ltems

Description

Copy to Local Hard Disk

Checkbox to enable or disable local copy backup.

Copy to

Directory which the local copy data are stored.

Remove deleted files in
retention area

Checkbox to enable or disable the retention
policy of the local copy backup.

Keep deleted file(s) for

Dropdown menu to select a basic retention
policy.

Note:
For local copy backup, only basic retention policy
can be applied.

Skip backing up to
InterDomain Offsite
Backup Server

Checkbox to skip or to perform off-site backup
for the corresponding backup set.

Select the corresponding backup set from the drop down menu, and click on

the [Local Copy] tab.

Select the checkbox beside [Copy to Local Hard Disk], click the [Change]
button and browse to the directory path which you would like to store the

local copy backup.
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You can enable retention policy for the local copy backup (if necessary).
However, note that only basic retention policy can be configured for local
copy.

Retention policy of the local copy backup is separate from the retention policy
configured for the off-site backup (configured in the [Retention Policy] tab).

For backup set that is intended for local copy backup only, select the
checkbox beside [Skip backing up to InterDomain Offsite Backup Server].

N

Data that are backed up by the local copy module are compressed and

encrypted. To restore local copy backed up files, please refer to the following
instruction:

1. Press the [Decrypt Local Copy Wizard] button on the backup
application’s main window.

(%) 1DS Backup Business Manager l =1 ir-.l
Sprache: |Deutsch | = i | Speichem () Beenden
1 Summe (interdomain)
Backup start
ackup starern B penuzes Kontingent
Verwendet: 2666G /180G (14%)
1 I Daten : 26,17G (204.234 Dateien)
Wiederherstellung
Papierkorb : 504 9M (6583 Dateien)
i Statistik
Gesamtmenge gesicherer Daten: 436,96G (1.131.699 Dateien) Backup-Protokalle Fi i
Il Menge riickgesicherter Daten | 1,73G (81 Dateien) Wiederherstellungs-Protokoll [
it» Letztes Backup
| Windows7-Dateibackup
2012-05-30, 08:10 (0 Tag) Zeige Log [
0 Fehler 0Warnung
Q@ oha A O .
o 0 m 7
\

2. Select the backup set to be restored and press [Next] to proceed.
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@ Decrypt Local Copy Wizand

Please select the hackup set

Backup Set

Delete 10 et b Cancel £

3. Follow the normal restore procedure for restoration of your local copy
backed up data. For more details, please refer to Chapter 8 of this guide.

Decrypt Local Copy Wizard @

® Show files as of Job ;| 2011502524 [ .Latgst == 1 Show all files Filter [*
Falders Mame Size Ciate Modified
=- B Backup Server [ Ca

=S Noul

&[] I3 Backup Source

De!et_e o tems per page : -.5'_:'. :‘r Fage '1_H {om) |
[F% Restorefilesto
0 Qriginal location
T Alternate location . CRestore Destination hahge &
|71 Restare file permissions

| Search 9 Advanced » | 4 Frevious | Start Decrypt [ 3 Cancel E!i
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6.1.13 Options

Click on the [Options] tab to configure options such as temporary directory
for storing backup files, follow link, Volume Shadow Copy or advance option
such as the transfer block size.

6.1.1.13 Temporary Directory for storing backup files

The temporary directory is used for various purposes, such as storage of
temporary spooled file (for database specific backup type), remote file list,
local file list, temporary delta file and other files of temporary nature.

Backup Setting g|

Backup Set x| | Options

- I ; ;

|J General =% Temporary Directory for staring backup files

DATemp Change &

Backup Saurce
&3 Link
l"’f Backup Schedule v Followe Link
|rl Encryption [9 Yolume Shadow Copy
. ) v Enable Yolume Shadow Copy

@ Continuous Data Protection * Only for Microsoft Windows 2003, XP, Vista & 2008

S

|—-£—-- reFile Delta [T Advanced Options

& Retention Policy Compression Type . Fast{Compressed size larger than normal) -

Transfer Block Size : 128 | = | kbytes
Backup Filter | Backup File Permissions

W Command Line Toal

2. Eutra Backup

&, Laocal Copy

23 Options

Ok Cancel £3
To configure the temporary directory location, click [Change] and browse to
the directory path for storing the temporary data.
For database specific backup type, data files spooled by the latest backup
job can be kept by disabling the [Remove temporary files after backup]
option.
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Options

@ Temporary Directary for storing backup files
DiTemp Change &

Remaove ternpaorary files after backup

[ Advanced Options
Transfer Elock Size ;. 128 | = | khytes

6.1.2.13 Follow Link

Follow Link defines whether to follow an NTFS junction point or NTFS
symbolic link during backup.

Backup Setting
BackupSet x (|| = Options
|J Genaral |:_rj; Temporary Directory for staring backup files
DATemp Change
) Backup Source
@3 Link
lf‘? Backup Schedule v Fallow Link
[l Encryption 9 volume Shadow Copy

| Enable Wolume Shadow Copy

@ Continuous Data Protection * Only for Micrasoft Windows 2003, XP, Vista & 2008

- _
£ In-File Delta

Ll [T Advanced Options

& Retention Policy Compression Type . (Fast(Compressed size larger than normal) o

Transfer Block Size . 128 | =  kbyvtes

Backup Filter | Backup File Permissions

ar> | Command Line Toal
1

£ Extra Backup

r

% Local Copy

"I?i} Options

X

Ok Cancel £3

Follow Link Action

Enabled Backup junction point or symbolic link as well as the

are not located under the backup source).

directories and files that it links to (even if the target data

Disabled Backup junction point or symbolic link only.
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When the follow link option is enabled, not only is the symbolic link or
junction point backed up, but directories and files that the junction point links
to will also be backed up.

Restore outcome would be different with the different setting used during
backup and restore (e.g. there is a follow link option for backup and a follow
link option in the restore menu).

The following table summarizes the outcome when a restore is performed
with different options:

Follow Link

Restore to

Action

Enabled

Original Location

Junction points are restored to the
original location.

Restore follow link option enabled -
Target directories and files are
restored to the original location.

Restore follow link option disabled -
Target directories and files are not
restored.

Alternate Location

Junction points are restored to the
location specified.

Restore follow link option enabled -
Target directories and files are
restored to the location specified.

Restore follow link option disabled -
Target directories and files are not
restored.

Disabled

Original Location

Junction points are restored to the
original location.

No data is restored to the junction
point’s destination.

Alternate Location

Junction points are restored to the
location specified.

No data is restored to the junction
point’s destination.

To enable the [Follow Link] option, select the checkbox beside the follow link

option.
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Note that system protected junction point such as the Documents and
Settings on Windows 2008 server cannot be selected as backup source under
the advanced backup source dialog (e.g. there is no select-able checkbox
beside system protected junction point).

Advanced Backup Source @

Folders Marme Size Date Madified
Lo g A T L
-0 & Svstem (C) - [ | $RecycleBin -
- | $Recycle.Bin 8 gacrupsm | |
E-C] | BackupSet L Ho ,
-0 Boot | @ Documents and Settings
Lﬂ@ Documents and Settings ; 8 - Exm—angeSetupLogs
H-[1 | ExchangeSetuploos # Perllogs
g0 [ Perfogs 1 | Program Files
E:']' 0 ProdtanElES 1 L Program Files (x8&)
t [ L. Program Files (x36) 8 ;rugtramData
- | ProgramData galpre= ,
B[] U Restore O System Volume Information
EI---I:I Systerm vVolume Information O U?Ers
B0 i Users O 1 wWindows
;D | Windows . windowsimageBackup
] [ windowslmageBackup
Iterms per page © (50 . FPage: 111 [
oK Cancel E

To manually select system protected junction points for backup, select the
parent directory of the junction point, or enter the corresponding junction
point (e.g. C:\Documents and Settings) on the web interface.

6.1.3.13 Enable Volume Shadow Copy

Enable Volume Shadow Copy defines whether to enable Microsoft Volume
Shadow Copy Service (VSS) for the backup set.
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Backup Setting E|
BackupSet - = |/| Cptians
|J Genaral E‘; Termporary Directory for storing backup files
DATemp Change &
Backup Source
8 Link
[*"F Backup Schedule Fallow Link
|[1- Encryptian [:9 Volume Shadow Copy

v| Enahble WVolume Shadow Copy

P T  PE B T R * Only for Microsoft Windows 2003, ¥P, Vista & 2008

- _
#, In-File Delta
|—-‘--- [ Advanced Options
& Retention Palicy Compression Type | [Fast (Compressed size larger than norrmal) =
Transfer Block Size : 128 | = | khwytes

Backup Filter v| Backup File Permissions

7| Command Line Tool
s
Extra Backup
L 2
% Local Copy

153 Options

Ok Cancel E

Enable Volume Shadow Copy Action
Enabled Create a snapshot of the data to be
backed up for exclusively opened file.

Disabled Do not create a snapshot of the data to
be backed up for exclusively opened
file.

Error message will be shown for files
that are opened during the backup
process.

Enabling the Volume Shadow Copy option will allow backup of local files that
are exclusively opened during the backup process (e.g. Outlook PST file).

Some requirements of the Volume Shadow Copy option include:
+ Volume Shadow Copy can only be applied for local drive; exclusively
opened file on network shared drive cannot be backed up even with the

Volume Shadow Copy option enabled.

+ Volume Shadow Copy is only available on Windows platforms released
after Windows 2000 (e.g. XP / 2003 / Vista / 2008 / 7 / SBS 2011).
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*

*

The user using the backup application must have administrative

privileges to access the Volume Shadow Copy service on a computer.

At least one of the partitions on the machine must be in NTFS format.

For more technical information on Volume Shadow Copy, please refer to
following page from Microsoft for details:

http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

6.1.4.13 Compression

Compression type defines the compression method that the backup

application will use during backup (for the corresponding backup set).

Backup Setting

E

BackupSet oo [ o=

General

Backup Source

l'ﬁ Backup Schedule

Qptions
% Temporary Directary for storing backup files
DATernp

@@ Link
Follow Link

X)

Change %

|rl Encryption [9 Yolume Shadow Copy
. ) v| Enable volume Shadow Copy

R * Only far Microsoft Windows 2003, %P, vista & 2008

-

L& In-File Delta Cf Advanced Options

& Retention Policy Cornpression Type o Fast (Compressed size larger than normal) "

Transfer Block Size : (128 | = kbytes
Backup Filter v| Backup File Permissions

»] Command Line Taol

8. Extra Backup

&, Local Copy

5} Options

014 Cancel E
There are 3 compression types available for user to select:
. No Compression
. Normal
. Fast (Compressed size larger than normal)
By default, newly created backup set is configured to uses [Fast]
compression type.
Note:
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The [Compression Type] option is only available for IDS Business version 6.9
or above connecting to backup server version 6.9 or above (please consults
your service provider for details).

For existing backup set created in previous version, the compression type will
be [Normal].

6.1.5.13 Transfer Block Size

Transfer block size defines the block size that the backup application will use
to transfer your backup data to the backup server.

Backup Setting E
BackupSet v = | | Options
|J General E}; Tempaorary Directony far storing backup files
DiTermp Change &
Backup Source
3 Link
# Backup Schedule Follow Link
|rl Encryptian [9 Volume Shadow Copy

v| Enable volume Shadow Copy

LRI B By HIE G T * Only for Microsoft Windows 2003, 3P, Vista & 2008

~ _
4, In-File Delta

L [ Advanced Options

& Retertion Palicy Compression Type @ |Fast{Compressed size larger than normal) hd

Transfer Block Size . 128 | = | kbwytes

Backup Filter v| Backup File Permissions

Cammand Line Tool
+

. Extra Backup

r

% Local Copy

3 Options

Ok Cancel &

Note that certain firewall applications or proxy servers may block out-going
network traffic with large block size for security reasons. If you are in a
network with this type of restriction, please lower the transfer block size
value.

To change the transfer block size of any backup set, select the [Options] tab
on the left panel and then select the corresponding block size from the
[Transfer Block Size] dropdown menu.

Press the [OK] button, and save before exiting out of the backup application.
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6.1.6.13 Backup File Permission

Backup file permission defines whether to backup operating system file

permission of the data selected as backup source.

6.2 Single backup account for multiple computers

Multiple client computers can be backed up with a single backup user account.
However, separate backup set must be created for each computer,
because backup set cannot be shared.

To setup a single backup account for 10 client computers, 10 backup sets
must be created, with specific backup set for each computer.

When creating backup sets in this environment, please ensure that the [Run
scheduled backup on this computer] setting is properly configured for each

computer. Failure to do so may result in data lost.

Backup Setting

B

v
B

7

L

BackupSet A=

General

Backup Source

i“"f Backup Schedule

|r1- Encryption

Continuous Data Protection
In-File Delta

Retention Folicy

Backup Filter

Command Line Toal

Extra Backup

r Local Copy

53 Options

Backup Schedule

¥ Run scheduled backup an this computer

Backup Schedule (Type: Daily)

Addd

Rernove 1T

Ok

]

Fropeties &

Cancel B
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7 File Backup

This chapter describes in details how to perform a file backup with IDS
Business.

7.1 File backup process

() Backup Log

Log .

| Twpe
i

FeEe R e e e e Re e e eees e

Backup Set: BackupSet

201103722 1004313 | =

Log

Start [Windows ¥P (winxp), OBM 6.3.0.0]

Start running pre-cammands

Finished running pre-commands

Start creating Shadow Copy Set .

Shadow Copy Set successiully created
Downloading server file list .

Downloading server file list .. .. Completed

Reading backup source from hard disk ..

Getting all files which have been moved ...

Getting all files which have heen moved ... Completed
Reading backup source from hard disk ... Completed
Updating File Permission .. CiBackup Saurce

Uploading Updated File .
Uploading Updated File .
Uploading Updated File .
Uploading Updated File .
Uploading Updated File ...
Uploading Updated File ...
LUploading Updated File ...
Lploading Updated File ...

L lnloadine Lladatand Cila

Logs perpage ;. 50 *

10% of "CABackup SourcelFile.doc”
17% of "ChBackup Source'File.doc"
27% of "ChBackup SourcelFile.doc"
3d% of "CABackup SourcelFile.doc"
44% of "CBackup SourcelFile.doc”
51% of"CBackup SourcelFile.doc”
58% of "CBackup SourcelFile.doc”
T2% of "ChBackup SourcelFile.doc”

POW Af DA ln Qanrent Bila das!

Showe Al

Time
201003522 10:4313
2011003522 10:4313
2011003522 10:43:13
2011003522 10:43:1 3
2011003522 10:43: 21
2011003522 10:43:22
2011003022 10:43:23
2010003022 10:43:24
20101003022 10:43:24
20011003522 10:43:24
2010003522 10:43:24
2011003522 10:43:24
2011003522 10:43:24
2011003522 10:43:24
2011003522 10:43:24
2011003522 10:43:24
2011403022 10:43:24
2011003522 10:43.24
200101003022 10:43:24
2011003022 10:43:24

O AN AT A

-

Page: 1/1 =

Close £

Stages of a backup job are outlined below:

1.

5.

A connection from the backup client application to the backup server is

established.

A Shadow Copy set of the backup source volume is created (if

available).

Download the server file list from the backup server.

Data of the backup source is compared with the server file list to
compile the following file lists:

. New file list
. Modified file list
. Deleted file list

Delta file is generated for modified file (if necessary).
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Note:
Only modified part of a file (delta file) is uploaded to the backup server,
reducing the time required to complete the backup job.

6. Data are encrypted, compressed, and then uploaded onto the backup
server.

7. The Shadow Copy set of the backup source is removed (if necessary).

8. Backup is completed successful.

7.2 How to start an off-site backup

)

Please refer to the following steps for starting an off-site backup:

1. Login to the backup application’s user interface.

Save password
@ Forgot your password?

OK Cancel E

+ Options

—

(5) IDS Backup Business Manager El_lé] (3) IDS Backup Business Manager Lil_léj
IDQ\}'L B r IDS\\E\ B r
e DUSINGS S s DUSINES S
Login Name : |username Lagin Mame: usermnmame
Password: | ©000000e Password:  eeeeeees|

Save password
@ Forgot your password?

“2 Language
English A

|:| Backup Server
hitps | > | lids2.online-backupsenver.eu &

% Proxy Setting
Use proxy to access the backup server

Type Proxy
Socl
Address
Port
LserMame :
Password:
oK Cancel & = Options

Click on the [Backup] button on the backup application’s main window

to perform a backup manually.
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F = B
(® 1DS Backup Business Manager ] e e
Sprache : Deutsch - !:! Speichem \;y Beenden
‘ Summe (interdomain)
Backup starten

% Benuztes Kontingent
Verwendet: 26,66G /180G (142%)

Daten : 26,17G (204 234 Dateien)
Papierkorb : 504 9M (6.583 Dateien)

l Wiederherstellung

Wi Statistik
Gesamtmenge gesicherer Daten: 436 96G (1.131.699 Dateien) Backup-Protokolle E I

Menge riickgesicherter Daten : 1,73G (81 Dateien) Wiederherstellungs-Protokoll [

1t Letztes Backup

|| Windows7-Dateibackup

2012-05-30, 08:10 (0 Tag) Zeige Log &
0 Fehler 0Wamung

3. For scheduled backup, a backup job would be automatically performed
at the scheduled time specified.

Note:
Scheduled backup job may be missed if the client computer is switched
off, in hibernated, standby mode.

Please ensure that the computer is not in the mode stated above at the
scheduled backup time.
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7.3 Seed Load backup

For backup of large amount of data, it would take a considerable amount of
time to perform the initial full backup through the Internet.

To reduce the time and bandwidth required for initial backup, the Seed Load
Utility can be utilized to perform initial backup to a local remove-able hard
disk at the client site, instead of backing up through the Internet.

The backed up data can then be transported to your service provider, where
they can import the data on the remove-able hard disk into your backup
account on their server.

To access the Seed Load Utility, you will need to access the backup option

menu:
r@ IDS Backup Business Manager E‘_ﬁ1
IDBL' B”B Sprache - Deutsch - ,_, Speichem \y Beenden
f Backup Options E|
' Backup stal
E} Backup Set
1 . Backup Set -
Wiederhers
_t] Backup
File
rotokolle By M
" @ Backupto ings-Protokoll )
" Lacal Hard Disk (Lacal Copy)
I i@ Local Hard Disk (Seed Load Utility)
Zeige Log [
L Change &
(4 In-File Delta Type
Full
oK Cancel &8 = Options
= T t
i - .;’”U.'\’s e ! ?
Menu Items Description
Backup Set Dropdown menu to select backup set.
Local Hard Disk (Local Copy) Radio button to enable backup to local
hard disk for local copy backup.
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Local Hard Disk (Seed Local Utility)

Radio button to enable backup to local
hard disk for seed load backup.

Change

Click to browse to the directory path
which you would like to store the seed
load backup.

To start a seed load backup:

1. Login to the backup application’s user interface.

(%) IDS Backup Business Manager El_léJ

(%) IDS Backup Business Manager E‘_Iéj

L 1LY

IDSY% H

e Business
Login Mame : |username
Password : (IIITIT1]T]

Save password
@ Forgot your password?

0K Cancel &3

# Options

—

L 1LY

IDSY% H

e Business
Login Mame : |username
Password : ........|

Save password
@ Forgot your passward?

i Language
English - |

l:gj Backup Server
hitps | = | lids2.online-backupserver.eu i

‘ﬂﬂ Proxy Setting
Use proxy to access the backup server

Type: Proxy
Sock
Address
Fart:
ser Mame :
Password :
OK Cancel B = Options
i I
2. Select the [Options] button to expand the backup options menu.
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r@ IDS Backup Business Manager Lil_ﬁ1
Bis oy Sprache ; Deutsch b , -‘, Speichem k‘i.’J Beenden
‘ Backup Options E|
' Backup sta
[b Backup Set
j - Backup Set =
Wiederhers
I] Backup
File
Jrotokolle &
| & Backupto ings-Protokoll [
Local Hard Disk (Local Copy)
| ® Lacal Hard Disk (Seed Load Utility)
Zeiga Log [
L Change %
(& In-File Detta Type
Full
0k Cancel B = Options
[* I PR -
| & N e
Menu Items Description
Backup Set Dropdown menu to select backup set.
Local Hard Disk (Local Copy) Radio button to enable backup to local

hard disk for local copy backup.

Local Hard Disk (Seed Local Utility) Radio button to enable backup to local
hard disk for seed load backup.

Change Click to browse to the directory path
which you would like to store the seed
load backup.

3. Select the corresponding backup set.

4. Select the radio button beside [Local Hard Disk (Seed Load Utility)].

5. Click on the [Change] button to browse to the directory path which you
want the seed load data to be stored at (e.g. the remove-able hard
disk).

6. Press the [OK] button to start the backup job.

7. Transport the data in the specific directory to IDS Backupserver.
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Note:
A seed load backup can only be performed manually.
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8 File Restore

This chapter describes in details how to perform a file restore with IDS
Business.

8.1 File restore process

Backup Set; .EackupSet |

Log: 201100324 1531:41 = Shoawe Al -

Type i Log | Time

@ Start [Windows XP fwinxp, ACE 5.3.0.0] 201103724 153141

@ Downloading restore file list ... 2011703524 15:31:41

& Downloading restore file list ... Completed 2011703524 15:31:41

i Downloading ... "CARestare DestinationC_\Backup Source'File doc” {Total 3.09M hytes) 2011703524 15:31: 44

i Restore Completed Successiully 2011103724 15:31: 46
Logs perpage ; SD :' Page: (1M1 (il
Close 3

Stages of a restore are outlined below:

1. A connection from the backup client application to the backup server is
established.

2. Download the restore file list from the backup server.
3. Create the directory path for the restoration (if necessary).
4. Download the backup data from the backup server.

5. All the data will be decompressed and decrypted on the backup client
computer.

6. Merging of delta files (for file with multiple delta files, if necessary).
7. Merging of combined delta file with full file.

8. Restore is completed successfully.
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8.1.1 Restore Menu

Folders

= H Backup Server

& 03 Backup Source

Delete 17

= Restorefiles to
® Original location

Search = Advanced »

® Show files as of Jab 2D11IDSI24_' Late_st -

T Alternate location | CRestore Destinatio

Filtar [+

Date Modified

3 Bhow all files

MHarme Size

[ =

lterns per page ;. |50 - Page: (151 |~

]

[| Restare file permissions

4 Previpus || Start Restore [ 3 Cancel E3

Menu ltems

Description

Show files as of Job

Radio button to display files available for restore as
of which backup job.

[YYYY/MM/DD] Dropdown menu to select the date of a backup job
(used with the [Show files as of Job] option).
[hh/mm/ss] Dropdown menu to select the time of a backup job

(used with the [Show files as of Job] option).

Show all files

Radio button to display all files available for restore.

Filter

Click to open the filter option.

Delete

Click to delete the selected file from IDS
Backupserver.

Important:
File will not be available for restore in the future if
they are deleted from the Backupserver.

Original location

Restore directories and files to their original location.
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Alternate location Restore directories and files to an alternate location
specified.
Change Click to change the directory path of the restore
destination.

Restore file permissions | Checkbox to enable or disable restore of file

permission.
Search Click to open the Search option.
Advanced Click to open advanced option:

Delete extra files - Click to synchronize the selected
restore source with the restore destination during
the restore process.

Follow Link — Click to restore link destination’s data.

Select the [Show files as of Job] to display files available as of a particular
backup job.

For example, to display the files available for restore since the backup job
performed on 11:00am Mar 11th, 2011. Select [Show files as of Job],
[2011/03/11] and [11/00/00]

Alternatively, select the [Show all files] to display all files available for restore.

For restore to the original location on the client machine, select the [Original
location] radio button.

For restore to an alternate location, select the [Alternate location] radio

button, and click [Change] to change the directory path which you would like
to restore to.

8.1.1.1 Filter

Click on the [Filter] button to expand the filter option.
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Reslnre @
® Show files as of Job o | 2011003524 | ™| [Latest x 0 Show all files Filter =l
Filter
FPattern . | doc Type: |containg | x [ Match case Anply &
Folders Marme Size Date Modified
= E Backup Server [] = G0
B[ C)
#1125 Backup Saurce
Delete 1 lterns per page ;. |50 - Page: (111 |~
[E% Restorefiles to
® Original location
T Alternate location © COResiore Destinalio hange -G
[ Restare file permissions
Seatch % Advanced » 4 Previous || StartRestars 13 Cancel E3
Menu Items Description
Pattern Input box for entering the pattern of files that you

would like to show.

Note: Backup filter is case sensitive.

Type Dropdown menu for selecting the type of pattern,
they includes:

[contains]
[exact]
[starts with]
[ends with]

Match case Checkbox to enable or disable case sensitivity.

Apply Click to apply the filter settings.

The [Filter] option can be used to restore only files that follow a certain
pattern. For example, Words document file with .doc extension.

Enter .doc into the [Pattern] textbox, select [ends with] from the [Type]
dropdown menu, and then click [Apply].
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8.1.2.1 Search

Click on the [Search] button to open the filter menu.

Search

Lookin ;
Fattern :

Type :

cpn’gains

Apply to

Files and Directories

W Search subfalders
|| Match case

Search & |

ltems per page : (al

-

i

X)

Change &
Name In Folder Size | Date Madified

Fage: |- | =

ok 2 Cancel E

Menu ltems

Description

Look in

Click on the [Change] button to browse to the
search destination.

Pattern

Input box for entering the pattern of files that you
would like to search for.

Type

Dropdown menu for selecting the type of pattern,
they includes:

[contains]
[exact]
[starts with]
[ends with]

Apply to

Dropdown menu for selecting if the search is applied
to:
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[Files and Directories]
[Files only]
[Directories]

Search subfolders

Click to enable or disable search on the subfolders of
the selected [Look in] directory.

Match case Checkbox to enable or disable case sensitivity.
Search Click to begin the search.
Stop Click to stop the search process.

The [Search] option can be used to locate a directory or file within a backup
set with large amount of data. When the search is completed, user can select
the data for restore in the search menu.

For restore that follow a certain pattern, for example, Microsoft Words
document file that ends with .doc only. Enter the pattern .doc into the
[Pattern] textbox, select type [ends with] from the [Type] dropdown menu,

and click [Apply].

8.1.3.1 Delete extra files

Click on the [Advanced] button, select the [Delete extra files] checkbox to
enable the delete extra file option.

Advanced Restore O ptions

v| Delete extra files
Follow Link

oK @

3

Cancel B

When the [Delete extra files] option is enabled, the restore process will
attempt to synchronize the selected restore source with the restore

destination.
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(@) Restore

® Showfiles as ofJob - 2091703411 = | Latest | = ! Show all files Filter +|
Fuolders Mame Date Modifled
= & Backup Senver 11 |3 Application
=[] see |20 Documents and Sellings
w54 2 Application =
-7 (2 Datuments and Se y
Fie Edt View Favoekes Tooks  Help P
@B@ck c el ? 7 Search :':__= Folders m'
Address .-- 1 - “ GCI
Felders X Mame - Soe Type ~
S e [ a | LfhsaypediaReport Fle Folder
1) ARsaypedafaport ) AnalogReport Fio Folder
i i} e ® [ nalogReport iApplication Fle Fokder
Delele 17 ltems per page & g :f::::i.ln:f ﬂmmf ::: :::::
F= Restore filas 1o ® |53 Branding LJICDP Test Fie Folder
® Criginal location B ) COP Tast '._:'IDW}'Pt Fie Falder
* Altermnate locatian ; : 3 E:L:[Wt jgﬁ;‘-ﬂy E:: :::::
(23 degloy (CIDocuments and Settings Fic Folder
® |5 Documents and Setting: o dosdey Fie Folder
Search % Advanced » 4 Previous i 13 dosday Cdrivers Fle Folder
# [ Z5 drivers ifies Fie Folder
E 5 files guides_chm Fle Folder
|23 qudes_chm i3es Fie Folder
® ) 1306 ilocaBadug File Folder
® I3 LocalBackup 1MECCache Fie Fokder
® ) M50Cache I Progrem Files Fie Folder
# 1) Program Files ;,R.esm Fle Folder
5 Pestore ~ | ICi5eedioad Fie Foldar ~
£ | » £ >
In the image above, where C:\ is selected as the restore source, and
[Original location] is selected as the restore destination.
The restore process will attempt to synchronize the restore destination
(current C:\ on the client machine) with the restore source (C:\ that is
backed up on the backup server).
Specifically, the restore process will restore the Application, Documents and
Settings folders and the data within, and then delete all other data on C:\ to
mirror the restore source and destination.
Prior to the data synchronization, the backup application will prompt for
confirmation:
Confirm Delete
CARestore DestinationtFile
Are wou sure vou want to delete this fileffolder?
1 Apply to all Yeg L Mo 2 Cancel B
When using the [Delete extra files] option, please select the lowest possible
child directories or files, instead of the highest parent directories for
synchronization.
To demonstrate, assuming that you want to synchronize the restore
destination (e.g. C:\Application) with the backed up C:\Application folder
(restore source), select the Application folder, instead of the C:\ for restore.
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Click on the [Advanced] button, select the [Follow Link] checkbox to enable

the follow link option.

Advanced Restore 0 ptions

] Delete extra files
Follow Link
[l Resolve Link

(n]Ts Cancel E
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When the follow link option is enabled, not only is the symbolic link or
junction point restored, and directories and files that the junction point links
to will also be restored.

The following table summarizes the outcome when a restore is performed
with different options.

Follow Link

Restore to

Action

Enabled

Original Location

Junction points are restored to the
original location.

Follow Link option enabled for backup
- Target directories and files are
restored to the original location.

Follow link option disabled for backup
- Target directories and files are not
restored.

Alternate Location

Junction points are restored to the
location specified.

Follow Link option enabled for backup
- Target directories and files are
restored to the location specified.

Follow link option disabled for backup
- Target directories and files are not
restored.

Disabled

Original Location

Junction points are restored to the
original location.

No data is restored to the junction
point’s destination.

Alternate Location

Junction points are restored to the
location specified.

No data is restored to the junction
point’s destination.

8.1.5.1 Resolve Link

Click on the [Advanced] button, select the [Resolve Link] checkbox to enable
the resolve link option.
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Advanced Restore Options E‘

Delete extra files
v| Follow Link
v| Reszalve Link

Ok Cancel B

Note that the resolve link option is only available when the restore
destination is configured to [Alternate location], and [Resolve Link] must be
used in conjunction with the [Follow Link] option.

When the resolve link option is enabled, the junction point would be restored,
and directories and files that the junction point links to will also be restored.

The following table summarizes the outcome when a restore is performed
with different options.

Resolve Link Action

Enabled Junction points are restored to the alternate location
specified, with its target directories and files also
restored to the location specified in their relative
path.

Target of the junction is updated to the new relative
path. In other words, junction now points to the new
alternate location).

Disabled Junction points are restored to the alternate location
specified, with its target directories and files also
restored to the location specified in their relative
path.

Target of the junction is not updated to the new
relative path. In other words, junction now points to
the original location.

8.1.6.1 Delete backed up directories and files on backup server

Click on the [Delete] button to delete backed up data that reside on the
backup server.

This option is useful for removing backed up directories or files on server that
is no longer required.

Select the checkboxes beside the corresponding directories or files that you
would like to delete, and click [Delete].
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Prior to the data removal, the backup application will prompt for confirmation:

@ Show files as of Job ; 2011!03”4 | IT_ateg_t | 2 Bhow all files .F-illtg_r EI ::

Fulders e Name | Size | Date Modified

= H Backup Server @_} Backup Source.dac 20KB  2010M 207 13:34:58
&[0 = G

- [ Backup Source

Confirm Backup Set Deletion

Are yoll sure you want to permanently delete selected files?

- Yes & | o B |
6eléte ﬁlT lterms per page : 5E| ' Fage : 1!1 ' |
[E= Restorefiles to
® Original location
[ Alternate location: | Cosliermate Location T
[ Restore file permissions
Search & Advanced b 4 Previous StartRestore b '.-E-)ancel E:i

Important:
Files will not be available for restore after they are deleted from the backup
server.

8.2 How to start a restore

There are three methods for restoring data:

* IDS Business user interface
* Web console interface
* Decrypt File Wizard for physical data copied from IDS Backupserver

8.2.1 Restore using the IDS Business user interface

L

= Refer to the following steps for restore using the backup application's
user interface:

1. Login to the backup application’s user interface.
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F F
(2) IDS Backup Business Manager e (2) IDS Backup Business Manager Ll |
wA wA
IDSWL : IDSWL H
et Business e Business
Login Mame : |username Login Name : |username
Password: | ©0000008 Password: | 00000008
[T gave passwaord [] Save password
@ Forgot your password? @ Forgot your password?
0K Cancel £ | [# Options ‘=3 Language
\ — English MU
i
Ei] Backup Server
hitps | = | [ids2.online-backupserver.eu -

‘ﬂﬂ Proxy Setting
[T Use proxy to access the backup server

Type: % Proxy
Sock
Address : |
Port:
UserName :
Password :

0K Cancel B = Options
{ )

2. Click on the [Restore] button on the backup application’s main window
to open the Restore Menu.

r E Bl
(%) IDS Backup Business Manager = | = ﬂ

Sprache : Deutsch :" I:l Speichemn @’, Beenden

Summe (interdomain)

‘ Backup starten
y” P & Benuztes Kontingent

Verwendet: 26,66G /180G (14%)
Daten : 2617G (204 234 Dateien)
| 4 Papierkorb . 504 9M (6.583 Dateien)

.l--‘"" Wiederherstellung

flll Statistik
Gesamtmenge gesicherter Daten: 436 96G (1.131.699 Dateien) Backup-Protokolle |

Menge rickgesicherter Daten : 1,73G (81 Dateien) Wiederherstellungs-Protokoll [

ﬁ;} Letrtes Backup
l Windows7-Dateibackup
2012-05-30, 08:10 (0 Tag) Zeige Log [0
0 Fehler 0 Warnung
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3. Select the [Show files as of Job] to display files available as of a
particular backup job.

To display the files available for restore since the backup job performed
on 11:00 AM, Mar 11th, 2011, select [Show files as of Job],
[2011/03/11] and [11:00:00]

Select the [Show all files] to display all files available for restore.

® Shaow files as of Job ; 2011/03/24 | = | |Latest x; ) Show all files Filter [+
Folders Mame Size Date Modified
= B Backup Server E="Rexl

B[ s CA

& IC5) Backup Source

Dalete 0 Iterns per page ;50 : FPage: 111 |+

[E% Restore files to

@ Original location

) Alternate location ©  CRectore Destinatin bopan 4
["| Restore file permissions

Search Advanced b 4 Prewious || BtariRestore B Cancel £3

4. Expand the directories by selecting the # button beside a folder.

5. Make use of the other options such as [Filter], [Search] and [Advanced]
option available, more details can be found in the sections above.

6. For restore to the original location on the client machine, select the
[Original location] radio button.

For restore to an alternate location, select the [Alternate location] radio
button, and click [Change] to change the directory path which you
would like to restore to.

7. Click [Start Restore] to begin the restore process.
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Restore f5__<
[‘l’ Restore Progress
Downloading restare file list ... Completed
0%

Estimatad Time Left: 0 sec

Downloaded : 00 file)

Elapsed Time : 0sec

Transfer Rate : Dhitig

O Cancel B
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8.2.2 Restore using the web interface
Refer to the following steps for restore using the web interface:

Note:
For restore of a large amount of data, it is recommended to restore using the
IDS Business user interface instead of the web restorer applet.

1. Login to the web interface.

2. Click on the [File Explorer] tab at the top menu of the web interface.

| | BackwpSet | Size | _LastModified | Zipped [Ratio] |
BS packupset

Note: 1. This shows all backup sets available within this backup account.
2. To restore backup files, please click the [ Restore ] button shown above,
3. To delete a backup set, please click the [ Delete ] button shown above,

3. Click on the [Restore] button to open the web restorer applet:
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Flease selectthe bhackup set

BackupSet

| Delete EE_ Mext + Cancel B |

4. Select the corresponding backup set and press [Next]

5. Select the [Show files as of Job] to display files available as of a
particular backup job.

For example, select [Show files as of Job], [2011/03/11] and [11:00:00]
to display the files available for restore since the backup job performed
on 11:00am of Mar 11th, 2011.

Select the [Show all files] to display all files available for restore.
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Restnre @
® Show files as of Joh 2011/03/24 | = | |Latest > ) Show all files Filter £
Folders Marme Size Date Modified
= B Backup Server (=T ehi
&[] % C
F-[] |5 Backup Source
Delete 17 lterms per page ;50 : FPage: (111 | =
[E= Restorefiles to
® Original location
T Alternate location : CiRestore Destinatio hange &
|| Restare file parmissions
Search % | Advanced 4 Previous | StartRestore P Cancel £

6. Expand the directories by selecting the # button beside a folder.

7. Make use of the other options such as [Filter], [Search] and [Advanced]
option available, more details can be found in the earlier sections of this
guide.

8. For restore to the original location on the client machine, select the
[Original location] radio button.

For restore to an alternate location, select the [Alternate location] radio
button, and click [Change] to change the directory path which you
would like to restore to.

9. Click [Start Restore] to begin the restore process.
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Restore

J' Restore Progress

Dawnloaded
Elapsed Time :
Transfer Rate :

Dowenloading restare file list ... Completed

0%

Estimatad Time Left: 0 sec

Qiaile)
0zec
Obitis

]

X

Cancel £

8.2.3 Restore using Decrypt File Wizard

Data stored on the backup server can be copied onto a removable hard
disk (or other storage medium) for direct restore on the client computer,
bypassing the network bottleneck. This is especially useful for restore of large

backup set.

However, as data stored on the backup server are compressed and encrypted
for security purposes, a utility called Decrypt File Wizard must be used to

decrypt the data.

Refer to the following steps for restore using Decrypt File Wizard:

1. Connect the removable hard disk with the data to your computer.

2. Login to the backup application’s user interface.
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F r
(3) ID3 Backup Business Manager | (2) IDS Backup Business Manager = e
IDS‘“\ H IDS‘.*\ ;
== Business 2= Business
Login Name: |username Login Mame : |username
Fassword [ ITTITIITIT] Passwaord: ........|
[Tl Save pessword 7] Cave password
@ Forgotyour password? @ Forgot your password?
oK = Cancel @ & Options % Language
\ —) English MU |
E] Backup Server
htps | = | ids2.online-backupserver.eu -

‘ag Proxy Setting
["JUse proxy to access the backup server

Type : ® Proxy
Sack
Address :
Port:
User Name :
Password

QK Cancel B = Cptions

Click on the [Decrypt File Wizard] button on the backup application’s
main window to open the Decrypt File Wizard.

-
(%) IDS Backup Business Manager = | =

Sprache : |Deutsch | = |i | Seeichem () Beenden

‘ Summe (interdomain)
& Back tart |
sy S ¥ Benuztes Kontingent

Verwendet: 26,66G /180G (14%)
Daten : 26,17G (204.234 Dateien}
Papierkorn: 504,9M (6.583 Dateien)

_l.—- " Wiederherstellung

ol Statistik
Gesamtmenge gesicherter Daten © 436 96G (1.131.699 Dateien) Backup-Protokaolle [
i Menge riickgesicherter Daten - 1,73G (81 Dateien) Wiederherstellungs-Protokell [
k2 Letztes Backup
| Windows7-Dateibackup
2012-05-30, 08:10 (0 Tag) Zeige Log [

0 Fehler 0 Warnung

ﬂ

Select the [Change] button and browse to the [files] directory of the
copied data, and click [Next].
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@Decrypt Files Wizard [‘zl
Flease enter the path to the [files] folder which containg the backup files that you want to decrypt.
FHUsernamepfiles Change &

Mext » Cancel £

Note:
Data copied onto the removable hard disk must be in the same directory
structure as they are on the backup server, which is:

${Username}\files

Please contact your service provider if you cannot locate the [files]
directory.

5. Select the corresponding backup set and press [Next]
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@Decrypt Files Wizard rg|
Please selectthe backup set
Backup Set
Delete 1T 4 Previous MNext » Cancel &

6. Select the [Show files as of Job] to display files available as of a
particular backup job.

For example, to display the files available for restore since the backup
job performed on 11:00 AM, Mar 11th, 2011. Select [Show files as of
Job], [2011/03/11] and [11:00:00]

Select the [Show all files] to display all files available for restore.
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Decrypt Files Wizard

® Show files as of Joh 20103424 | x| |Latest Ed () Show all files Filter [+
Folders Mame Size Date Maodified
= £ Backup Senver [ =

2] e G

&[5 Backup Source

Delete 101 ltermns per page : |40 hi FPage: 111 |=

[E= Restorefiles to

® Qriginal location

Tl Alternate location:  CoRestare Destinatio [P Y
7| Restore file permissions

Search S Advanced » 4 Previous | StartDecrypt B Cancel £3

7. Expand the directories by selecting the # button beside a folder.

8. Make use of the other options such as [Filter], [Search] and [Advanced]
option available, more details can be found in the sections above.

9. For decrypt to the original location on the client machine, select the
[Original location] radio button.

For decrypt to an alternate location, select the [Alternate location] radio
button, and click [Change] to change the directory path which you
would like to restore to.

10. Click [Start Decrypt] to begin the decrypt process.
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5'!'7' Decrypt Frogress

" Encrypting Key Request
_[}ﬂ Encrypting key
E=f] Backup SourcelFaldenFile dac
De Enter Correct Encrypting Key
Ela esesse
Tra |
OK 8| —ShipFla-8 Skl Cancel EIi

Wl Cancel £

8.3 IP restriction for restore using the web interface

IP address restriction can be imposed on the backup server to restrict
computer with un-authorized IP address from restoring data using the web
interface.

Please consult our support team for more information on this option.
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9 In-file delta technology

This chapter describes what In-file delta technology is and how it can be used
to reduce size of backup.

9.1 Overview

s In-file delta technology is an advanced data block matching algorithm

with the intelligence to pick up changes (delta) of file content between two

files.

Using this algorithm, daily backup of large files over low-speed internet
connection is made possible because it requires only the changes of
information since the last backup to be sent over (assuming that the full
backup of the file has been saved on the backup server already).

This is what will happen in the backup of a 10 GB Outlook.pst file when it is
backed up by IDS Business with In-file delta technology:

1.

The whole file (10 GB) with its checksum file, are backed up to the
backup server. This can be done directly through the internet or
indirectly using the seed loading utility

When the backup runs again later (sub-sequence backup), IDS Business
will download a checksum listing of all data blocks of the full backup file
(or last incremental backup file) from the backup server and use it to

pick up all changes that have been made to the current Outlook.pst file.

Changes detected are then saved in a delta file which is uploaded to the
backup server. A new checksum file is generated and is also uploaded.
(This delta file is assumed to be small because the content of PST files
doesn’t change a lot during daily usage).

Sub-sequent backups of this 10 GB Outlook.pst file will go through step
2 and step 3 again. As explained, only a small delta file and checksum
file will be uploaded to the backup server.

With In-file delta technology, daily backing up of large file over low-
speed internet connection is now possible.
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Incremental In-file delta
Incremental Delta will facilitate ease of backup.

The delta is generated by comparing with the last uploaded full or delta file.
Delta generated with this method is smaller and uses the least bandwidth.

However, for restoration, the full file and all deltas up to the required point-
in-time are required to be restored and merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100
MB increment each day.

After the initial full backup, the backup application would continue to
generate and upload delta instead of the full file until one of the following two
rules are true:

. Number of delta files generated (since the last full backup) exceeded the
[No. of Delta] setting.

. The delta ratio (ratio of delta file size against the full file size) exceeded
the [Delta Ratio] setting.

With incremental delta, delta generated by comparing the current file with
the last uploaded file (full or delta) is around 100 MB.

Since the delta file size is about 100 MB daily, delta ratio of 1% would not
trigger a full file upload.

Instead, IDS Business will continue to generate and upload delta files until
day 102 (full file uploaded on day 1) when the number of deltas generated
exceeds the [No. of Delta] setting.

All delta files are generated with respect to changes made since the last
incremental or full backup. This means that the last full backup file and ALL
incremental delta backup files are required to restore the latest snapshot of a
backup file.

Differential In-file delta
Differential Delta will facilitate ease of restore.

The delta is generated by comparing with the last uploaded full file only.
Delta generated with this method will grow daily and uses more bandwidth.

However, for restoration, the full file and a single delta is required to be
restored and merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100
MB increment each day.
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After the initial full backup, the backup application would continue to
generate and upload delta instead of the full file until one of the following two

rules are true:

. Number of delta files generated (since the last full backup) exceeded the
[No. of Delta] setting.

. The delta ratio (ratio of delta file size against the full file size) exceeded
the [Delta Ratio] setting.

With differential delta, delta generated by comparing the current file with the
last full file is about 100 MB for the 1st delta, 200 MB for the 2nd delta, and
300 MB for the 3rd delta (increment of 100 MB per day).

Since the delta file size increase by 100 MB per day, IDS Business will
continue to generate and upload delta files until day 52 (full file uploaded on
day 1) when the delta ratio exceeds the [Delta Ratio] setting:

Delta file size of approximately 51 < 100 MB = 5.1 GB.

All delta files are generated with respect to changes made since the last full

backup. This means that only the last full backup file and the last delta file

are required to restore the latest snapshot of a backup file.

*In the event of corrupted delta file, only one particular snapshot of the file is
non-restorable. All other snapshots with its delta would remain intact.

Backup Setting

|J General
Backup Source
llf Backup Schedule
|rl Encryption
@ Continuous Data Protection
|} InFile Detta
& Retention Policy
Backup Filter
arz | Command Line Tool
Extra Backup
& Local Copy

153 Options

Backup Set T ||k [

3

In-File Delta

v Enable In-File Delta

Block Size . |Auto | = | Byles

%y Applytofiles

Minimum Size : |24 ¥ | Miwtes

§> Delta Merdging
Enable delta merging

[ In-File Delta Type
Default . |Incremental A
Advanced »

[*h Upload full file when

Mo, of Delta = 100 A
IereIta Ratio*= |50 | = %
* Delta Ratio = Delta File Size [ Full File Size

Ok Cancel B
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9.1.1 Block Size

[Block Size] defines the size of block used when detecting changes between
last full or delta file and the file to be backed up.

In general:

In-file delta backup with small block size:
. Produce a smaller delta file due to a more precise comparison

. Require more processing power on the client machine
. Comparison may take longer to complete

In-file delta backup with large block size:
. Produce a larger delta file due to a less precise comparison

. Require less processing power on the client machine
. Comparison will complete faster

For most cases, the default setting [Auto] will select the optimal block size for
each file (depending on the size of the file).

9.1.2 Apply to files (Minimum Size)

[Apply to files (Minimum Size)] defines the smallest file size a file must have
before the use and application of In-file delta technology.

If the size of a file that is being backed up is smaller than the [Minimum File
Size] setting, In-file delta technology will not be applied to this file and the
whole file will be uploaded to the backup server.

It is not necessary to perform In-file delta backup on small files because

backing up the whole file does not take long. Backing up the whole file
instead reduces the time required to restore the file.

9.1.3 Delta Merging (Enable delta merging)

[Delta Merging (Enable delta merging)] defines whether to enable the delta
merge feature for the corresponding backup set.
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Backup Setting E|
BackupSet - - In-File Delta
|J EenEl v Enable In-File Delta
Backup Source Elock Size ; Auto | = | Bytes
l"’i Eackup Schedule ) Applyto files
i Minimurm Size : |25 > | Mbvtes
|rl Encryption
- &, Delta Merging
[ In-File Delt i
|/ In-File Delta v Enahle delta merging
o, Retention Policy [, Ir-File Delta Type
= command Line Tool Default: |Incremental
Advanced »

Iy Extra Backup
[*h Upload full file when

%, Lacal Copy Mo, of Delta = 100 -
ar
% onti Delta Ratio*= 50 | = %
1] ions
a8 P * Delta Ratio = Delta File Size / Full File Size

Ok Cancel B

7
L To enable the delta merging feature, select the [In-File Delta] tab in the

[Backup Setting] menu, and select the checkbox beside [Enable delta
merging].

9.1.1.3 Overview

The delta merge feature combines the full and delta files (differential or
incremental) on IDS Backupserver into a single full file.

The advantage of using delta merge is it will speed up the restore of files. As
a single 'merged’ file can be restored faster than a file consisting of full plus

related incremental files, which may require a lengthy merging process after
restoring to a client machine.

Delta merge can be applied to full and differential or incremental delta files
which reside in the data area. The criteria for file merging are governed by
the retention policy setting for the backup set.

9.1.2.3 Limitation

The following are limitations of the delta merge feature:

* Delta merge cannot be performed for abnormal backup set with
multiple encryption key
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* Advanced retention policy cannot be used in conjunction with the
delta merge feature.

* The delta merge of differential delta files with the full file, will only
apply if there are incremental delta files present in the delta chain.

Therefore, no delta merge will take place for backup sets with delta
merge enabled and in-file delta set to Differential.

* The delta merge feature does not support Local Copy backup.

9.1.3.3 Delta merge policy

The delta merge process relies on the retention policy setting to decide when
to merge delta files with the full file. But delta merge does not apply to files
in the retention area. Any backup sets configured with advanced or
customized retention policy settings cannot use the delta merge feature.

Any reference to retention policy in the context of delta merge implies delta
merge policy. As backup sets enabled with delta merge share a single setting,
any changes in retention policy will impact on the availability of snapshots
that can be restored from both data and retention area. Before enabling the
delta merge feature please review your data restore requirements carefully

9.1.4.3 Delta merging process

A delta merge will take place after a backup job is completed, IDS Business
will only initiate a delta merge request at the end of a backup job.

As part of the request, IDS Business will upload a copy of the backup set
encryption key to IDS Backupserver which is hashed for security purposes.
Once a merge request is received by IDS Backupserver it will be placed in the
delta merge queue, the information in the delta merge queue only exists in
memory for security purposes.

As backup sets enabled with delta merge share a single setting, any changes
in retention policy will impact on the availability of snapshots that can be
restored from both data and retention area.

Important:

Before enabling the delta merge feature please review your data restore
requirements carefully.

9.1.5.3 Delta merging example

The following is some simple examples to demonstrate the functionality of
the delta merge feature:

InterDomain Software u. IT Consulting GmbH 124



IDS Business Manager
User Manual

Example 1:
The example below shows how delta files are merged into full file using a

retention policy (delta merge policy) setting defined as 4 jobs for this backup
set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental delta files 14, I, I3, and 4. On the completion Job 5 (14), the
backup application will trigger a delta merge background job to execute the
file merging. When the IDS Backupserver delta merge job runs F + I; will be
merged to become a merged full file. The data area now contains 4 snapshots
including merged full file after file merging.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1l=F
J0b2=|1
Job3 =1,
Job 4 =13

Job 5 = I, (delta merge initiated)

After job 5 the backup application will initiate a delta merge for Job 1 & Job 2
files.

F (F + 1) merged full file
I
I3
ls

Example 2:
The example below shows how delta files are merged into full file using a

retention policy (delta merge policy) setting defined as 7 days for this backup
set.

A full backup file is stored into data area (F) uploaded on Day 1, followed by
incremental delta files 14, 15, I3, 14, Is, lg 17, and lg. On the completion of the
backup job on Day 9 (lg), the backup application will trigger a delta merge
background job to execute the file merging. When the IDS Backupserver
delta merge job runs F + I; will be merged to become a merged full file. The
data area now contains 8 snapshots including merged full file after file
merging.

Retention Policy = 7 Days (Delta Merge Policy):

Day 1 =F
Day2 =1
Day 3 =1,
Day 4 = I3
Day 5= 1,4
Day 6 = Is
Day 7 = I;
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Day 8 = I
Day 9 = I (delta merge initiated)

After job on day 9 the backup application will initiate a delta merge for Day 1
& Day 2 files. As the incremental file 1, has exceeded the 7 day retention
policy setting.

F (F + 1) merged full file
I
I3
ls
Is
le
I7
Is

Example 3:
This example below shows what happens when there are multiple backup

jobs occurring which generates incremental delta files within a 24 hour period.

A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental delta files 14, I, 13, and I,. On the completion Job 5 (14), the
backup application will trigger a delta merge background job to execute the
file merging. When the IDS Backupserver delta merge job runs F + I, will be
merged to become a merged full file.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1l=F
Job2 =1,
Job 3 =1,
Job 4 =I5
Job 5 = I, (delta merge initiated)
Job 6 =I5
Job 7 = Ig

After job 5 the backup application will initiate a delta merge for Job 1 & Job 2
files. If after the delta merge there are further incremental uploads, e.g. Job
6 and Job 7. These increment files will not be merged by IDS Backupserver
as a delta merge jobs has already taken place within the last 24 hours. The
data area now contains 6 jobs, which exceeds the delta merge policy of 4
jobs

F (F + 1) merged full file
I
I3
ls
Is
le
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IDS Backupserver will merge the extra incremental files, when the next
backup job completes 24 hours after the last delta merge. IDS Backupserver
will merge all the delta files which have exceeded the backup set delta merge

policy.

Example 4:
The example below shows how differential and incremental delta files are

merged into full file using a retention policy (delta merge policy) setting
defined as 4 jobs for this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental and differential delta files 11, 12 I3 and Da.

Retention Policy = 4 Jobs (Delta Merge Policy)

Jobl=F
Job2 =1
Job 3 =12
Job 4 = I3

Job 5 = D1 (delta merge initiated)

After Job 5 the backup application will initiate a delta merge for Job 1 & Job 2.
Unfortunately, differential delta D1 is found in delta chain, this creates delta
merge stoppage, the files in Job 1 and Job 2 will not be merged.

The backup job continues with subsequent incremental backups (14, Isand le).

Job1l=F
Job2 =1
Job 3 =12
Job 4 = I3

Job 5 = D1 (delta merge is initiated and stopped)
Job 6 = l4 (delta merge is initiated and stopped)
Job 7 = Is (delta merge is initiated and stopped)
Job 8 = Is (delta merge is initiated)

After Job 8 the backup application will initiate a delta merge, IDS
Backupserver will merge the full file (F) uploaded in Job 1 with the differential
delta D; uploaded in Job 5 to form the new full file (As the D, differential
includes changes in I; + I, + 13). The incremental files I, + I, + I3 will be
moved to the retention area, as they have already exceeded the retention
policy of 4 jobs. These files will be purged on the next retention policy job.

After the delta merge has completed the follow files will be available for
restore.

F (F + Dy)
la
Is

ls
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Example 5:
The example below shows how delta merge handles multiple differential delta

files using a retention policy (delta merge policy) setting defined as 4 jobs for
this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by
incremental and differential delta files 11, 12 13 and Da.
Retention Policy = 4 Jobs (Delta Merge Policy)

Jobl=F
Job2 =1
Job 3 =12
Job 4 =13

Job 5 = D1 (delta merge initiated)

After Job 5 the backup application will initiate a delta merge for Job 1 & Job 2.
Unfortunately, differential delta D1 is found in delta chain, this creates delta
merge stoppage, the files in Job 1 and Job 2 will not be merged.

The backup job continues with subsequent differential delta backups (D2 and
Ds) and incremental delta backups (l4, Is, and Is).

Job1l=F
Job2 =1
Job 3 =12
Job 4 = I3

Job 5 = D1 (delta merge is initiated and stopped)
Job 6 = D2 (delta merge is initiated and stopped)
Job 7 = Ds (delta merge is initiated and stopped)
Job 8 = l4 (delta merge is initiated and stopped)

Job 9 = Is (delta merge is initiated and stopped)

Job 10 = le (delta merge is initiated)

After Job 10 the backup application will initiate a delta merge, IDS
Backupserver will merge the full file (F) uploaded in Job 1 with the latest
differential delta D; uploaded in Job 7 to form the new full file (As the D3
differential includes changes in I, + I, + I3, D; + Dy). The files I, + I, + 134
D, + D, will be moved to the retention area, as they have already exceeded
the retention policy of 4 jobs. These files will be purged on the next retention
policy job.

After the delta merge has completed the follow files will be available for
restore.

F (F + D)
la
Is
le
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9.1.4 In-File Delta Type

The [In-file Delta Type] setting defines the way In-File Delta files are handled.
There are two different versions as follows:

Incremental In-File Delta

All delta files are generated with respect to changes made since the last
incremental backup. This means that the last full backup file and all related
incremental delta backup files are required to restore the latest snapshot of a
backup file.

The full backup file, its checksum file and all incremental delta files are

always stored in the data area. This means that these files are not affected

by the setting of the retention policy and will always be kept on the backup
server. However, for backup sets with delta merge enabled, the retention
policy setting is also used by the delta merge feature to determine when IDS
Backupserver will merge the full and incremental delta files into a new full file.

Differential In-File Delta

All differential delta files are generated with respect to changes made since
the last full backup file. This means that only the last full backup file and the
last differential delta file are required to restore the latest snapshot of a
backup file. The other intermediate differential delta files are only required if
you want to restore intermediate snapshots of a backup file.

The advantage of a differential In-File delta backup is that a corrupted
differential delta file would only make one particular snapshot of a backup file
non-recoverable. All other snapshots can still be recovered using the
remaining differential delta files.

The full backup file, its checksum file and the last delta file uploaded (if more
than one delta files have been uploaded to the backup server) is always
stored in the data area. This means that these files are not affected by the
setting of the retention policy and will always be kept on the backup server.
It is done this way because all these files are required to get the latest
snapshot of the backup file and they should not be removed from the backup
server by the retention area cleanup routine. All other intermediate delta files
are stored in the retention area.

9.1.1.4 Advance In-file Delta Type

[Advanced In-file Delta Type] defines an advance policy, where users can
override the default In-file delta setting on specific days in terms of day of a
week, or day of a year, for example all Sundays, or the first day of each
month.
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Backup Setting E|

BackupSet - E| In-File Delta

[] EETErEl Enable In-File Delta

Backup Source Black Size ;. |Auto | * Bwtes

{_'_‘_; Backup Schedule 2 Applyio files

) Minimurm Size : |25 > | Mbvtes

|[:;_JF Encryption

- & Celta Merging

|_] In-File Delta Enable delta merging

& Retention Policy @ In-File Delta Type

== command Line Toal Default: |Incremental

Advanced »

Iy Extra Backup
[*h Upload full file when

'h' Local Copy Mo, of Delta = 100 -
ar
Delta Ratino*= 50 | = %

“,"J'-_'} Options ) I I
- * Delta Ratio = Delta File Size / Full File Size

Ok Cancel B

This is especially useful for users who want to limit their backup on specific
day. For example, incremental delta backup on weekdays and differential
delta backup on Saturday.

Press the [Advanced] button and the [Advanced In-File Delta Type Setting]
dialog will be display.

Advanced In-File Delta Type Setting

_,QJ Weekly Wariation (Cwerride Default Setting)
=
(il
[

rearly Variation (Owverride Weekly Variation ar Default Setting)

D000 00O O003

I T B

Ok Cancel B
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Menu Items Description
Weekly Variation (Sunday to Click on the checkbox beside the
Saturday) corresponding day to enable advance In-file
delta setting for that day.
Delta type drop down menu Click on the dropdown menu beside the
(Sunday to Saturday) corresponding day to select the delta type for
that day.
Yearly Variation (January to Click on the checkbox beside the
December) corresponding day to enable advance In-file

delta setting for that day.

Day number (used with yearly | Click on the radio button and dropdown menu
variation) to select the day number, of month selected.

Day of week (used with yearly | Click on the radio button and dropdown menus
variation) to select the day of week, of the month
selected.

9.1.5 Upload full file when

[Upload full file when] defines the rules which IDS Business will perform a full
file backup instead of a delta backup.

IDS Business will upload a full file when one of the following rules is true:

*  When the number of delta files generated (since the last full backup) since
the last full file exceeded the [No. of Delta] setting.

* When the delta ratio of the delta file (ratio of delta file size against the full
file size) exceeded the [Delta Ratio] setting.

9.1.1.5 No. of Delta

[No. of delta] defines the maximum number of deltas allowed for each full file
(within the backup set) before IDS Business will force a full file upload to the
backup server.

For example, if the [No. of delta] is set to 10, and the corresponding file
already has 10 deltas saved on the backup server. On the next backup, IDS
Business would upload the full file instead of generating a delta since the [No.
of delta] is reached.

This setting is to ensure that there will be a full file backup after a certain
number of deltas has been generated (limiting the size of the delta chain).
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9.1.2.5 Delta Ratio

[Delta Ratio] defines the maximum ‘ratio of change’ (delta file size when
compare to the last backup) before IDS Business will force a full file upload to
the backup server.

Delta ratio is calculated by dividing the file size of a delta by the file size of
the full file (e.g. the percentage of changes detected between the last full
backup file and the current file).

For example, if the [Delta Ratio] is set to 50% (default setting), if a file
changes by more than 50%, IDS Business would upload the full file instead of
generating a delta since the [Delta Ratio] is reached.

This setting is to ensure that a full file backup is performed for file with
significant changes, as it is preferable to upload a full file instead to reduce
the time required to restore the file.
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10 Backup / Restore Windows System State

This chapter describes in details how to backup and restore Windows System
State with IDS Business.

10.1 Supported versions

The System State backup module is supported for the following Windows
platforms:

e  Windows XP

e Windows Server 2003 / R2

e Windows Server 2008 / R2

e Windows Small Business Server 2011

10.2 Requirements and recommendations

For System State backup of Windows XP or 2003 / R2, please ensure that
the following requirements or recommendations are met:

1. IDS Business is installed on the computer to be backed up.

2. Sufficient disk spaces are required for the temporary directory (usually
of size around 2 GB).

3. Itis recommended that the temporary directory be configured on a local
drive.

For System State backup of Windows 2008 / R2 or SBS 2011, please
ensure that the following requirements or recommendations are met:

1. IDS Business version 6.3 or above is installed on the computer to be
backed up.

2. The system volume must be formatted with NTFS.

3. Sufficient disk spaces are required for the temporary directory (usually
of size around 10 GB).

4. The following Windows Features are installed on the client computer
(under Server Manager):

* Windows Server Backup Features

* Windows Server Backup
e Command line Tool
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10.3

*  Windows PowerShell
Limitations on the temporary directory:

* Temporary directory must be a local or USB drive.

* Temporary directory can be a non-critical or critical drive.

* Temporary directory can only be set to the root of a drive.

* Shadow Copies storage location of temporary directory must be set
to local.

It is recommended that the temporary directory be configured
on a local drive

Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.
Commands are issued to create the System State data:

*  Windows XP, 2003 (Ntbackup)
*  Windows Server 2008, SBS 2011 (Wbadmin)

System State data is temporarily stored in the temporary directory
specified in the backup set.

Server and local file lists are compared to determine which file will be
uploaded

Delta file is generated for modified file (if necessary).
Data are encrypted, compressed, and uploaded to the backup server.

System State data is removed from the temporary directory specified in
the backup set.

Backup completed successfully.
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10.4 How to backup Windows System State

Refer to the following instructions to backup Windows System State:

10.4.1 For Windows XP, 2003/ R2

1. Login to the backup application’s user interface.

(%) ID5 Backup Business Manager E‘_li—hj

(%) IDS Backup Business Manager .il_li—hj

L8 i
e Business

Login Mame . | username
0000000
Save pessword

@ Forgotyour password?

Fassword

OK Cancel 5

+ Options

L i
e Business

Login Name : |username
20000000
Save password

@ Forgot your password?

Password :

i Langrage

English = L]

\ =l

|:| Backup Server
htps | = | ids2 online-backupserver.eu -

‘az Proxy Setting
Use proxy to access the backup server

Type : Proxy
Sock
Address :
Fart:
Uszer Mamez :
Password:
oK B Cancel B = Cptions

2. Select the [Backup Settings] button and the button to start the New

Backup Set Wizard.

3. Create a System State Backup set by selecting [System State Backup]
from the backup set type dropdown menu.
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New Backup Set Wizard El

E; Backup Set

Mame | Backup Set

Type . |Systemn State Backup -
MS Exchange Serer Backup
M5 Exchange Mail Level Backup
M5 SGL Server Backup
hySaL Backup
Qracle Database Server Backup

Systerm State Backup
ShadowProtect Systern Backup
M5 Wi Backup

Mext » Cancel E3

4. Select [Next] to proceed.

5. Configure a backup schedule for unattended backups.

6. Select an encryption setting for your backup set.

7. Press the [OK] button to complete the configuration of backup set.

8. Scheduled backup will run automatically at the configured schedule time.

9. Click [Backup] button on the left panel to perform a backup immediately.

10.4.2 For Windows Server 2008 / R2, SBS 2011

1. Login to the backup application’s user interface.
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= S| |

(%) IDS Backup Business Manager

(%) IDS Backup Business Manager El_léj

Wk

[[=1=3 %5 [

==t Business
Login Mame . [username
Password : 00000000

Save password
@ Forgot your password?

oK Cancel B = Options
. —|

2. Select the [Backup Settings] button and the

Backup Set Wizard.

vk

[[=F=3"0 I

== Business
Login Mame : |username
Password : ........|

Save password
@ Forgot your password?

“ Language
English = L]

|:| Backup Server
https | = | ids2.online-backupserver.eu i

‘ﬂﬂ Proxy Setting
Use proxy to access the backup server

Type . Proxy
Sock
Address :
Port:
User Name :
Password :
0K Cancel & = Options

button to start the New

3. Create a System State Backup set by selecting [System State Backup]
from the backup set type dropdown menu.
Mew Backup Set Wizard |
[3;' Backup Set
Mame: BackupSet
Type:  File Backup -
Lotus Motes Client Backup -
Lotus Domino Server Backup
W3 Exchanoe Server Backup o
WS Exchange Mail Level Backwp |
ME S0L Server Backup
hivSCIL Backup
Oracle Database Server Backup
Systern State Backup
Mext » Cancel &
4. Select [Next] to proceed.
5. Configure a backup schedule for unattended backups.
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Note:
Multiple backup schedules of different types can be configured for the
same backup set.

6. Select an encryption setting for your backup set.

7. Press the [OK] button to complete the configuration of backup set.

8. Configure the temporary directory of the System State backup set.

9. On the IDS Business main menu, press [Backup Setting], then [Options].

10. Click [Change] and select the temporary volume for backup.

Backup Setting
[ — e B
BackupSet ||
P Ehange Temporary Folder
I 3 iFeneral

-8 Computer Change &
‘«‘.:, Local Disk (G
2 Dirive G (G0

lfﬁ Backup Schedule

|r]_p Encryption . Drive R (R:)
- ¢ -5 Drive 5 (87
[J. in-File Deita - ¥ Netwark

& Retention Palicy
%> Command Line Tool
'lr Local Copy

“,J} Options

Cancel B

Ok Cancel E3

11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.
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10.5 How to restore Windows System State

10.5.1 For Windows XP, 2003/ R2

Refer to the following instructions to restore Windows System State on
Windows XP, Server 2003 / R2:

1. Install IDS Business on the machine to be restored to.

2. Login to the backup application's user interface.

El_l_g_hj (®) IDS Backup Business Manager

(%) IDS Backup Business Manager

Wk

1IDSWW H

= Business
Login Mame : [username
Password : 20000000

Save password

@ Forgot your password?

= S
IDS\\L H
= Business
Login Mame : [username
Passwaord : ........|

Save password

@ Forgot your password?

OK Cancel & # Options
L —

‘s Language
English - |

E%] Backup Server
https | = | ids2 online-backupserver eu T

ﬂg Proxy Setting
Use proxy to access the backup server

Type : Proxy
Sock
Address :
FPart:
User Name :
Password :
oK Cancel £ = Options

3. Select the [Restore] button and the corresponding backup set.
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Resture @
Flease selectthe hackup set
Backupset
| Delete EE_ Mext » Cancel E!i

4. Select the System State file (SystemState.bkf) to be restored and its
restore destination.

® Show files as of Job ;| 2011/09012 | ™| |Latest | = 0 Bhow all files Filter %)
Folders o Marme Size Date Modified
= H Backup Server [l @ SysternState. bkf 860,00  2011/09M2 141950
(] E Saerver
Dalete 17 ltems per page : 50 T Page: 1#1 =
[E% Restore files to
CiRestore Destination Change &
| Search % | 4 Previous | StartRestore B Cancel E3
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5. Open NTBackup, in the Windows Start menu, click [Run...] and type in
ntbackup.

- Twpe the name of a program, folder, document, or
E Internet resource, and Windows will open it for wou,

Qpen: |ntbackup w |

[ [0]4 H Cancel H Browse, .. ]

6. Press [Next] and select [Restore files and settings]
Backup or Restore
ou can back up files and settings, or restare them from a previous backup. @

“What do you want to do?

Backup or Restore Wizard

() Back up filez and seftings

(=) Restore files and settings

[ ¢ Back ” Mest » l[ Cancel ]

7. Click [Browse], browse to the SystemState.bkf file which you have
restored via IDS Business, then press [OK].
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10.

What to Restore ——
“ou can restore any combination of drives, folders, or files, ; {.oﬂ
2
|:| Daouble click an item on the left to zee itz contentz. Then select the
LE% : chy . -
et : Open Backup File @@ mE
Items to e 2
£ :'@ % Pleaze specify the file that you would like to catalag, Me
- S - - o oy
Open:  |C:\Restore Destination\ServerhSystemnState. bl | 0L CA
00, T
00, Al
Ok, C | B
[ J [ ance ] [ [oMEE 0. oAl
B0 T
] & SystemState bkf 2017-08-12-1417-12:0., Al
< >
[ < Back ” MHext » I l Cancel ]

Expand and select the corresponding System State file from the left

panel, press [Next] afterward.

Review the settings then press [Finish] to begin the restore process.

Backup or Restore Wizard

B

Completing the Backup or
Restore Wizard

You have created the following restore zettings:

Restore from:  SystemState bkl 2071-09-12-14-17-12-000.¢
Type: File

Restare to: Original locations
Exizting files: Do not replace

To cloze thiz wizard and start the restore, click Finizh,

Ta zpecity additional restore options,
click Advanced.

%]

| <Back || Finsh

| [ Cancel ]

The restore process is now completed.
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10.5.2 For Windows 2008 / R2, SBS 2011

Refer to the following instructions to restore Windows System State on
Windows Server 2008 / R2, SBS 2011:

1. Install IDS Business on the machine to be restored to.

2. Login to the backup application’s user interface.

(%) IDS Backup Business Manager El_li—hj (3) IDS Backup Business Manager El_léj

L L0
[[=1=3°4Y r [[=1=3%4 % r
== Business === Business
Login Name : |username Login Name : | username
Password: | eeeeeeee Password: | @ 0000008

Save password Save password

@ Forgot your password? @ Forgot your password?
OK Cancel B # Options ‘3 Language
h — English b
l:gj Backup Server
hitps | = | [ids2.online-backupsernver.eu -

i= Proxy Setting
Use proxy to access the backup server

Type: Proxy
Sock
Address :
Mort :
UserName:
Password
oK Cancel & = Options

3. Select the [Restore] button and the corresponding backup set.
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Fleaze select the backup set

Backup Set

Mext » Cancel £

4. Select the System State file to be restored and its restore destination.

® Show files as of Job o (201108114 = Latest - Show all files Filter =
Folders Marme Size Date Modified
(= H Backup Server || Microsoft_\Windows_Systern_Backup 10,009 201150914 14:12:48

----- [0 = qa-wdsr2etp-2

terms perpage . 50 - Fage: 171 =
E= Restorefilesto
Local Disk (C3) &
Search 1 Previous Start Restore b Cancel 3

InterDomain Software u. IT Consulting GmbH 144



IDS Business Manager
User Manual

10.

11.

12.

13.

Insert the Windows Setup Disc into the CD / DVD drive

Restart the computer. In some case, you need to press the required key
to boot up the server from disc; the [Install Windows Wizard] should
appear.

Specify the language settings, and then click [Next].
Click [Repair your computer].

Setup will search the hard disk drives for existing Windows installation,
then displays the result in [System Recovery Options].

If you are recovering the operating system onto a new hardware setup,
the list will be empty (e.g. there is no existing operating system).

Click [Next] afterward.

On the [System Recovery Options] page, click [Windows Complete PC
Restore]. This opens the Windows Complete PC Restore Wizard.

Select one of the following options then click [Next]:
* Click [Use the latest available backup (recommended)].
* Click [Restore a different backup].

For [Restore a different backup], select one of the following option on
[Select the location of the backup] then click [Next]:

* Click the computer that contains the backup that you want to use.
* Under [Select the backup to restore], click the backup to be used.
* Click [Advanced] to browse for a backup on the network.

On the [Choose how to restore the backup] page, perform the following
optional tasks, and then click [Next]:

* Select the [Format and repartition disks] check box to delete existing
partitions and reformat the destination disks to be the same as the
backup.

This enables the [Exclude disks] button. Click this button and then
select the check boxes associated with any disks that you want to
exclude from being formatted and partitioned.

The disk that contains the backup that you are using is automatically
excluded.

Note:
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Unless a disk is excluded, data on it can be lost, regardless of
whether it was part of the backup or whether it has volumes that are
being restored.

e Select the [Only restore system disk] check box to perform an
operating system only recovery.

e Click [Install drivers] to install drivers for the hardware that you are
recovering to.

* Click [Advanced] to specify whether the computer is restarted and
the disks are checked for errors immediately after the recovery.

14. Confirm the details for the restoration, and then click [Finish].

10.5.3 For Windows 2008 / R2 Domain Controller

Refer to the following instructions to restore Windows System State on
Windows Server 2008 / R2 Domain Controller:

Important:
Authoritative restore of Windows 2008 Domain Controller is required only if
you need to restore deleted Active Directories objects.

Please follow the instructions below to restore a system state backup to a
Windows 2008 Domain Controller:

1. Reboot the Windows Server 2008 / R2 Domain Controller in Directory
Service Repair Mode (DSRM):

* Add the safeboot option to the default boot loader. In command
prompt, type in the following command:

>pbcdedit /set safeboot disrepair

* Reboot the computer.

2. Perform the restore on the Domain Controller:

e Open command prompt and type the following:

>wbadmin get versions

This will list all the known backups available.
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* Type the following command to perform an authoritative restore:

>wbadmin start systemstaterecovery —
version:<backup_version> -authsysvol

For non-authoritative restore, please type the following command:

>wbadmin start systemstaterecovery —
version:<backup_version> -authsysvol

Backup version is the identifier of one of the backup snapshots listed in
previous step.

3. Reboot the Windows Server 2008 / R2 Domain Controller in Normal
Mode:

* Remove the safeboot option to the default boot loader. In command
prompt, type in the following command:

>Bcdedit /deletevalue safeboot

* Reboot the computer.

4. The restore process is now completed.
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11 Backup / Restore Windows System (WBAdmin)

This chapter describes in details how to backup and restore Windows System
with IDS Business (MS Windows System backup Module).

11.1 Supported versions

The MS System backup module is supported for the following Windows
platforms:

. Windows Vista*

. Windows 7*

. Windows Server 2008 / R2

J Windows Small Business Server 2011

* All except Home Edition.

11.2 Requirements and recommendations

Please ensure that the following requirements or recommendations are met
by the backup client computer:

1. IDS Business is installed on the computer to be backed up.

2. Sufficient disk spaces are required for the temporary storage volume of
the System backup.

It is recommended to have free disk space of 150% x Total In-use Size
of all volumes selected for backup.

3. The following Windows Features are installed on the client computer:

* Windows Server Backup Features

* Windows Server Backup
¢ Command line Tool
¢ Windows PowerShell

4. The temporary directory must be on a harddisk that is not included into
the backup set.

5. Itis recommended that the temporary directory be configured on a local
drive.
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11.3

Overview

The following steps are performed during a backup job:

1.

2.

10.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.
Commands are issued to create the System backup data.

System backup data is temporarily stored in the temporary storage
volume in the backup set.

System backup data are compressed into 1 single file.

Server and local file lists are compared to determine which file will be
uploaded.

Delta file is generated (if necessary).
Data is encrypted, and uploaded to the backup server.

System backup data is removed from the temporary storage volume
specified in the backup set.

Backup completed successfully.
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11.4 How to backup Microsoft Windows System
(WBAdmin)
Refer to the following instructions to backup Windows System:
1. Login to the backup application's user interface.
{@) Ahsay Online Backup Manager M= E {@ Ahsay Dnline Backup Manager M=
@Ahsuy'MOnline Backup Manager @AhsuyTMOnline Backup Manager
Lagin Marme ;| username Login Marme : [usermamea
Password A Fassword bl
Sawe password Sawe passwoard
@ Forgotyour password? @ Forgotyour passward?
Ok Cancel B [# Options ‘a Language
English =
l:| Backup Server
hitp Llhnstname ll

‘ﬂj Proxy Setting
IJse proxy to access the backup sermer

Type: Prosy
Sock
Address :
Fart:
User Mame
Passward
0K Cancel £ = Options

2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.

3. Create a MS Windows System Backup set by selecting [MS Windows
System Backup] from the backup set type dropdown menu.
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Mew Backup Set Wizard Ed

E; Backup Set

Mame :
Type:

Backup Set
ME Windows System Backup hd
IS Exchange Server Backup -

l5 Exchange Mail Level Backup
MS Sal Server Backup

yS2L Backup

Oracle Database Server Backup
Systermn State Backup
ShadowProtect System Backup

TS Wi ol ot stem Backup

Mext » Cancel B

4. Select [Next] to proceed.

5. Select the corresponding volumes for backup.

Mew Backup Set Wizard Ed

Yolume Total Size Used
=) System Reserved 100 MB 61.7 ME
[ Data (03 a0 GB 4.1 GB
f-.,_f,. Local Disk (G2 39.9 GRB 3.5 GE

v Include all critical volumes

4 Previous Mext » Cancel

Important:
For complete backup of the system, it is recommended to select the
[Include all critical volumes] option.

This will automatically includes the system partition, boot partition,
system reserved partition and other partitions that contain critical
system data.

6. Configure a backup schedule for unattended backups.

Note:
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Multiple backup schedules of different types can be configured for the
same backup set.

7. Select an encryption setting for your backup set.
8. Press the [OK] button to complete the configuration of backup set.

9. Configure the temporary directory of the MS Windows System backup
set.

10. On the IDS Business main menu, press [Backup Setting], then [Options].

11. Click [Change] and select the temporary volume for backup.

Change Temporary Folder Ed |

=M Computer
C i Local Disk (C)
“ o Data (D)

*:‘l- Metwork

(- 4 Libraries

Cancel B

12. Scheduled backup will run automatically at the configured schedule time.

13. Click [Backup] button on the left panel to perform a backup immediately.

InterDomain Software u. IT Consulting GmbH 152



IDS Business Manager
User Manual

11.5 How to restore Microsoft Windows System
(WBAdmin)

Refer to the following instructions to restore a Windows System:
There are several methods which you can restore the Windows System

* Recover volumes with the Recovery Wizard

* Recover the operating system with the Install Windows Wizard
* Recover volumes with command

* Recover with the Windows Recovery Environment

Important:
The volume to be recovered to must be the same size or larger than the
volume that was backed up from.

Restore the system data from the IDS Backupserver server:
1. Install IDS Business on the machine to be restored to.

2. Login to the backup application's user interface.

(5) IDS Backup Business Manager [ = ﬁ,l (5) IDS Backup Business Manager I. = ﬁ,l
ID"‘\E; H ID"‘\E; H
e Business s Business
Login Name : |username Login Mame : username
Massword : (TTITTITTTITT] Massword : ........|
Save password Save password
@ Forgot your password? @ Forgot your password?
OK Cancel EB [+ Options ‘3 Language
h — - - |

l:| Backup Server
hitps | = | lids2.online-backupserver.eu i

‘ﬂﬂ Proxy Setting
Use proxy to access the backup server

Type : Praxy
Sock
Address :
Furl.
User Name :
Password :
OK Cancel £ = Options

3. Select the [Restore] button and the corresponding backup set.
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4.

Fleaze selectthe hackup set

Backup Set

Mesxt  » Cancel £3

Select the system file to be restored and its restore destination.

Resture
® Show files as of Job ;. [ 201170914 = | Latest - Show all files Filter [+
Folders Mame Size Cate Modified
= H Backup Server | Microsoft_Windows_Systern_Backup 10,009 2011/09M14 14:12:48

[0 = ga-wx-r2etp-2

lterns per page ;. |50 - Page: 171, =

Ex Restorefiles to
Local Disk (i) -

Search & 1 Previous Start Restore B Cancel £
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5. Continue to the next sections for instructions to restore the Windows
System.

Important:
Before continuing, the Windows account which you are using must be a
member of the Backup Operators or Administrators group.

11.5.1 Recover volumes with the Recovery Wizard

Refer to the following instruction to perform a volume recovery with the
Recovery Wizard:

1. From the [Start] menu, click [Administrative Tools], and then click
[Windows Server Backup].

2. In the [Actions] panel under [Windows Server Backup], click [Recover]
to open the Recovery Wizard.

Al warsdhoms, Serwer Hae kup

[l fction Yiew |dep
e || Him
Windows Server Backup (Loca | | At

b
V}: “ens e pirfiorm @ sngke badoup or schedule a regulr badogp wsng thes applcation, ——r—r—

b iactap onge. .,
T Recovar.,
Corfigure Performance Settings..
T = | Mmcenge | Besorpation Conract Ta fnathas Sarvar....
Wiew k
H e

HMessages (Activity [rom last week, double click on the message to see detals)

Last Backip Ment Hackup Al fac kg
Stahus: Status: Total badags
Tirnw: Tirvas: Labast copy:
Bl Ve dolab P view dstsls ik iy
BY View delal

! o

3. In the [Getting Started] menu, specify the backup is stored on [This
server], click [Next].
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L% Recovery Wizard

-

Getting Started

Select Backup Date
Select Recovery Type
Select Ikems to Recaver
Specify Recovery Opti,,,
Confirmation

Recovery Progress

l‘é % Getting Started

‘¥ou can use this wizard to recover files, applications, volumes, or the system state from a
backup that was created earlier.

Yhere is the backup stored that wou want to use for the recovery?

(¢ This server (QA-WEX-RZETP-2)

& backup stored on anather location

To continue, click Mext,

More about recovering your server daka

Zancel |

= Previous | Mext = I

Becover |

4. In the [Select Backup Date] menu, select the date from the calendar
and the time from the drop-down list of backup to restore from.

1% Recovery Wizard

-

=4

Getting Started

Select Backup Date

Select Recovery Type
Select Ikems to Recaver
Specify Recovery Opti, .,
Confirmation

Recovery Progress

l‘é % Select Backup Date

Oldest available backup:  7/16§2010 5:25 PM
Mewest available backup:  3/4)2011 9:04 AM

— fAwailable backups
Select the date of a backup to use For recovery. Backups are available For dates shown in
bold.
Backup date: 3f4iz2011
El  Mach 2011 [ Time: 504 AN =
Sun Mon Tue Wed Thu Fri Sat .
Lacation: Data (D)
2728 1 2 3 5
5] T g 9 10 11 12 . .
13 14 15 16 17 18 19 Skakus: fAvailable online
20 021 22 X3 24 X 6
2F 248 28 30 A
< Previous | Mext = I Becover Cancel
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5. In the [Select Recovery Type] menu, click [Volumes], and then click
[Next].

12 Recovery Wizard E3

-,
- ;t; Select Recovery Type

=

Getting Started

What do wou want ko recover?

Select Backup Date " Files and folders

Select Re e Type You can browse wolumes included in this backup and select files and Folders,
Select Yaolumes * yolumes

Confirmation You can restore an entire volume, such as all data stored on C:,

Recovery Progress i Applications

¥ou can recover applications that have registered with windows Server Backup.

" System state
You can restore just the system state,

IMore about performing recoveries

< Previous | Mext > I Recaver Cancel |

6. On the [Select Volumes] Menu, select the check boxes associated with
the volumes to be recover.

7. From the associated drop-down list in the [Destination Volume] column,
select the recovery destination volume, and click [Next].

8. On the [Confirmation] menu, review the details; click [Recover] to begin
the restore process.
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11.5.2 Recover the operating system with the Install Windows
Wizard

Refer to the following instruction to perform an operating system recovery
with the Install Windows Wizard:

1. Insert the Windows Setup Disc into the CD / DVD drive.
2. Restart the computer.

Note:
In some case, you may need to press the required key to boot up from
disc.

3. Specify the language settings, and then click [Next].

| % Install Windows

_$_ ."'

Windows Server:2oog

1 e LR RSB LB Fnglish (United States) | :

Enter your language and other preferences and elick 'Next” te continue.

C@ﬁﬁﬁ:gm Microaoft Corpostion. All nghts receryed.

4. Click [Repair your computer].
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| % Install Windows

Windows Server 2008

Install now -f»

" What to know befare installing Windows
epair your comptiter

ﬁw’-ﬂltf: m_mtfﬂﬂt iorporston. Al nghts reserved

5. Setup will search the hard disk for existing Windows installation, then
displays the result in [System Recovery Options].

6. Click [Next] afterward.

7. On the [System Recovery Options] page, click [System Image
Recovery].

8. Perform one of the following actions:

* Click [Use the latest available system image (recommended)] and
then click [Next].

* Click [Select a system image] and then click [Next].
9. If the option [Select a system image] is selected, perform one of the
following actions on the [Select the location of the backup] page:

* Select the volume containing the backup data to be restored and
click [Next].

* On the [Select the date and time of system image to restore] page,
select the version to be restored, and then click [Next].

InterDomain Software u. IT Consulting GmbH 159



IDS Business Manager
User Manual

Click [Advanced] to browse for a backup on the network, and then
click [Next].

10. On the [Choose how to restore the backup] page, perform the following
optional tasks, and then click [Next]:

Select the [Format and repartition disks] check box to delete
existing partitions and reformat the destination disks to be the
same as the backup.

Click the [Exclude disks] button and then the checkbox beside the
disk to be excluded from being formatted and partitioned

Select the [Only restore system disk] check box to perform an
operating system only recovery.

Click [Install drivers] to install drivers for the hardware to be
recovering to.

Click [Advanced] to specify whether the computer is restarted and
the disks are checked for errors immediately after the recovery.

11. Click [Finish] to begin the restore process.
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11.5.3 Recover volumes with command

Refer to the following instruction to perform a volume recovery with
command:

1.

2.

Open command prompt.

Enter the following command, according to the backup data source,
target:

>Wbadmin start recovery
—version:<Versionldentifiers>
-itemType:Volume
—items:<VolumesToRecover>
-backupTarget:<VolumeHostingBackup>
-recoveryTarget:<TargetVolumeForRecovery>

Parameter Descriptions

-version Specifies the version identifier of the
backup to recover in the following format:

MM/DD/YYYY-hh:mm

Type in the following to list version
identifier:

>Wbadmin get versions

-itemTypes Specifies type of items to recover, in this
case Volume.

-items Specifies a comma delimited list of volumes
to be recovered.

-backupTarget Specifies the volume containing the backup
data to be recovered.

-recoveryTarget Specifies the volume drive letter of the
alternate volume to restore to.

Example
To restore volume D, from backup version March 31, 2011, 9:00 to

volume F (restored data are stored in volume E).

>Wbadmin start recovery —Versionldentifiers:03/31/2011-09:00
—itemType:Volume —items:D: -backupTarget:E: -recoveryTarget:F:
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11.5.4 Recover with the Windows Recovery Environment

Refer to the following instruction to perform a complete PC Restore with
Windows Recovery Environment:

1. Insert the Windows Setup Disc into the CD / DVD drive.
2. Restart the computer.
Note:
In some cases, the computer manufacturer may have installed the

Windows Recovery Environment directly to a partition on the hard drive.

To access this partition, slowly tap the [F8] key after the BIOS
information clears from the screen before the Windows startup menu.

3. Specify the language setting, and then click [Next].

% Install Windows

»

Windows Vistar

Language to install: {English
Time and currency format: FRRIE TN S R e

Keyboard or input method: (i3

Enter your language and other preferences and click "MNext” to continue.

Copyright & 2006 Microsoft Corporation. All ights reserved.

4. Click [Repair your computer].
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% Install Windows

>

Wind ov-us Vistar

Install now "_'-)h‘

What to know before installing Windows
Repair your computer

Copyright © 2006 Microsoft Corporation. All ights resenved

5. Setup will search the hard disk for existing Windows installation, then
displays the result in [System Recovery Options].

6. Click [Next] afterward.

7. On the [System Recovery Options] page, click [System Image
Recovery].

8. Perform one of the following actions:

* Click [Use the latest available system image (recommended)] and
then click [Next].

* Click [Select a system image] and then click [Next].

9. If the [Select a system image] option is selected, perform one of the
following actions on the [Select the location of the backup] page:

* On the [Select the date and time of system image to restore] page,
select the version to be restored, and then click [Next].

* Click [Advanced] to browse for a backup on the network, and then
click [Next].

10. On the [Choose how to restore the backup] page, perform the following
optional tasks, and then click [Next]:

* Select the [Format and repartition disks] check box to delete
existing partitions and reformat the destination disks to be the
same as the backup.
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* Click the [Exclude disks button and then the checkbox beside the
disk to be excluded from being formatted and partitioned.

* Select the [Only restore system disk] check box to perform an
operating system only recovery.

* Click [Install drivers] to install drivers for the hardware to be
recovering to.

* Click [Advanced] to specify whether the computer is restarted and
the disks are checked for errors immediately after the recovery.

11. Confirm the details for the restoration, and then click [Finish] to begin
the restore process.
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12 Backup / Restore Windows System

ShadowProtect

This chapter describes in details how to backup and restore Windows System
with IDS Business (ShadowProtect System backup Module).

12.1 Supported versions

The ShadowProtect System backup module is supported for the following
Windows platforms:

. Windows XP

. Windows Server 2003 / R2

. Windows Vista

. Windows 7

. Windows Server 2008 / R2

. Windows Small Business Server 2011

Note:
IDS Business 6.9.x does not support installation on Windows 2000.

12.2 Requirements and recommendations

Please ensure that the following requirements or recommendations are met
by the backup client computer:

1. IDS Business and ShadowProtect are installed on the computer to be
backed up.

2. Sufficient disk spaces are required for the temporary storage directory
of the System backup.

It is recommended to have free disk space of 150% x Total In-use Size
of all volumes selected for backup.

Note:
The temporary storage directory cannot be set to a folder within a
volume selected for backup.

12.3 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.

2. Download the server file list from the backup server.
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3. Commands are issued to ShadowProtect to create the System backup
data.

For each volume selected for backup, a ShadowProtect backup image
file (.SPI or .SPF) will be spooled to the temporary directory specified.

. .SPF: A ShadowProtect full or base image file.
. .SPI: A ShadowProtect incremental or differential image file.

4. Server and local file lists are compared to determine which file will be
uploaded.

5. Delta file is generated (if necessary).
6. Data is encrypted, and uploaded to the backup server.

7. System backup data is removed from the temporary storage volume
specified in the backup set.

8. Backup completed successfully.
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Save password
@ Forgot your password?

0K Cancel £

+ Options

—

2. Select the [Backup Settings] button and the

Backup Set Wizard.

User Manual
12.4 How to backup Microsoft Windows System
(ShadowProtect)
Refer to the following instructions to backup Windows System:
1. Login to the backup application's user interface.
[ (2) IDS Backup Business Manager I. = &r [ (2) IDS Backup Business Manager [ = ﬁr
IDE‘\E‘ H IDS\\E! H
et Business e Business
Login Mame : |username Login Name : |username
Password : [ITIXTIIT] Passwaord : ........|

Save password
@ Forgot your password?

‘=3 Language
English A N

[:l Backup Server
hitps | = | [ids2.online-backupserver.eu -

‘ﬂﬂ Proxy Setting
Use proxy to access the backup server

Type: Proxy
Sock
Address :
Port:
UserName :
Password :
OK Cancel B = Options

button to start the New

3. Create a ShadowProtect System Backup set by selecting [ShadowProtect
System Backup] from the backup set type dropdown menu.
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New Backup 5et Wizard El

E;' Backup Set

Marne : | BackupSet

Type . |ShadowProtect System Backup -
M5 Exchange Server Backup -

7 stor MS Exchange Mail Level Backup

Fathto Sz sal Semwver Backup

CAProgrhySQL Backup

Oracle Databasze Server Backup
System State Backup

ShadowP rotect erm Backup
S WM Backup s

Mext » Cancel 3

4. Enter the path to the ShadowProtect installation.

New Backup Set Wizard

]

E;' Backup Set
MName : |BackupSet
Type . |ShadowProtect System Backup -

? StorageCraft ShadowProtect
Path to StarageCraft ShadowProtect :

CAProgram FilestStorageCraffiShadowProtect Change &%

Mext » Cancel 3

5. Select [Next] to proceed.
6. Select the corresponding volumes for backup.
7. Configure a backup schedule for unattended backups.

Multiple backup schedules of different types can be configured for the
same backup set.
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Add new backup schedule

Mame | MNew Backup Schedule

i) Backup

& yolume - Complete
Yolume - Differential
Yolume - Incremental

& Tupe

Backup everyday

@ Time

Start: |23 = 00| =
Stop: on completion (Full Backup)

oK @

Daily

-

Cancel £

Menu ltems

Description

Volume - Complete

To perform a ShadowProtect Complete Backup

Base Image File (.SPF) contains the contents
of a backup activity; it allows users to restore
the contents of a computer system to a
specific point-in-time.

Volume - Differential

To perform a ShadowProtect Differential
Backup -

Differential Image File (.SPI) contains the hard
drive sectors that have changed since the Base
Image File was created.

Differential backup take about the same time
to create as complete backup, but they are
smaller.

When restoring a drive, user must use the
Base Image File with the appropriate
Differential Image File to restore the computer
to a specific point-in-time.

Volume - Incremental

To perform a ShadowProtect Incremental
Backup -

Incremental Image File (.SPI) contains the
sectors that have changed since the last
Incremental backup was taken.

Incremental images are fast to create and
smaller than either Full image files or
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Differential image files.

When restoring a drive, you must use the Full
image file and the appropriate Incremental
image files necessary to restore the computer
to a specific point-in-time.

8. Select an encryption setting

for your backup set.

9. Press the [OK] button to complete the configuration of backup set.

10. Configure the temporary dir

ectory of the backup set.

11. On the IDS Business main menu, press [Backup Setting], then [Options].

Backup Setting

|J General
Backup Source

lﬁ Backup Schedule
|rl Encryption

[}, In-File Delta
Retention Palicy
a> | Command Line Tool
*

% Extra Backup

F

¥, Local Copy

W53 Options

X]

Backup Set x| | = Options

E;. Temparary Directary far staring backup files
DATernp Change %

[ Advanced Options
Compression Type © |Fast (Compressed size larger than normal) hd

Transfer Block Size : [128 =  kintes

0K Cancel £

12. Click [Change] and select the temporary directory for backup.

Note:

The temporary storage directory cannot be set to a folder within a

volume selected for backup.

Also, please ensure sufficient disk space is allocated for the backup

operation.

13. Scheduled backup will run automatically at the configured schedule time.

14. Click [Backup] button on the left panel to perform a backup immediately.
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12.5 How to restore Microsoft Windows System
(ShadowProtect)

Refer to the following instructions to restore a Windows System:

1. Install IDS Business on the machine to be restored to.

2. Login to the backup application's user interface.

-

(2) IDS Backup Business Manager I. = ﬁ] (2) IDS Backup Business Manager [ = -ﬁhl
IUE\\ ' IUE\\ I
L ) L )
2= Business 2= Business
Login Mame : |username Login Name : |username
Password: | ©0000008 Password: | 00000008
Save password Save password
@ Forgot your password? @ Forgot your password?
0K Cancel £  # Options ‘=3 Language
é English e ]
l:| Backup Server
hitps | = | lids2.online-backupserver.eu -

U= Proxy Setting
Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port
UserName:
Password :
OK Cancel B = Options

b

3. Select the [Restore] button and the corresponding backup set.

4. Select the System file to be restored and its restore destination.

5. Click the [Start Restore] button to begin the restore process.

6. To restore a system volume (operating system volume), you need to
start the computer in StorageCraft Recovery Environment.

Insert the ShadowProtect Disc into the CD / DVD drive.

Restart the computer.

Note:
In some case, you may need to press the required key to boot up from
disc.

Select the corresponding option according to the OS platform.
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I StorageCraft Recovery Environment

[11 Start Vista-based Recommended Recovery Environment

—Best hardware =upport

—Network-storage-etc drivers can be loaded after booting
—Iynamically discovers USB drives attached after booting
—Recommended CD can be removed for restore from optical media
—Recommended for HIR of VISTA and 2008 03 volumes

[2]1 Start Z003-based Legacy Recovery Environment

—Can load storage drivers with F6 boot option
—Recommended for nForce platforms

—Recommended for HIR of Z2000-XP-Z003 03 volumes
—USB drives must be attached prior to the boot

[3]1 Boot from Hard Disk
[4]1 Reboot computer

|Press 1-4 or Cursor Key to Select Item, Press {Enter> to Run

7. To restore a non system volume (non operating system volume), in
Windows, start the ShadowProtect user interface.

W Shadowdrotect Desktop [dition -- [ localhost |

By Mt
.ﬁ Mg Ve

Backup
Select this wirard ko creste & beckup of the entire computer or specified volumes.

.‘ldlhi &
3 Lathe = Restore

.G L] - Felect this wizard ko restore entire dats wobames from sxisting backup Imags fles. Torestons the system volumes

j Exphors Bathup mﬂﬂr’?ﬂmmmmrxmtmmm Tonmitirn irxibvackunl fib, 1 the
Do Fachkag Drusge

. ﬁ. : 3 Explore Backup

ook Selesch Eris wAzard R0 MOUNE and Veses b 15 andd dnectories COnLaNed within 3 Baciup maqe fle. You Can then uss

a Yarky Inkge File Explorer bo restore seleched files from the mounbed badaap image.
iy s &

& [rags Conwarsen Tool

aHelp =

& Dachp
Wl Restors
B Droves Imirgs
i trruage Took

"L Licerse

Expired

InterDomain Software u. IT Consulting GmbH 172



IDS Business Manager

User Manual

8. Click [Restore] to start the Restore Wizard.

9. Press [Next] to proceed.

%% Restore

Press Mext to continue

Welcome to the Restore Wizard!

This wizard will help you to restore entire data volumes From existing
backup image files. To restore the swstem wolume wou must restore by
booting the ShadowProtect Recovery Environment €0, To restore
individual files, run the Explore Backup wizard,

[ Mext = |l Cancel ]

10. Browse to the image file restored from the IDS Backupserver server.
The destination locations can be a local directory or network share.

Click [Next] to continue.
%, Restore

Backup Image To Restore
Select the backup image wou wank ko restore

Select network location or browse to a local path

‘ﬁl:] Dihkernp

W | Browse. .,

Specify image names

E F voL-boot 3:50:37 PM

Base Name | First Image Creation Time | Lask Imac
E] F_%OL-b003 2/8/2012 3:51:49 PM 2lalz01z 3t
E | F_%OL-b002 2/8/2012 3:51:33 PM 2/alz012 3:

|

[ < Back,

H Mext = ][ Cancel

|

11. In the Backup Image Dependencies dialog screen, any ShadowProtect
Differential or Incremental image associated with the Full image will be

displayed.
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Backup Image Dependencies ﬁ
Werify current selection or select another point in bime o

|

File Name |-/ Image File Properties Y
F_wioL-b001,spf 0:37 PV Wolurme Size 30,00 GB

|Jsed space 71.86 ME
Creation Time 21612012 3:50:37 PM
Backup type Mone

Image creation methoc Y3MAP using W55 w

4 »
30.00 GB [
NTF5*
30,00 GB
[ < Back H Mext = ][ Cancel l

Select an image file to view its properties, including:

* Image File Properties -
Volume size, creation time, compression, password protection, and
comment.

* Original Partition Information -
Style, number, type, bootable option, starting offset and length.

* Disk Information —
Disk geometry, disk size and number of the first track sectors.

A user also views the disk layout graphically at the bottom of the
screen.

* Originating machine —
The operating system version, the machine name, MAC address and
the engine version of ShadowProtect used to create the image file.

Click the [Next] to continue.

12. In the Restore Destination dialog screen, select the destination volume
for the image to be restored to.
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%% Restore &l

Restore Destination ‘&
Select the volume or Free space where you want ko restore vour backup 0 I

™

Drive Letter | Yolume File System | Size Lsed Partition T.,. |Partition Fl...
-] Disk 0: ¥Mware ¥Yirtual IDE Hard Drive

[T 1 System NTFS 499958 1251 GE NTFS ack, Pri
[+ @ Unallocate,., Mok Format.., S.50ME 0O

~| Disk 1: ¥™Mware ¥irtual IDE Hard Drive

[ oy, L@ Data MTFS 4999 GE 1.31 GE MTFS Pri

[T+ L@ Unallocate... Mok Format.., S.50ME 0O

~| Disk 2: ¥Mware ¥irtual disk

e L

Moke: You can right click on a volume and delete it to create free space,

[ < Back H Mext = ][ Cancel ]

The following options are available by right clicking on the volumes:

* Delete Volume -
This will delete a volume. The deleted volume will become
unassigned space on the disk that can be repartition.

e Set Active —
This will set the volume active.

Only one partition may be desighated as active. By setting a
volume active, the computer will boot to the volume.

* Create an exact primary partition —
Allows user to define and create a primary partition on the disk.

The maximum number of primary partitions on the same disk is 4.

* Create extended partition —
Allows user to extend a partition and then subdivide this partition in
to one or more logical partitions.

Note:
Restoring a backup image to a volume overwrites all data currently on
the volume.

Furthermore, there must be sufficient disk space to restore the backup
image. For example, a user cannot restore a 4GB backup file with only
1GB of free space.

Click [Next] to continue.
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13. In the Specify the restoration options dialog screen, please review all of
the options available.

All of these options are important where restoring an operating system
volume on a computer.

Specify the restoration options

x)

%

|:| Set partition ackive
|:| Restare MER

[Jrestore Disk Hidden Track

[ < Back H Mext = l[ Cancel l

* Set Partition Active -
This will make the restored drive the active partition (the drive that
the machine boots from).

¢ Restore MBR —
Restore the master boot record.

The master boot record is contained in the first sector of the first
physical hard drive; it consists of a master boot program and a
partition table that describes the disk partitions.

The master boot program looks at the partition table to see which
primary partition is active. It then starts the boot program from the
boot sector of the active partition.

You can restore the MBR from the image file that was saved with
the backup image or you can restore an original Windows MBR.

* Restore disk signature —
Restores the original physical disk signature of the hard drive.

Disk signatures are included in Windows Server 2003, and are
necessary before the hard drive can be used.

e Restore Disk Hidden Track —
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Restore the first 63 sectors of a drive, some boot loaded
applications required this for the system to boot.

Click [Next] to continue.

14. Review the Restore Wizard Summary; click [Finish] to begin the restore
process.

Restore process can be viewed by clicking on the [Volume Restore] tab
associated with the restore job.
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13 Backup / Restore VMware Virtual Machines

This chapter describes how to backup and restore virtual machine running on
VMware.

13.1 Backup virtual machines running on VMware ESXi /
ESX Server

13.1.1 Supported versions

The VMware VM backup module is supported for the following VMware ESXi /
ESX versions:

. VMware ESXi 3.5
. VMware ESXi 4.0
. VMware ESXi 4.1
. VMware ESXi 5.0

J VMware ESX 3.5

J VMware ESX 4.0
. VMware ESX 4.1

13.1.2 Requirements and recommendations
IDS Business cannot be installed on the hypervisor (ESX or ESXi server).

A separate dedicated physical machine — the Backup Client Computer - must
be used for backup of your virtual machines.
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Backup Client Machine ®

Hypervisor (ESX or ESXi server) £

Guest VM 1 Guest VM 2 Guest VM 3

Please ensure that the following requirements or recommendations are met
by the Backup Client Computer:

1. The Backup Client Computer is running on a supported OS platform:

e  Windows
¢ Mac OS X
e Linux

2. IDS Business version 6.7 or above is installed on the backup client
computer.

3. The following TCP ports must be opened on the Backup Client Computer:

e Port 22
e Port 80 and 443

4, For better performance, IDS Business is recommended to be installed on
a 64 bit computer, with multiple CPUs and cores.

5. For Backup Client Computer running on Linux, GUI environment must be
installed (e.g. GOME or KDE).

6. Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.
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7. It is recommended that the temporary directory have disk space of at
least 50% of the largest sized virtual machine to be backed up.

8. Itis recommended that the temporary directory be configured on a local
drive.
9. Itis recommended that the temporary directory is not configured on the

same partition which the operating system is installed on.

10. For backup of virtual machine with snapshot, backup of the whole VM
instead of individual disk is highly recommended.

11. Consider performing routine recovery test to ensure your backup is
setup and performed properly.

Please ensure that the following requirements are met by the Hypervisor:

1. SSH must be enabled on the Hypervisor.

2. The root account must be enabled.

IDS Business ESX / ESXi backup set requires the root account for
backup and restore.

3. The following TCP ports must be opened on the hypervisor:

e Port 22
e Port 80 and 443

4. It is recommended that the datastore have disk space of the largest
sized virtual machine to be backed up.

13.1.3 Limitations
The following are limitations of the VMware VM backup module:

1. VMware ESX or ESXi Server with Raw Device Mapping (RDM) is not
supported.

Snapshots are not available when the Raw Device Mapping (RDM) is
used in physical compatibility mode.

2. VMware ESX Server Cluster (Resource Pool) is not supported.

3. Backup of virtual machine with multiple snapshot root branches is not
supported on VMware ESXi Server version 4.0 and 4.1.
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For backup of individual virtual disk, the restored virtual machine does
not support the reversion of previous snapshots, if the snapshot contains
disks which are not previously backed up by IDS Business.

For virtual machines with Independent Disks:
e If Independent Disks are to be included in the virtual machine backup,
the virtual machine must be powered off first, before running the

backup job.

e If the virtual machine is powered on, the Independent Disk will not
be backed up.

IDS Business will skip the snapshot creation of any Independent Disk
on the virtual machine.

13.1.4 Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.
Connection from the backup client to the hypervisor is established.

Commands are issued to the hypervisor to create snapshot of the virtual
machine for backup

Server and local file lists are compared to determine which file will be
uploaded.

Delta file is generated for modified file (if necessary).

Existing, and snapshot data are encrypted, compressed, and streamed
to the backup server.

Commands are issued to the hypervisor to remove snapshot created for
backup.

Backup completed successfully.
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13.1.5 How to backup virtual machines on VMware ESXi / ESX

Server

Refer to the following instructions to backup VM running on VMware ESXi or

ESX Server:

1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the IDS Business

desktop icon or right-click on the system tray icon:

5 Backup Server

‘U= Proxy Setting

(5) IDS Backup Business Manager I. = &J (5) IDS Backup Business Manager I. — &I
n:é"l 3 H |1:15\ ) H
e "
e Business e Business
Login Mame : |uszrmmame Login Mame : |username
Passward (ITIXTIIT] Password ........|
Save password Save password
© Forgotyour passwerd? © Forgot your passwaord?
oK Cancel B # Oplions ‘=3 Language
\ — English T

hitos | = | ids2.online-backupsenver.eu -

Use prozy to access the backup server

Type : Proxy
sSoc
Address
Port
User Mame :
Password
0K Cancel B = Options

i

For backup client computer on Mac OS X, double-click on the IDS Business

desktop icon.

For VMware Server installation on Linux, enter the following command to

start the IDS Business graphical user interface:

# sh Zusr/local/obm/bin/RunOBC.sh &

2. Select the [Backup Settings] button and the button to start the New

Backup Set Wizard.
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New Backup Set Wizard PE|

Mame
Type :

@ Backup Set

Backup Set

File Backup -
S Exchange Mail Level Backup -
MS SGL Server Backup

hiySL Backup

Qracle Database Server Backup
Systern State Backup
ShadowProtect System Backup
S W Backup

Whlweare Wi Backup

Mext ¢ Cancel £

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from
the backup set type dropdown menu.

4. Enter the corresponding information required:

Mew Backup Set Wizard

Mame :
Type .

@ Backup Set

U Whiweare Host
FProduct

lsername . root
Password . @908 8®

X]

Backup Set
Whiwware Wi Backup hd

Whitware vSphere ESXi 387474 hd

Host: |IP Address

FPort: | 443

S5H Port: |22

Mext » Cancel B
Menu ltems Description
Name Enter a backup set name of your choice.
Type Select backup set type [VMware VM Backup].
VMware Host Version Select version [VMware vSphere ESXi] or [VMware
vSphere ESX] according to your setup.

Username The username must be root
Password Enter the password for the root account.
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Host Enter the IP address or hostname of your
hypervisor.
Port Enter 80 for connection via HTTP protocol or 443 for

HTTPS protocol.

SSH Port Enter the SSH port (default: port 22).

5. Select [Next] to proceed.
6. Select the corresponding virtual machines for backup.

New Backup Set Wizard Ps__<|

EI@ Whivware vSphere ESXi 3.8/ 414
= ] (3 WinXP-x86

[

4 Previous Mext » Cancel E

7. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.
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New Backup Set Wizard El

= (5 Whiware vaphere ESXI 35415
= ) (3 winP-x86

3

4 Previous Mext Cancel E3

Note:
For backup of individual virtual disk, configuration files of the VM are
also backed up.

Important:
For backup of VM with snapshot, backup of the whole VM instead of
individual disk is highly recommended.

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

9. Select an encryption setting for your backup set.
10. Press the [OK] button to complete the configuration of backup set.
11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.
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13.1.6 How to restore virtual machines on VMware ESXi / ESX

Server

Refer to the following instructions to restore VM running on VMware ESXi or

ESX Server.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor, the
VM will be restored as a new virtual machine.

. If the VM to be restored still exist on the original hypervisor, the existing
VM will be replaced by the backed up version.

13.1.1.6 How to restore virtual machines to the original hypervisor

1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the IDS Business

desktop icon or right-click on the system tray icon:

(5) IDS Backup Business Manager

= | |

(5) IDS Backup Business Manager

= | |

ik

IDSW H

e Business
Login Mame © | ussrname
Password : 20900000

Save password

OK =

@ Forgot your password?

Cancel £

+ Options

—

L

LY )
e Business

Login Mame :
Password :

@ Forgot your password?

‘-1 Language
English

5 Backup Server

hitos | = | ids2.online-backupsenver.eu -

ﬁj Proxy Setting

se proxy to access the backup server

Address

UserMame:

Password :

OK =

username
0000004
Save password

Cancel

B | = Options

i

For backup client computer on Mac OS X, double-click on the IDS Business

desktop icon.
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For VMware Server installation on Linux, enter the following command to
start the IDS Business graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.

Flease selectthe backup set

Wil BEackup Set

| Delete T0 | Mext ¢ Cancel Q|

3. Select the virtual machines to be restored and choose [Original Location]
for restore files to.
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® Show files as of Job ; 2011/03/28 | = | [Latest x ) Show all files Filter |#
Folders = Mame Logical Path Size Date Modified
= Iﬂ Backup Sermer ='| emtinyP... [datastore1] 6250.. 294 924 KB2011003531 16:22..
-§>--I:_I B hware ESXi4.1.0 J entinkP... [datastore1] 62460... 1 KB2011/03131 16:12...
e (Wi J eniniP... [datastore1] 6250... 1,181,407 KB2011/03131 16:20...
] emvinkP . [datastorel] 6280, 30 KB2011003031 16:23..
3 emdindP . [datastore!] 6260, 4,194 304 KBE2011/03131 1612,
J enmtinyP... [datastore1] 6250 GEB2011/03031 16:23...
J enindP... [datastore1] 6250.. 1 KB2011/03131 16:12...
J enwinyP .. [datastorel] 6250, 1 KB2011/03131 16:23..
J emdini{P .. [datastore1] 6250, I KB2011/03131 16:11 .
J emtinyP... [datastore1] 6250.. 2EB2011503031 16:11 ...
Delete I lterms per page ;. 50 hd FPage: |- | =
[E= Restorefiles to
® Original location
0 Alternate location Whernate Locatior haige—
Search = 4 Previous || StartRestore B Cancel E3

4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist
on the hypervisor.

Replace Virtual Machine

' TheYitual machine "WinxP_Pro" already exists. Replace existing virtual machine?

| Applyto all Yag b Mo Cancel E

6. When the restore process is completed, the virtual machines will be
restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source
did not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard
disk from the virtual machine's configuration.

For original virtual machine with no snapshot

1. Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine,
select [Edit Settings].
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Pawer 4

Guesk 4

Snapshot r
@ Cpen Console

Edit Settings. ..

Add Permission...  Ckrl4+P
Report Performance. ..

Rename

3.  For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].
[% Win2008 Exch2007 [101.54] - Virtual Machine Properties
Hardware IOptiDns ] ECEEITERS ] Yirkual Machine Version: 7
. Disk File
[ Show All Devices Add... RETmDE ‘ |[datastore4] Windows 2008 Exchange 2007 +Ww-1/Window
Hardware Surnmaty
W Memory 1500 ME Disk, Fl'rnvisioning .
@ crus 4 Type: Thick.
[ viden card Video card Provisioned Size: s0- |e8 |
= VMCI device Restricked s S (2 256.00
% COJDYD Drive 1 Client Device
BB Metwork adapter 1 101.0 Metwork Wirtual Device Node
BB Metwork adapter 2 VLAM-104 -
@. SCSI contraller 0 LSI Logic Parallel |SCSI (0:1) Hard disk 2 j
&= Hard disk 1 Wirtual Disk,
= Hard disk2 Yirtual Disk. | Mode
= Hard disk 3 Yirbual Disk, | Independent
Independent disks are nat affected by snapshats,
~
Changes are immediately and permanently writken to
the disk.
~
Changes to this disk are discarded when you power
off or revert ko the snapshat,
Help Ok Cancel ‘
A
4. Start the virtual machine afterward.
For original virtual machine with snapshot
1. Open VMware vSphere Client.
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2. Under inventory, right click on the newly restored virtual machine,
select [Edit Settings].

Power 4
Guesk 4
Snapshok 3

@ Cpen Console

(G Edit Settings...

Add Permission..,  Chrl+P
Report Performance. .

Renarme

3.  For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

(%) Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware IOptigns ] Resources ] ‘Wirtual Machine Yersion; 7
Disk. File

I Show All Devices Hldh. RETIBE ‘ |[datastore4] Windows 2008 Exchange 2007 +Ww-1 findow
Hardware Summary
BB Memary 1500 ME Disk Provisioning
@ crus 4 Type: Thick.
|;| Video card Video card Provisioned Size: 50 ::l |GB j
= YMCI device Restricked Maximum Size (GB): 256,00
% COy/DYD Dirive 1 Client Device
BB Metwork adapter 1 101.0 Metwork Virtual Device Node
BB Metwork adapter 2 YLAMN-104 -
9 33l controller 0 L3I Logic Parallel |5CSI (D:1) Hard disk 2 ﬂ
= Harddisk1 ‘Wirtual Diisk,
= Hard disk 2 Yirtual Disk | =
= Hard disk 3 Yirtual Disk [ Independent

Independent disks are not affected by snapshots,

~

“hanges are immediately and permanently writken to
the disk.
~

Changes to this disk are discarded when wou power
off or revert ta the snapshat.

Help [al'4 Zancel ‘

A

4. Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from
Inventory].
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Pawer 4

auesk 4

Snapshot 3
r_,_ﬁ’ Open Console

(3  Edit Settings. ..
add Permission,,,  Ctrl+P
Report Performance. .

Rename

| Remove from Inventory |

Delete From Disk,

6. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

.encoding = "UTF-8"
snapshot.lastUlD = "1"

shapshot.numSnapshots = ""1"

shapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "Snapshotl™
snapshotO.description = "
snapshotO.createTimeHigh = 309233
snhapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
shapshot0.diskO.node = "'scsi0:0"
snhapshotO.diskl.fileName = "Windows 2008-1.vmdk"
shapshotO.diskl.node = "'scsiO:1"
snapshotO.disk2.fileName = "Windows 2008-2.vmdk""
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snapshotO.disk2.node = *'scsi0:2"

* Remove the corresponding lines.

.encoding = "UTF-8"
shapshot.lastUlD = "1"

shapshot.numSnapshots = "'1"

shapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "'‘Snapshotl"
snapshotO.description = "
snapshotO.createTimeHigh = 309233
snapshotO.createTimeLow = '1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
shapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
shapshotO.diskl.node = "'scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
8. Update the number of virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

e Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

.encoding = "UTF-8"
snapshot.lastUlD = "1

snapshot.numSnapshots = ""1"

shapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "'Snapshotl"
shapshotO.description = "
shapshotO.createTimeHigh = "309233"
snapshotO.createTimeLow = *1291281261"
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snapshotO.numDisks = *3"
snapshotO.diskO.fileName = ""Windows 2008-1.vmdk"
shapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
shapshotO.diskl.node = "'scsiO:1"

* Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numDisks = "2"

.encoding = "UTF-8"
snhapshot.lastUlD = "1"

snapshot.numSnapshots = "'1"

shapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "Snapshotl™
shapshotO.description = "'
shapshotO.createTimeHigh = "309233"
snhapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = 2"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
snapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk""
snapshotO.diskl.node = "scsiO:1"

e Perform the same steps for each snapshot.
e Save the changes afterward.

9. Add the VM back into the inventory.

| Add to Invenkory |

Cut
Capy

Download, ..
Mowve to...

Rename

Delete From Disk,

10. Remove any existing snapshot.
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Important:
The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

11. Start the virtual machine.

13.1.2.6 How to restore virtual machines to another hypervisor

1. Login to the backup application's user interface.

For backup client computer on Windows, double-click on the IDS Business
desktop icon or right-click on the system tray icon:

(5) IDS Backup Business Manager l = &J (%) IDS Backup Business Manager l = ﬂh,l
IEE‘\‘“ H II:‘IE‘\‘“ H
e Business et Business
Login Mame : | uszrname Login Mame: |username
Password [ IIXIXIIT] Password : ........|
Save password Save password
@ Forgotyour passwerd? @ Forgot your password?
0K Cancel £ = Options s Language
\ — | English v
E] Backup Server
https = | ids2. online-backupserver.eu b

‘U= Proxy Setting
lse prozy to access the backup server

Type: Proxy
Sock
Address :
Port:
ll=ser Mame -
Password :
0K Cancel E = Options

For backup client computer on Mac OS X, double-click on the IDS Business
desktop icon.

For VMware Server installation on Linux, enter the following command to
start the IDS Business graphical user interface:

# sh Zusr/local/obm/bin/RunOBC.sh &
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2. Select the [Restore] button and the corresponding backup set.

® Show files as of Job o (2012001031 | = | [Latest : ! Bhow all files Filter 1+
Folders Marre Size Date Modified
=- 5 Backup Server :I Win03R2-xB4-flat vmdk 4194, ZO1X01531 12:23:24
) [ Cent0S4.8-i3686 j WinO3R2-x64 nvram 9B 20120131 10:28:36
Bt O & cent0S4.8-x86_R4 :‘] WinD3R2-x64 vmdk 1KB  2012/01/31 10:28:30
- 50 FreeBS0D-8.2-amud6d |:| WinD3R2-x64 wmsd 1KB  2012/01/31 10:28:09
-4 G WinD3R2-x64 :I Win03R 2-164 wimx 3KB 2012701731 10:28:33
- (51 WinkP-xB6 _'| WinD3R 2-164 wrrxf 1KB 2012701727 18:46:23
:'I Win03R2-x64_1-flatwmdk 4184 . 201201531 12:23:01
:'I WoinD3R2-x64_1 vmdk 1kB 2012001731 10:28:31
:'I wimware-1.1og 175 KB 201112720 10:30:48
:I wimware-2.10g 95 KB 20111221 16:32:02
:'] wimware-3.10g 259 KB 2012/01/0515:39:23
[:I wiriware-4.10g 1906 ..  2012/0172017:09:08
] wrnware-5.0og 188 KB 2012001527 12:02:37
:I wirware-6.10g 1,149 201201730 17:149:44
:'I wimware.log 333KE Z0MM2MI31 12:23:83
Delate 1 ltemns per page ; (50 | Page: [T77 |gm
Ex Restorefiles to
Qriginal location
@ Alternate location © | ClAlternate Location Change &
Search = 4 Previous | GtartRestore b Cancel E3

3. Select the virtual machines to be restored and choose [Alternate
location] for restore files to.

Restore of individual virtual disk is only supported for restore to
[Alternation location].

4. Click on the [Change] button and browse to the directory path which
you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual
machines will be restored to the specific location.

7. Register the virtual machines on the new hypervisor.

8. For any virtual disk that was not restored (e.g. original backup source
did not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard
disk from the virtual machine's configuration

For original virtual machine with no snapshot

1. Open VMware vSphere Client.
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2. Under inventory, right click on the newly restored virtual machine,

select [Edit Settings].

Power

Guesk

Snapshok
@ Cpen Console
(G Edit Settings...

Add Permission..,  Chrl+P
Report Performance. .

Renarme

3.  For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

(%) Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware lOptinns I Resources ]

[ Show sl Devices Add... Remove ‘
Hardware Summary

Bl Memory 1500 MB

i crus 4

|;| Video card Video card

= YMCI device Restricked

% COy/DYD Dirive 1 Client Device

BB Metwork adapter 1 101.0 Metwork

BB Metwork adapter 2 YLAMN-104

9 33l controller 0 L3I Logic Parallel

= Harddisk1 ‘Wirtual Diisk,

= Harddiskz Yirbual Disk. |
= Harddisk3 ‘Wirtual Diisk,

Wirkual Machine Version: 7

Disk. File
|[datastore4] Windows 2008 Exchange 2007 +tiw-1 ivindows,

Disk Provisioning

Tvpe: Thick.
Provisioned Size: 50 ::l |GB j
Maxirmurn Size (GE): 256,00
Wirtual Device Node

|5CS1 (0:1) Hard disk 2 =]

Mode

[ Independent
Independent disks are not affected by snapshots,
~

Changes are immediately and permanently written to
the disk.

-

Changes to this disk are discarded when wou power
off or revert ta the snapshat.

Help [al'4 Zancel ‘
Y |
4, Start the virtual machine afterward.
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For original virtual machine with snapshot

1. Open VMware vSphere Client.
2. Under inventory, right click on the newly restored virtual machine,
select [Edit Settings].
3. For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].
(%) Win2008 Exch2007 [101.54] - Virtual Machine Properties
Hardware IOptigns ] Resources ] ‘Wirtual Machine Yersion; 7
_ Disk. File
I Show All Devices Hldh. RETIBE ‘ |[datastore4] Windows 2008 Exchange 2007 +Ww-1 findow
Hardware Summary
BB Memary 1500 ME Disk Provisioning
@ crus 4 Type: Thick.
|;| Video card Video card Provisioned Size: 50::| |GB j
= YMCI device Restricked Maximum Size (GB): 256,00
% COy/DYD Dirive 1 Client Device
BB Metwork adapter 1 101.0 Metwork Virtual Device Node
BB Metwork adapter 2 YLAMN-104 -
e 33l controller 0 L3I Logic Parallel |5CSI (D:1) Hard disk 2 ﬂ
= Harddisk1 ‘Wirtual Diisk,
= Hard disk 2 Yirtual Disk | ,T':'de
= Hard disk 3 Yirtual Disk Iloperisiont
Independent disks are not affected by snapshots,
~
Changes are immediately and permanently written to
the disk.
~
Changes to this disk are discarded when wou power
off or revert ta the snapshat.
Help [al'4 Zancel ‘
A
4. Remove the VM from inventory.
Right click on the newly restored virtual machine; select [Remove from
Inventoryl].
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Pawer 4

auesk 4

Snapshot 3
r_,_ﬁ’ Open Console

(3  Edit Settings. ..
add Permission,,,  Ctrl+P
Report Performance. .

Rename

| Remove from Inventory |

Delete From Disk,

5. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

6. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

.encoding = "UTF-8"
snapshot.lastUlD = "1"

shapshot.numSnapshots = ""1"

shapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "Snapshotl™
snapshotO.description = "
snapshotO.createTimeHigh = 309233
snhapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
shapshot0.diskO.node = "'scsi0:0"
snhapshotO.diskl.fileName = "Windows 2008-1.vmdk"
shapshotO.diskl.node = "'scsiO:1"
snapshotO.disk2.fileName = "Windows 2008-2.vmdk""
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snapshotO.disk2.node = *'scsi0:2"

* Remove the corresponding lines.

.encoding = "UTF-8"
shapshot.lastUlD = "1"

shapshot.numSnapshots = "'1"

shapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "'‘Snapshotl"
snapshotO.description = "
snapshotO.createTimeHigh = 309233
snapshotO.createTimeLow = '1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
shapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
shapshotO.diskl.node = "'scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
7. Update the number of virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

e Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

.encoding = "UTF-8"
snapshot.lastUlD = "1

snapshot.numSnapshots = ""1"

shapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "'Snapshotl"
shapshotO.description = "
shapshotO.createTimeHigh = "309233"
snapshotO.createTimeLow = *1291281261"
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10.

snapshotO.numDisks = *3"
snapshotO.diskO.fileName = ""Windows 2008-1.vmdk"
shapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk"
shapshotO.diskl.node = "'scsiO:1"

* Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numDisks = "2"

.encoding = "UTF-8"
snhapshot.lastUlD = "1"

snapshot.numSnapshots = "'1"

shapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "Snapshotl™
shapshotO.description = "'
shapshotO.createTimeHigh = "309233"
snhapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = 2"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
snapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk""
snapshotO.diskl_node = *'scsiO:1"

e Perform the same steps for each snapshot (e.g. snapshotO.*,
snapshotl.*).

* Save the changes afterward.

Add the VM back into the inventory.

Remove any existing snapshot.

Important:

The restored virtual machine does not support the reversion of previous

snapshots if they contain virtual disks not restored.

Start the virtual machine.

13.1.7 How to restore individual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a
new VM.
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13.1.1.7 How to restore individual virtual disk to the original VM

The procedure to restore individual virtual disk to the original VM is very
similar to the procedure to restore virtual machine to a new hypervisor.

The main different is that user must select the restore to [Alternate location]
option, and select the directory path to the original VM location.

® Show files as of Job ;| 2012001731 == Latest > I Showy all filag Filter [+
Folders Marne Size Date Modified
=- _j Backup Senver j Wiind3R 2-x64-flat vmdk 4194, 20012001031 12:23:24
| 1 Cent0S4.8-1386 O j Win03R2-x64 nuram KB 201201031 10:28:36
- [ 50 centos4.8486_64 [ j Wind3R2-x64 wvmdk 1EB 201201031 10:28:30
B[] 50 FreeBS0-8.2-amded [ j Wind3R2-x64 vmsd 1KB 201201031 10:28:09
S (5 wWinD3R2-x64 O :| Win03R2-x64 vmx JKB 20120131 10:28:33
B 50 winxP-x68 & _'| Win03R2-x64 vrd 1TEB 20120027 18:46:23
| :l Win03R2-x64_1-flatwvmdk 4194, 201201031 12:230
O :'l Win03R2-x64_1 vmdk 1TKB 201201031 10:28:31
[LL] :'I vimware-1.1og 17a kKB 20111220 10:30:49
(=] :'I vimware-2.1og Qa KB 201112271 16:32.02
] :'I vimware-3.1og 289 KB 2012001009 15:39:23
[ j vimware-4.log 1,905 ... 2012601520 17.09:08
O j vimmiare-a.log 189 KB 2012001027 12:02:37
O J virmiare-6 log 1,149 . 20020103017 15:.45
O _J virimiare log F33KB 201201031 12:23:83
Delete 10 ltems per page ;. 40 hd FPage: (1711 |=
s Restore files to
) Qriginal lacation
@ Alternate location | C:ACriginal ¥M's Lacatian Chahge &2
Search 4 Previous | GStartRestore B Cancel 3

For full instructions, please refer to the above sections.

13.1.2.7 How to restore individual virtual disk to a different VM
1. Login to the backup application's user interface.

For backup client computer on Windows, double-click on the IDS Business
desktop icon or right-click on the system tray icon:
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(5) IDS Backup Business Manager [ = é,l (%) IDS Backup Business Manager [ — ﬂ—hj
IEE‘\‘“ H II:‘IE‘\‘“ H
=t Business et Business
Login Mame : | uszrname Login Mame: |username
Password [ IIXIXIIT] Password : ........|
| Save password | Save password
@ Forgotyour passwerd? @ Forgot your password?
QK Cancel B [# Options 3 Language
. — English -
E] Backup Server
https | = | [ids2.online-backupsener.eu -

‘U= Proxy Setting
| Use proxy to access the backup server

Type: Proxy
Sock
Address :
Port:
User Name:
Password :
OK Cancel B = Options

For backup client computer on Mac OS X, double-click on the IDS Business
desktop icon.

For VMware Server installation on Linux, enter the following command to
start the IDS Business graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.
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Reslnre @
® Show files as of Job ;| 201 2/01031 | ™| |Latest . I Show all files Filter [+l
Fnld_grs _ Marre Size Date Modified
= 3 Backup Server ='| Wiin03R 2-x64-flatvmdk 4194 . 201201731 12:23:24
w0 G CentDS4.8-1386 J Win03R 2-x64 . miram SKE 2012001731 10:28:36
: | 1 Cent054.6-x26_G4 ] WinD3R2-x64.vmdk 1EE 2012001731 10:28:30
B[ (5 FreeBSD-8.2-amd6d L] Win03R2-x64 vmsd 1KEB 2012001731 10:28:09
~ A G wWinD3R2-x64 _'| WoinD3R 2-x64 wrmx KB 2012017031 10:28:33
B G0 WinxP-x@6 ] WinD3R 24 wrmd TKB 2012001727 16:46:23
] Win03R2-x64_1-Matvmdk 4194, 201201031 12:23:01
] WinD3R2-x64_1.vmdk 1TEE 2012001731 10:28:31
='| wiriware-1.10g 176 KB 201112120 10:30:49
J WITware-2.1og 95 kKB 201112521 16:32:02
='| WITWware-3.1og 289 KB 2012/01/05 15:39:23
='| vimware-4.log 1,805 . 201201720 17:09:08
___'| wmware-5.log 189 KB 2012/01/27 12:02:37
='| wiTware-6.log 1,148 . 201201530 17:15:45
] wrweare.log FIIKE 201201731 12:23:53
Delete 0 ltems perpage : 50 j' Page: 1/1|=
[Ex Restorefilesto
) Qrriginal location
@ Alternate location © | CAlternate Location Change &
Search 4 Previous || GStartRestore b Cancel £3

3. Select the virtual machines to be restored and choose [Alternate
location] for restore files to.

4. Click on the [Change] button and browse to the directory path which
you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.
6. When the restore process is completed, open VMware vSphere Client.

7. Under the inventory, powers down the corresponding virtual machine to
be restored to.

| Fawer 4 |
Guesk » Power OFf Chrl+E
Snapshot r Suspend Chrl+Z
rj" Cpen Console Reset Chrl+T
CiF  Edit Settings... Shuk Down Guest  ChrH-D
Add Permission...  Ckrl+P Restart Guest Chr+R

Report Performance. ..

Rename

8. Right click on the corresponding VM, and select [Edit Settings].
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Pawer
Guesk
Snapshot

@ Cpen Console

5 Edi Settings. .

Add Permission...  Ckrl4+P
Report Performance. ..

Rename

9. Select [Add] to add the newly restored virtual disk.

Win2008 Exch2007 [101.54] - ¥irtual Machine Properties

Hardware lOptions ] Resources ]

[ Show Al Devices Add,.. |
Hardware Summatyy

Bl Memary 1500 ME

[ crus 4

2 video card Viden card

= WYMCI device Restricted

% CO/DYD Drive 1 Client Device
BB Metwork adapter 1 101.0 Mebwork
8§ Metwork adapter 2 WLAN-104

e SCSI controller 0 L3I Logic Parallel
&= Harddisk 1 virkual Disk

= Harddisk2 Wirtual Disk

= Harddisk3 Wirtual Disk

Wirkual Machine Yersion: 7

Mermnary Configuration

255 GB

128 GB

&4 GB

32 GB

16 GE

G GE

4GB

Z 0GB

1GE

512 MB

256 MB

1258 MB

&4 MB

32 MB

16 MB

2 ME

4 MB

il

Memory Size:

<

1500 | mB |

Maximurm recommended for this

guest 05 255 GE,

Mazimum recommended For best

performance: 16372 MB.

Default recommended For this

guest 05: 4 GE,

Minimurn recommended For this

guest 05 512 ME.

Help

(a1

Cancel

10. Select [Hard Disk] and then [Next].
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Add Hardware @

Device Type
what sort of device do you wish to add to vour virtual machine?

Device Type Choose the type of device vou wish to add,

(D) Serial Port Information

& Parallel Port This device can be added ta this Yirtual Machine.

=% Floppy Drive

R, 551 Device

Help | < Back. | Mext = I Cancel |

11. Choose the option to [Use an existing virtual disk].

(%) Add Hardware

Select a Disk

Device Type e_ & virtual disk is composed of one or more files on the host file system. Together these
Select a Disk files appear as a single hard disk to the guest operating system.

Select the type of disk ko use.
Disk.

" Create a new virkual disk

* Use an existing virtual disk

Reuse a previously configured wvirtual disk.

Give vour virtual machine direct access to AN, This option allows vou ta
use existing SAMN commands ko manage the storage and continue ko
access it using a datastore.

Help | < Back | Mexk = I Cancel |
A

12. Click [Browse] and browse to the newly restored virtual disk.
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%) Add Hardware

Select Existing Disk
‘which existing disk do you want to use as this virtual disk?

Dievice Type Disk File Path
Select & Disk

Select Existing Disk Browse, .

Help | < Back | Mext = I Cancel |

13. Follow the instruction provided in the [Add Hardware] menu.

14. Start the virtual machine.
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13.2 Backup virtual machines running on VMware Server

13.2.1 Supported versions

The VMware VM backup module is supported for the following VMware Server
versions:

VMware Server 1.x
VMware Server 2.X

13.2.2 Requirements and recommendations

Please ensure that the following requirements are met by the VMware Server:

1.

IDS Business version 6.7 or above is installed on the VMware Server.

Note:
Resource allocation for both VM hosting and backup operation must be
taken into consideration.

IDS Business must be installed on the hypervisor.

For VMware Server installation on Linux:

* The root account must be enabled.
* GUI environment must be installed on the hypervisor (e.g. GOME or
KDE).

The following TCP ports must be opened on the hypervisor:

e Port 902
Port 912
Port 8222
Port 8333

Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.

It is recommended that the datastore have disk space of the largest
sized virtual machine to be backed up.

It is recommended that the temporary directory have disk space of at
least 50% of the largest sized virtual machine to be backed up.

It is recommended that the temporary directory be configured on a local
drive.

It is recommended that the temporary directory is not configured on the
same partition which the operating system is installed on.
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10. Consider performing routine recovery test to ensure your backup is

setup and performed properly.

13.2.3 Limitations

The following are limitations of the VMware VM backup module:

1.

For VMware Server 1.x, active virtual machine selected for backup
must be powered down for the backup process to begin.

For backup of individual virtual disk, the restored virtual machine does
not support the reversion of previous snapshots, if the snapshot
contains disks which are not previously backed up by IDS Business.

Independent Disk is not supported. For virtual machines with
Independent Disks, those disks will not be backed up.

13.2.4 Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.

VMware Server 1.x
Commands are issued to the hypervisor to shutdown the virtual machine
for backup.

VMware Server 2.x
Commands are issued to the hypervisor to create snapshot of the virtual
machine for backup.

Server and local file lists are compared to determine which file will be
uploaded.

Delta file is generated for modified file (if necessary).

Existing, and snapshot data are encrypted, compressed, and streamed
to the backup server.

VMware Server 1.x
Commands are issued to the hypervisor to start up the virtual machine.

VMware Server 2.x
Commands are issued to the hypervisor to create snapshot of the virtual
machine for backup.
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8. Backup completed successfully.

13.2.5 How to backup virtual machines on VMware Server

Refer to the following instructions to backup VM running on VMware Server:

1. Login to the backup application's user interface.

For VMware Server installation on Windows, double-click on the IDS Business

desktop icon or right-click on the system tray icon:

(5) IDS Backup Business Manager

= | |

(5) IDS Backup Business Manager

= | |

U )
e Business

Login Mame : |uszrmame

Passward : (111 111]
Save password
@ Forgotyour passwerd?
0K Cancel £ = Options
\ —

LA

1IDS%% H

et Business
Login Mame: username
Passwaord : ........|

Save password
@ Forgot your password?

2 Language
English -

5 Backup Server
hitos | = | ids2.online-backupsenver.eu -

‘U= Proxy Setting
lse prozy to access the backup server

Type : Proxy
Socl
Address
Port:
User Name :
Password :
0K Cancel B = Options

he

i

For VMware Server installation on Linux, enter the following command to

start the IDS Business graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Backup Settings] button and the

Backup Set Wizard.

button to start the New
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New Backup Set Wizard

[ Backup Set

Mame: |Backup Set

Type . File Backup
M3 Exchange Mail Level Backup
WS S0L Server Backup
MySCOL Backup
Oracle Database Server Backup
System State Backup
ShadowProtect System Backup
S VM Backup

re Wk Backup

3

Mext » Cancel £

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from
the backup set type dropdown menu.

4. Enter the corresponding information required:

Mew Backup Sel Wicard

O e —)

#, Backup et B Backup 58
Rame . | Backap Sl Harme | | Backup Set
Type:  Wiware VM Backun - Type: |Vibware VM Backup -
A Wibweare Host = User Autenlication for Windows
Wersion - Wileaie Serer 7 b Domain
Usemame ; | administraior Udar biana
Frarwwrd: [BESBEES Fassworl SOSN8
Host: 127.0001 1 Wiwanh Hiesl
Par: [pam Producl . Vibwane Sener 1 ¥,
Llggendemie adreinieirabor
Password . S@REREE
Host, 127001
Hid b ot © Per: |s02
Nexd ®
Menu Items Description
Name Enter a backup set name of your choice.
Type Select backup set type [VMware VM Backup].

VMware Host Version

Select host version, for example [VMware Server 1]
or [VMware Server 2]

Username Enter the username of the hypervisor administrator.
Password Enter the password of the hypervisor administrator.
Host Default to 127.0.0.1, IDS Business must be installed
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on the hypervisor.

Port Enter the corresponding port to the hypervisor.
5. Select [Next] to proceed.
6. Select the corresponding virtual machines for backup.
New Backup Set Wizard E|
= @ Whwiare Server 2
= [ hhware Server 2.0.2
=7 (8 Windows XP Professional
=[] &3 Windows XP Professional (2)vmdk
il B3 Windows XP Professional-000001 vmdk
3
4 Previous Pext  » Cancel B
7. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.
New Backup 5et Wizard E|
=@ Whtware Sereer 2
= [ htware Servar 2.0.2
=0 (3 Windows XP Professional
=[] &3 Windows XP Professional (2).vrmdk
] B3 Windows XP Professional-000001 vmdk
3
1 Previous MNext Cancel B
Important:
For backup of VM with snapshot, backup of the whole VM instead of
individual disk is highly recommended.
8. Configure a backup schedule for unattended backups.
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Note:
Multiple backup schedules of different types can be configured for the
same backup set.

9. Select an encryption setting for your backup set.

10. Press the [OK] button to complete the configuration of backup set.

11. Scheduled backup will run automatically at the configured schedule time.
12. Click [Backup] button on the left panel to perform a backup immediately.
Note:

For VMware Server 1.x, active virtual machine (selected for backup) must be
powered down for the backup process to begin.
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13.2.6 How to restore virtual machines on VMware Server

Refer to the following instructions to restore VM running on VMware Server.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor, the

VM will be restored as a new virtual machine.

. If the VM to be restored still exist on the original hypervisor, the existing
VM will be replaced by the backed up version.

13.2.1.6 How to restore virtual machines to the original hypervisor

1.

Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the IDS Business

desktop icon or right-click on the system tray icon:

(5) IDS Backup Business Manager

B )

(5) IDS Backup Business Manager

EEEE )

L 10 )
== Business

username
0908000

Save password
@ Forgot your passwerd?

DK Cancel B # Options

—

LY )
e Business

Login Mame : |username
Password: | @e0eeeee|
Save password
@ Forgot your password?

{2 Language
English -

l:l Backup Server
https | = | ids2. online-backupserver.eu ~

ﬁj Proxy Setting
se proxy to access the backup server

Type : Pro
Soc
Address
Port
User Name :
Password
0K Cancel £ | = Options

For VMware Server installation on Linux, enter the following command to

start the IDS Business graphical user interface:

InterDomain Software u. IT Consulting GmbH

213

4



IDS Business Manager
User Manual

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.

Please selectthe backup set

M Backup Set

|=Belete: 1| Mext b Cancel E!i:

3. Select the virtual machines to be restored and choose [Original Location]
for restore files to.
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® Show files as of Joh ;| 2011/032/28 | ™| [Latest ; () Bhow all files Filter [+l
Folders _ Marme Laogical Fath Size Drate Madified
= H Backup Server ='| entinkP... [datastorel] 6250.. 294 924 KB2011/03531 16:22 .
&) @ whMware Server 2.0.2 ] enwinixP... [datastore1] G250... 1 KB2011/03031 16:12...
L winP ] enwinkP... [datastoret] G250... 1,181,407 KE2011/03431 16:20...
] enwinxP.. [datastore1] 6250... IDKB2011/0331 16:23..
3 entinkP... [datastorel] 6250.. 4,194 304 KB201 1702031 1612,
J eninxP.. [datastorel] 6250, QKB201103031 16:23..
J enbinkP... [datastore1] 6250.. TKBZ0110231 16:12...
J eninkP... [datastorel] 6250.. 1 KB2011/03531 16:23..
J emtin®P... [datastare1] 6250 JKB20M11/03031 16:11 ..
J entinkP... [datastorel] 6250, 2KB2011/03531 16:11 ..
Delete 17 ltems per page . |50 ad Page; - =
[E= Restorefiles to
® Original location
0 Alternate location o ]
Search 4 Previous || StartRestore b Cancel

4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist

on the hypervisor.

Replace Virtual Machine

| Applyto all

TheYitual machine "WinxP" already exists. Replace existing vitual machine?

Yeg b Mo Cancel E3

6. When the restore process is completed, the virtual machines will be

restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source

did not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard
disk from the virtual machine's configuration.

For original virtual machine with no snapshot

1. Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine,

select [Settings].
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Close

Pawer On

Take Snapshot, ..
Rewvert ko Snapshot
Remove Snapshot

Upgrade Yirtual Machine
Rename

Remave Fram Inventary
Delete From Disk

Settings...

3.  For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

Virtual Machine Settings E|
Hardware | Options

Device Surmmary Disk file

Memary 176 ME |Windnws #P Profesgional (2] wmdk |

&= Hard Disk {IDE 0:0) c .

:Hard Disk 2 (IDE 0:1) aplamt_l,- :

%CD-ROM {IDE 1:00} Lising image D:¥ir. . Mawimurn size: 1.00GE  Swstem free: 109 GB

BB Ethernet Bridged

ﬁ Processars 1
Dizk information
Diizk, gpace iz preallocated for this virtual dizk,
Yirtual digk contents are stored in a single file.

Add... ] [ Remove
I 0K ] l Cancel ] l Help ]

4, Start the virtual machine afterward.

For original virtual machine with snapshot

1. Open VMware Server Console.
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2. Under inventory, right click on the newly restored virtual machine,
select [Settings].

Close

Pawer On

Take Snapshot. ..
Rewvert ko Snapshot
Remove Snapshot

Upgrade Yirtual Machine
Rename

Remaowe From Inventory
Delete fram Disk

Settings. ..

3.  For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

Virtual Machine Settings fg|
Hardware | Options
Device Summary Disk file
Mernary 126 ME |Windows ¥F Praofeszional [2]. wmdk |
& Hard Disk (IDE 0:0) .
. Capacity
Using image D:\¥ir. . b awirmurn size: 1.00 GB  Swatemn free: 103 GE
EREthernat Eridged
88 Processors 1
Disk information
Dizk space iz preallocated for thiz virtual disk.
Wirtual dizk. contents are stared in a single file.
Add... l l Remove

kK H Cancel H Help ]

4. Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from
Inventory].
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Close:

Power On

Take Snapshat..,
Revert to Snapshok
Remaove Snapshak

Upgrade virtual Machine

Rename

Remove From Inventory

Delete From Disk,

Settings...

6. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot. lastUlD = "1"

snapshot.numSnapshots = 1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™

snapshotO.displayName = "'Snapshotl"
shapshotO.description = "'
shapshotO.createTimeHigh = "309233"
snapshotO.createTimeLow = "'1291281261"
shapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
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8.

snapshotO.diskO.node = *'scsi0:0"
snapshotO.diskl.fileName = ""Windows 2008-1.vmdk"

shapshotO.diskl.node = "'scsiO:1"
snapshotO.disk2.fileName = "Windows 2008-2.vmdk"
snapshotO.disk2.node = *scsi0:2"

* Remove the corresponding lines.

snapshot.lastUlD = "1"

snapshot.numSnapshots = "'1"

shapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "Snapshotl™
shapshotO.description = "'
shapshotO.createTimeHigh = "309233"
snapshotO.createTimeLow = "'1291281261"
shapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
snapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk""
snapshotO.diskl.node = "scsiO:1"

e Perform the same steps for each snapshot.
e Save the changes afterward.
Update the number of virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numbDisks

snapshot.lastUlD = "1"

snapshot.numSnapshots = ""1"

shapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "'Snapshotl"
shapshotO.description
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snapshotO.createTimeHigh = 309233
snapshotO.createTimeLow = '1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
shapshot0.diskO.node = "'scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk""
shapshotO.diskl.node = "'scsiO:1"

* Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numDisks = "2"

snapshot.lastUlD = "1"

snapshot.numSnapshots = "'1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snhapshotO.displayName = "'Snapshotl"
snapshotO.description = "'
snhapshotO.createTimeHigh = "309233"
shapshotO.createTimeLow = "1291281261"
snapshotO.numDisks = 2"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
shapshotO.diskO.node = *'scsiO:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk"
snapshotO.diskl_node = *'scsiO:1"

e Perform the same steps for each snapshot.
* Save the changes afterward.
9. Add the VM back into the inventory.
Right click on the Inventory; select [Open Virtual Machine].

Mew Yirtual Machine. ..

Cpen Yirkual Machine. ..

10. Browse to the corresponding ${VM-Name}.vmx file.
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Open Virtual Machine E]

To open a wirtual machine in the conzole, select from the list below and click OF.

To open a wirtual machine that iz not in the list, click Browse and select a wirtual machine
configuration file from a local or netwark. drive.

Yh name Configuration file

There are currently no virtual machines available in the [nventony.

[ Ok l [ Cancel ] [ Browse...

11. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

12. Start the virtual machine.

13.2.2.6 How to restore virtual machines to another hypervisor

1. Login to the backup application's user interface.

For VMware Server installation on Windows, double-click on the IDS Business
desktop icon or right-click on the system tray icon:
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-

(5) IDS Backup Business Manager

(2] o]

-

(%) IDS Backup Business Manager

(=]

Wk

IDSW H

e Business
Login Mame . | ussrname
Password : 0000080

["] 3ave password
@ Forgotyour passwerd?

OK Cancel & | [# Options

For VMware Server installation on Linux, enter the following command to

—

L A

1IDS%% H

et Business
Login Mame . |username
Password : ......l.|

[] Save password
@ Forgot your password?

‘2 Language
English

E] Backup Server
https | = | [ids2.online-backupsener.eu

‘U= Proxy Setting
|| Use prozy to access the backup sermver

Type : Proxy
Sock
Address :
Port:
User Name:
Password :
OK Cancel B = Options

-

—

start the IDS Business graphical user interface:

2.

# sh /usr/local/obm/bin/RunOBC.sh &

Select the [Restore] button and the corresponding backup set.
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@Restore @
® Show files as ofJob  |2011/M03/28 | = | [Latest x ! Bhow all files Filter |+
Folders _ Marme Laogical Fath Size Drate Madified
= Eﬂ Backup Server [w] ='| entinkP... [datastorel] 6250.. 294 924 KB2011/03531 16:22 .
&) @ whMware Server 2.0.2 7 [] enwinxP. [datastare1] 6250... 1 KB 2011703031 16:12...
L winP ] enwinxP... [datastoret] G250... 1,181,407 KE2011/03431 16:20...
=] eninxP.. [datastore] 6250, 0 KE2011/03r31 16:23..
] _j entWinxP... [datastore!] G250... 4,194,304 KB2011/03431 1612,
W J entWinxP... [datastorel] 6250... 9 KB2011/03031 16:23..
IZIJ enWinxP... [datastore1] G250... 1T KB2011/03031 16:12...
lzI_J enWinxP... [datastorel] 6250... 1 KB2011/03831 16:23..
[+ :'I emtin®P... [datastare1] 6250 JKB20M11/03031 16:11 ..
W J entWinxP... [datastorel] 6250... 2 KB2011/038031 16:11..
Delete 17 ltems per page . |50 ad Page; - =
[E% Restorefiles to
2 Original location
® Alternate location : | C:lAlternate Location Change &
Search 4 Previous || StartRestore b Cancel

3. Select the virtual machines to be restored and choose [Alternate
location] for restore files to.

4. Click on the [Change] button and browse to the directory path which
you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual
machines will be restored to the specified location.

7. Register the virtual machines on the new hypervisor.

8. For any virtual disk that was not restored (e.g. original backup source
did not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard
disk from the virtual machine's configuration.

For oriqginal virtual machine with no snapshot

1. Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine,
select [Settings].
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Close

Pawer On

Take Snapshot, ..
Rewvert ko Snapshot
Remove Snapshot

Upgrade Yirtual Machine
Rename

Remave Fram Inventary
Delete From Disk

Settings...

3.  For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

Virtual Machine Settings E|
Hardware | Options

Device Surmmary Disk file

Memary 176 ME |Windnws #P Profesgional (2] wmdk |

&= Hard Disk {IDE 0:0) c .

:Hard Disk 2 (IDE 0:1) aplamt_l,- :

%CD-ROM {IDE 1:00} Lising image D:¥ir. . Mawimurn size: 1.00GE  Swstem free: 109 GB

BB Ethernet Bridged

ﬁ Processars 1
Dizk information
Diizk, gpace iz preallocated for this virtual dizk,
Yirtual digk contents are stored in a single file.

Add... ] [ Remove
I 0K ] l Cancel ] l Help ]

4, Start the virtual machine afterward.

For original virtual machine with snapshot

1. Open VMware Server Console.
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2. Under inventory, right click on the newly restored virtual machine,
select [Settings].

Close

Pawer On

Take Snapshot. ..
Rewvert ko Snapshot
Remove Snapshot

Upgrade Yirtual Machine
Rename

Remaowe From Inventory
Delete fram Disk

Settings. ..

3.  For each virtual disk that was not restored, remove the corresponding
[Hard disk] from [Hardware].

Virtual Machine Settings fg|
Hardware | Options
Device Summary Disk file
Mernary 126 ME |Windows ¥F Praofeszional [2]. wmdk |
& Hard Disk (IDE 0:0) .
. Capacity
Using image D:\¥ir. . b awirmurn size: 1.00 GB  Swatemn free: 103 GE
EREthernat Eridged
88 Processors 1
Disk information
Dizk space iz preallocated for thiz virtual disk.
Wirtual dizk. contents are stared in a single file.
Add... l l Remove

kK H Cancel H Help ]

4. Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from
Inventory].
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Close:

Power On

Take Snapshat..,
Revert to Snapshok
Remaove Snapshak

Upgrade virtual Machine

Rename

Remove From Inventory

Delete From Disk,

Settings...

6. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot. lastUlD = "1"

snapshot.numSnapshots = 1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn™

snapshotO.displayName = "'Snapshotl"
shapshotO.description = "'
shapshotO.createTimeHigh = "309233"
snapshotO.createTimeLow = "'1291281261"
shapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
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8.

snapshotO.diskO.node = *'scsi0:0"
snapshotO.diskl.fileName = ""Windows 2008-1.vmdk"

shapshotO.diskl.node = "'scsiO:1"
snapshotO.disk2.fileName = "Windows 2008-2.vmdk"
snapshotO.disk2.node = *scsi0:2"

* Remove the corresponding lines.

snapshot.lastUlD = "1"

snapshot.numSnapshots = "'1"

shapshot.current = "1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "Snapshotl™
shapshotO.description = "'
shapshotO.createTimeHigh = "309233"
snapshotO.createTimeLow = "'1291281261"
shapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
snapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk""
snapshotO.diskl.node = "scsiO:1"

e Perform the same steps for each snapshot.
e Save the changes afterward.
Update the number of virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numbDisks

snapshot.lastUlD = "1"

snapshot.numSnapshots = ""1"

shapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "'Snapshotl"
shapshotO.description
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snapshotO.createTimeHigh = 309233
snapshotO.createTimeLow = '1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
shapshot0.diskO.node = "'scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk""
shapshotO.diskl.node = "'scsiO:1"

* Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numDisks = "2"

snapshot.lastUlD = "1"

snapshot.numSnapshots = "'1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snhapshotO.displayName = "'Snapshotl"
snapshotO.description = "'
snhapshotO.createTimeHigh = "309233"
shapshotO.createTimeLow = "1291281261"
snapshotO.numDisks = 2"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
shapshotO.diskO.node = *'scsiO:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk"
snapshotO.diskl_node = *'scsiO:1"

e Perform the same steps for each snapshot.
* Save the changes afterward.
9. Add the VM back into the inventory.
Right click on the Inventory; select [Open Virtual Machine].

Mew Yirtual Machine. ..

Cpen Yirkual Machine. ..

10. Browse to the corresponding ${VM-Name}.vmx file.

InterDomain Software u. IT Consulting GmbH 228



IDS Business Manager

User Manual
Open Virtual Machine @

To open a wirtual machine in the conzole, select from the list below and click OF.

To open a wirtual machine that iz not in the list, click Browse and select a wirtual machine
configuration file from a local or netwark. drive.

Yh name Configuration file

There are currently no virtual machines available in the [nventony.

[ Ok l [ Cancel ] I Browse...

11. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

12. Start the virtual machine.

13.2.7 How to restore individual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a
new VM.

13.2.1.7 How to restore individual virtual disk to the original VM

The procedure to restore individual virtual disk to the original VM is very
similar to the procedure to restore virtual machine to a new hypervisor.

The main different is that user must select the restore to [Alternate location]
option, and select the directory path to the original VM location.
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® Show files as of Job ;. |2011/03528 [ Late_st x () Show all files Filter [+
Folders _ Mame Lagical Path Size Diate Modified
= H Backup Server [} ='| eméinkP ... [datastore1] 6250 294 924 KB2011003531 16:22 ..
-E»-I:_I E Whiweare Server 2.0.2 [} J eméinkP .. [datastore1] 6250 1 EB2011/032031 1612
L) (S0 winP [} =‘| etWinxP .. [datastore1] 6250... 1,181 407 KB2011/03031 16:20...
1 2] enwinxP... [datastore1] 6260... A0 KBZ011503031 16:23...
3 enyinXP... [datastare1] 6250.. 4,194 304 KB2011/03031 16:12...
[l J entWinxP .. [datastore1] 6250... 9 KB2011003031 16:23..
10| =’| enWWinxP .. [datastore1] 6250.. 1 KB2011003131 16:12...
[ ='| enyVinxP... [datastore1] 6250.. 1 KB2011003531 16:23...
] J enyVinxP... [datastore1] 62460.. FKB2011003531 16:11..
1] enwinxP ... [datastore1] 6240, 2KB2011003531 16:11 ..
Delete 10 [terms per page ; |50 % Page; |- =
[E= Restore files to
) Original location
™ Alternate location © | CAOriginal ¥M's Location Change %
Search A 4 Previous StartRestore B Cancel &

For full instructions, please refer to the above sections.

13.2.2.7 How to restore individual virtual disk to a different VM

1. Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the IDS Business

desktop icon or right-click on the system tray icon:
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-

(5) IDS Backup Business Manager

(2] o]

-

(%) IDS Backup Business Manager

(=]

Wk

IDSW H

e Business
Login Mame . | ussrname
Password : 0000080

["] 3ave password
@ Forgotyour passwerd?

OK Cancel & | [# Options

For VMware Server installation on Linux, enter the following command to

—

L A

1IDS%% H

et Business
Login Mame . |username
Password : ......l.|

[] Save password
@ Forgot your password?

‘2 Language
English

E] Backup Server
https | = | [ids2.online-backupsener.eu

‘U= Proxy Setting
|| Use prozy to access the backup sermver

Type : Proxy
Sock
Address :
Port:
User Name:
Password :
OK Cancel B = Options

-

—

start the IDS Business graphical user interface:

2.

# sh /usr/local/obm/bin/RunOBC.sh &

Select the [Restore] button and the corresponding backup set.
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Reslnre @
® Show files as of Job ;| 201 2/01031 | ™| |Latest . I Show all files Filter [+l
Fnld_grs _ Marre Size Date Modified
= 3 Backup Server ='| Wiin03R 2-x64-flatvmdk 4194 . 201201731 12:23:24
w0 G CentDS4.8-1386 J Win03R 2-x64 . miram SKE 2012001731 10:28:36
: | 1 Cent054.6-x26_G4 ] WinD3R2-x64.vmdk 1EE 2012001731 10:28:30
B[ (5 FreeBSD-8.2-amd6d L] Win03R2-x64 vmsd 1KEB 2012001731 10:28:09
~ A G wWinD3R2-x64 _'| WoinD3R 2-x64 wrmx KB 2012017031 10:28:33
B G0 WinxP-x@6 ] WinD3R 24 wrmd TKB 2012001727 16:46:23
] Win03R2-x64_1-Matvmdk 4194, 201201031 12:23:01
] WinD3R2-x64_1.vmdk 1TEE 2012001731 10:28:31
='| wiriware-1.10g 176 KB 201112120 10:30:49
J WITware-2.1og 95 kKB 201112521 16:32:02
='| WITWware-3.1og 289 KB 2012/01/05 15:39:23
='| vimware-4.log 1,805 . 201201720 17:09:08
___'| wmware-5.log 189 KB 2012/01/27 12:02:37
='| wiTware-6.log 1,148 . 201201530 17:15:45
] wrweare.log FIIKE 201201731 12:23:53
Delete 0 ltems perpage : 50 j' Page: 1/1|=
[Ex Restorefilesto
) Qrriginal location
@ Alternate location © | CAlternate Location Change &
Search 4 Previous || GStartRestore b Cancel £3

3. Select the virtual machines to be restored and choose [Alternate
location] for restore files to.

4. Click on the [Change] button and browse to the directory path which
you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.
6. When the restore process is completed, open VMware Server Console.

7. Under the inventory, powers down the corresponding virtual machine to
be restored to.

8. Right click on the corresponding VM, and select [Settings].
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Close

Pawer On

Take Snapshot, ..
Rewvert ko Snapshot
Remove Snapshot

Upgrade Yirtual Machine
Rename

Remave Fram Inventary
Delete From Disk

Settings...

9. Select [Add] to add the newly restored virtual disk.

Virtual Machine Settings

%]

Hardware | Options
Device Summary
Memory 128 MB
& Hard Disk (IDE 0:0)
&= Hard Disk 2 (IDE 0:1)
%CD-ROM (IDE 1:0) Using image D:\Vir...
BB Ethernet Bridged
ﬁ Processars 1
Add...

temory

Specify the amount of memary allocated ta this virtual
machine. The memory size must be a multiple of 4 MB.

temary for thig virtual machine:

g it

408 & 3600

S Guest 05 recommended minimun: 128ME
& Recommended memary: 25EHB
A& Mawimurm recommended menmarny: 1732mB

[Memary swapping may occur beyond this size]

’ 0Ok ” Cancel ” Help

10. Select [Hard Disk] and then [Next].
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()

Add Hardware Wizard

Hardware Type
WWhat type of hardware dao pou want ta install?

Hardware types: Explanation
Add a hard disk.

(24 0vD /CD-ROM Drive
Floppy Drive

BB Ethernet Adapter

1) Sound Adapter

@ USE Contraller

@ Serial Port

e Parallel Port
eGeneric SCSI Device

[ < Back “ R ll Cancel l

11. Choose the option to [Use an existing virtual disk].

Add Hardware Wizard &l

Select a Dizk
Which disk do wou want this drive to uze?

Disk.

() Create a new virtual disk.

A wirtual digk is composed of one or more files on the host file system, which will
appear as a single hard disk to the guest operating system. Virtual disks can
eazily be copied or moved on the game host or between hosts.

(%) Uze an existing wirtual dizk
Chooze thiz option to reuse a previously configured digk.

() Usze a physical disk [for advanced users)
Choosge thiz option to give the wirtual machine direct access to a local hard disk.

[ < Back “ Mext l[ Cancel ]

12. Click [Browse] and browse to the newly restored virtual disk.
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Add Hardware Wizard E|
Select an Existing Digk
Which previously configured disk would vou like to uze?
E wisting disk file
| [ Browse...
[ < Back “ Finizh l [ Cancel ]

13. Follow the instruction provided in the [Add Hardware] wizard.

14. Start the virtual machine.
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13.3 Backup virtual machines running on VMware Fusion

13.3.1 Supported versions

The VMware VM backup module is supported for the following VMware Fusion
version:

VMware Fusion 3
VMware Fusion 4

For more details, please refer to InterDomain Help Centre Article:
https://help.InterDomain.com/openArticle.aspx?aid=2323

13.3.2 Requirements and recommendations

Please ensure that the following requirements are met by the VMware Fusion
machine:

1.

IDS Business version 6.7 or above is installed.

Note:
Resource allocation for both VM hosting and backup operation must be
taken into consideration.

IDS Business is installed on the VM Fusion machine.

For VMware Fusion 4, the application bundle must be located under
/Applications.

/Applications/VMware Fusion.app/Contents/Library

Otherwise, please move the application bundle to /Applications.

Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.

It is recommended that the datastore have disk space of the largest
sized virtual machine to be backed up.

It is recommended that the temporary directory have disk space of at
least 50% of the largest sized virtual machine to be backed up.

It is recommended that the temporary directory be configured on a local
drive.

It is recommended that the temporary directory is not configured on the
same partition which the operating system is installed on.

InterDomain Software u. IT Consulting GmbH 236




IDS Business Manager
User Manual

9. Consider performing routine recovery test to ensure your backup is
setup and performed properly.

13.3.3 Limitations
The following are limitations of the VMware VM backup module:
1. Boot Camp virtual machine is not supported.
2. For backup of individual virtual disk, the restored virtual machine does
not support the reversion of previous snapshots, if the snapshot

contains disks which are not previously backed up by IDS Business.

3. Independent Disk is not supported. For virtual machines with
Independent Disks, those disks will not be backed up.

13.3.4 Overview

The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Commands are issued to the hypervisor to create snapshot of the virtual
machine for backup.

4. Server and local file lists are compared to determine which file will be
uploaded.

5. Delta file is generated for modified file (if necessary).

6. Existing, and snapshot data are encrypted, compressed, and streamed
to the backup server.

7. Commands are issued to the hypervisor to remove snapshot created for
backup.

8. Backup completed successfully.

13.3.5 How to backup virtual machines on VMware Fusion
Refer to the following instructions to backup VM running on VMware Fusion:

1. Login to the backup application's user interface.
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[7] Save password
@ Forgot your password?

User Manual
F - =
(2) IDS Backup Business Manager ol | (2) IDS Backup Business Manager e
IDS‘}}\ r IDS‘}}\ r
e Business et Business
Login Name: |username Login Mame : [username
Pasoword : (I 11 TT11T] Pagsoword : [ I1 1 TT11T]

[7] Save passwaord
@ Forgot your password?

OK Cancel B |+ Options ‘ta Language
— Cnglish = nl
l:i] Backup Server
hitps | = | ids2.online-backupserver.eu -
U= Prox Setting
[7) Use proxy to access the backup server
Type - % Proxy
Sock
Address :
Port
UserMame :
Password .
oK Cancel B = Options
2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.
E; Backup Set
Name : | Backup Set
Type : |File Backup -
File Backup -
MySOL Backup
Oracle Database Server Backup
MNext » Cancel £
3. Create a VMware VM Backup set by selecting [VMware VM Backup] from
the backup set type dropdown menu.
4. Enter the corresponding information required:
238
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- NeNe New Backup Set Wizard

&; Backup Set

Name : |Backup Set

Type : |VMware VM Backup A

¥ VMware Host

Product : VMware Fusion 3 | 4 A

Username : | root

Password : (eeess

Host: 127.0.0.1

Next »

Menu Items Description
Name Enter a backup set name of your choice.
Type Select backup set type [VMware VM Backup].

VMware Host Version

Select host version, for example [VMware Fusion].

Username Enter the username of the hypervisor administrator.
Password Enter the password of the hypervisor administrator.
Host Default to 127.0.0.1, as IDS Business must be

installed on the hypervisor.

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.
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< NONe New Backup Set Wizard

v Ly vMware Fusion 3 | 4
v [0 5 Solaris 10
[0 &3 Solaris 10.vmdk
¥ [ (3 Windows XP Professional-32bit
£ Virtual Disk.vmdk
3 Windows XP Professional-32bit-000005.vmdk

4 Previous

3

Next »

7. Alternatively, select individual virtual disk for backup by expanding the

corresponding VM sub tree.

8.0 New Backup Set Wizard

v L% vMware Fusion 3 / 4
v [J (51 solaris 10
[ &2 Solaris 10.vmdk
v [ (T3 Windows XP Professional-32bit
[ &= virtual Disk.vmdk
&5 Windows XP Professional-32bit-000005 .vmdk

41 Previous

3

Mext »

Important:

For backup of VM with snapshot, backup of the whole VM is highly
recommended (instead of selective virtual disk).

The restoration process for individual virtual disk requires manual

editing of VM configuration files.

In-depth knowledge on VMware product is required.

8. Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the

same backup set
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9. Select an encryption setting for your backup set.
10. Press the [OK] button to complete the configuration of backup set.
11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.

InterDomain Software u. IT Consulting GmbH 241



IDS Business Manager
User Manual

13.3.6 How to restore virtual machines on VMware Fusion
Refer to the following instructions to restore VM running on VMware Fusion.
VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor. The
VM will be restored as a new virtual machine.

. If the VM to be restored still exist on the original hypervisor. The
existing VM will be replaced by the backed up version.

13.3.1.6 How to restore virtual machines to the original hypervisor

1. Login to the backup application's user interface.

(%) IDS Backup Business Manager l = i (5) 1DS Backup Business Manager l — i
IDE}\}'L H IDS\\}! H
et Business e Business
Login Mame : |username Login Mame : | username
Password : 20000000 Password : 20000000
Save password Save password
@ Forgot your password? @ Forgot your password?
0K Cancel £ [# Options ‘= Language
—_— Fnglish - i
l:| Backup Server
hilps | = | [lds2.online-packupsener.eu 2

ﬂﬂ Proxy Setting
Use proxy to access the backup server

Type : Proxy
Sock
Address
Part:
UserMame:
Password :
oK Cancel £ = Options

|
h

2. Select the [Restore] button and the corresponding backup set.
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W

Please select the backup set

Backup Set

Delete all files T

Cancel =
P

Next »

3. Select the virtual machines to be restored and choose [Original Location]

for restore files to.

W

Folders
v ﬂ Backup Server
{51 FreeBSD 64-bit

Delete 11

[E= Restore files to
™ Original location
) Alternate location :

Search =

@ Show files as of Job : [2011,/09/17 |~

Latest -

MName
j FreeBSD 64-bit-0-000001.vmdk
j FreeBSD 64-bit-0-000002.vmdk
j FreeBSD 64-bit-0-000003.vmdk
] FreeBSD 64-bit-0-flat.vmdk
] FreeBSD 64-bit-0.vmdk
j FreeBSD 64-bit-000001.vmdk
j FreeBSD 64-bit-000002.vmdk
j FreeBSD 64-bit-000003.vmdk
] FreeBSD 64-bit-5napshotl.vmem
] FreeBSD 64-bit-Snapshotl.vmsn

] FreeBSD 64-bit-Snapshotl62.vmsn
| ] FreeBSD 64-bit-Snapshotl65.vmsn

] FreeBSD 64-bit.nvram
] FreeBSD 64-bit.vmdk

1 FreeBSD 64-bit.vmsd

ltems per page : |50 =

4 Previous

1 Show all files

j FreeBSD 64-bit-Snapshotl62.vmem 256 MB 2011/09/17 10:58:16

j FreeBSD 64-bit-Snapshotl65.vmem 256 MB 2011/09/17 11:02:37

Filter [#

Size Date Modified
12.3..2011/09/17 10:57:40 | =
1.1 MB 2011/09/17 11:02:07
1.1 MB 2011/09/17 11:15:16

8 GE 2011/09/09 00:28:26

496__. 2011,/09/09 00:26:30
60.9 . 2011/09/17 10:57:40
1.2 MB 201109717 11:02:07
2.4 MB 2011,/09/17 11:15:16

1GB2011/09/09 00:29:33
1.2 MB 2011,/09/09 00:29:33

1.1 ME 2011,/09/17 10:58:15

1.1 ME 2011,/09/17 11:02:36
B KB 2011/09/14 17:59:55
4.1 GE 2011,/09/09 00:28:26
1 KB 2011/09/17 11:04:59 |7

Page: |1 /1|~
Change
Start Restore P | Cancel &
Pz

4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist

on the hypervisor.
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[ NONS! Replace Virtual Machine
The Virtual machine “FreeBSD 64-bit” already exists.
I Replace existing virtual machine?
L]
| Apply to all Yes L4 || No

6. When the restore process is completed, the virtual machines will be
restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source
did not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard
disk from the virtual machine's configuration.

For original virtual machine with no snapshot
1. Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].

ann Virtual Machine Library
eliml (Ao B :

Delete Szart Uip

Start Up

Senmings... falaris 10
Snapshats...
Get Info...

Show Windows
Show in Finder

Delete

Craate Maw Migrate [uisting PC Learn Mare

3. Select [Hard Disk].
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[Close l [ShowAII ] Settings

System Settings

B B =« D B B =

Ceneral Sharing Default Applications Processors & Display Printer
Applications Menu Memory

Removable Devices

& o @ 8 i

Metwork Hard Disk CD/DVD Sound Card USE &
Adapter (IDE) (IDE) Bluetooth
Other

=\ T
_ e Wk

Startup Disk  Encryption Compatibility Adwvanced

4. For each virtual disk that was not restored, remove the corresponding
hard disk by pressing [Remove Hard Disk].

ard Dik 2 (0B

File name: | | Virtual Disk-000001.vmdk 5 ]
Disk size: O 1.00 GB
Advanced options Revert Apply
Bus type: |DE =

Pre-allocate disk space
v! Split into 2 GB files

( sk )
[ Remove Hard Disk ) @

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

5. Start the virtual machine afterward.

For original virtual machine with snapshot

1. Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].

InterDomain Software u. IT Consulting GmbH 245



IDS Business Manager
User Manual

N Yalal

DLy

Start Up

alaris 10

Senmings...
Snapshats...
GCet Info...

Show Windows
Show in Finder

Delete

Creane New

3. Select [Hard Disk].

Migrate Duisting PC

Virtual Machine Library

[Alo B a s s = 21 (o]l]

Windews TP Predessional- 12

Delete Szart Uip

Learn More

Applications Menu

Removable Devices

&€ o @ 8

Network Hard Disk CD/DVD Sound Card
Adapter (IDE) (IDE)
Other
? | _)" 5 l"\_ H 5 iy
|| @A =n é‘.?j
Startup Disk  Encryption Compatibility Advanced

[ Close l [ Show All ] Settings Add Device...
System Settings
i By -
s = =
2 @B |« [T =
General Sharing Default Applications Processors & Display Printer

Memory

0

USE &
Bluetooth

4. For each virtual disk that was not restored, remove the corresponding
hard disk by pressing [Remove Hard Disk].
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ard Disk 2 (0B

File name: | [Z] Virtual Disk-000001.vmdk |

L
—

Disk size: C] 1.00 GB

v Advanced options Revert Apply
Bus type: |DE .

Pre-allocate disk space
vl Split into 2 GB files

( sk )
[ Remove Hard Disk ) @

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

5. Remove the VM from the Virtual Machine Library Window.
6. Locate the virtual machine's folder location on the hypervisor.

7. Control click on the VM, select [Show Package Contents].

eno (] Virtual Machines ]
(<[] A = O a
DEVICES P Narme 4| Date Modified Size
Bl iDisk > Jocalized Aug 27, 2011 4:07 AM -
=} osx10.6 @ Solaris 10 Today, 5:18 PM --
! osx10.4 | @ Windows XP Professional-32bit Open ;
. O5X10.5 Open With

=4 0sX10.7

=} Macintosh_HD Show Package Contents

Move to Trash

SHARED
(=] 192.168.5.9 - Get Info

= 12f-conf-room (root) Compress “Windows XP Professional-32hit"

[ alan-wong -/ Burn “Windows XP Professional-32bit” to Disc...
El alex-cheng Duplicate

B andy-lau Make Alias

et Quick Look "Windows XP Professional-32bit"

& bean-lam Copy "Windows XP Professional-32bit"
@ All...
3 Show View Options
PLACES = d
P < : —  Label:
3 items, 97.54 GE avail %
Important:

Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

8. Delete the lines of the removed virtual disk.
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* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot.lastUID = "1"

snapshot.numSnapshots = ""1"

shapshot.current = "1"

shapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "'‘Snapshotl"
snhapshotO.description = "'
snapshotO.createTimeHigh = ""309233"
snapshotO.createTimeLow = '1291281261"
snapshotO.numDisks = 3"
snapshotO.diskO.fileName = ""Windows 2008-1.vmdk"
shapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk""
shapshotO.diskl.node = "'scsiO:1"
snapshotO.disk2.fileName = "Windows 2008-2.vmdk""
snapshotO.disk2.node = "scsi0:2"

* Remove the corresponding lines.

snapshot.lastUlD = "1

snapshot.numSnapshots = 1"

snapshot.current = 1"

snapshotO.uid = 1"

snhapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snhapshotO.displayName = "'Snapshotl"
shapshotO.description = "'
shapshotO.createTimeHigh = ""309233"
shapshotO.createTimeLow = "1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk""
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk""
snapshotO.diskl.node = *'scsi0:1"

* Perform the same steps for each snapshot.

* Save the changes afterward.
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9. Update the number of virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

snapshot.lastUlD = "1

snapshot.numSnapshots = 1"

snapshot.current = "1

snhapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "'Snapshotl"
shapshotO.description = "
shapshotO.createTimeHigh = ""309233"
shapshotO.createTimeLow = "1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk"
snapshotO.diskl.node = *'scsi0:1"

* Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numbDisks = "2"

snapshot.lastUID = "1"

shapshot.numSnapshots = ""1"

shapshot.current = "1"

shapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snhapshotO.displayName = "'Snapshotl"
snapshotO.description = "'
snapshotO.createTimeHigh = ""309233"
snapshotO.createTimeLow = *"1291281261"

snapshotO.numDisks = *2"
snapshotO.diskO.fileName = ""Windows 2008-1.vmdk"
snapshotO.diskO.node = *'scsi0:0"
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snapshotO.diskl.fileName = ""Windows 2008-1.vmdk™
snapshotO.diskl.node = "scsiO:1"

* Perform the same steps for each snapshot.

* Save the changes afterward.
10. Add the VM back into the Virtual Machine Library Window.
11. Remove any existing snapshot.

Important:

The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

12. Start the virtual machine.

13.3.2.6 How to restore virtual machines to another hypervisor

1. Login to the backup application's user interface.

-

G) IDS Backup Busincss Manager l = ﬂ:h G) IDS Backup Busincss Manager l = H&
[DS\\E\- H [DS\\E\- H
e Business e Business
Login Name: username Login Mame : |usermname
Password : 00000000 Password : 00000000
Tl Save password | Save password
@ Forgot your password? @ Forgot your password?
0K Canrcel B+ Options = Language
e - English b i

E] Backup Server
hitps | = | [ids2.online-backupserver.eu i

= Proxy Setting
| Use proxy to access the backup server

Type . Pruxy
Sock
Address
FPart:
UserName:
Password :
DK Cancel B = Optuons

2. Select the [Restore] button and the corresponding backup set.
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= Backup Server

PR
Delete 1
% Restore files to

Original location
@ Alternate location :

Search %

=

1 windows XP Professic[#

-
JENNERAEAREREREE

Jvar/root

] Vvirtual Disk-000001-5001.vmdk
] virtual Disk-000001.vmdk

] Vvirtual Disk-s001.vmdk

] virtual Disk.vmdk

] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
j Windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
j Windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
_:'I Windows XP Professional-32bit-0000...
j Windows XP Professional-32bit-0000. .
:'] Windows XP Professional-32bit-0000...

-1 Windows XP Professional-32bit-0000..

ltems per page : 50

4 Previous

192 KB2012/02/03 16:..
276 bytes2012/02/03 16:..
192 KB2012/02/03 16:..
484 bytes2012/02/03 16:._.|
9.1 MB2011/11,/18 18:...}
4.9 MB2011/11/18 18:...]
320 KB2011/11/18 18:__ |
320 KB2011/11/18 18:_.§
320 KB2011/11/18 18:...|
320 KB2011/11/18 18:._.§
320 KB2011/11/18 18:_.}
320 KB2011/11/18 18:_.§
320 KB2011/11/18 18:__.}
320 KB2011/11/18 18:...}
8.1 MB2011/11/18 18:...|
320 KB2011/11/18 18:_..
320 KB2011/11/18 18:..."™
m| Page: |[1/3|:

Change &

Start Restore b

Cancel &
%

User Manual
[ o N Restore
i Show files as of Job : (2012/02/03 | = | Latest - ) Show all files Filter 1+
Folders Name Size Date Modified

-

3. Select the virtual machines to be restored and choose [Alternate
location] for restore files to.

you would like to restore the data to.

Click on the [Change] button and browse to the directory path which

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual

machines will be restored to the specified location.
Register the virtual machines on the new hypervisor.

For any virtual disk that was not restored (e.g. original backup source
did not include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard
disk from the virtual machine's configuration

For oriqginal virtual machine with no snapshot

1. Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].
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N Yalal

DLy

Start Up

alaris 10

Senmings...
Snapshats...
GCet Info...

Show Windows
Show in Finder

Delete

Creane New

3. Select [Hard Disk].

Migrate Duisting PC

Virtual Machine Library

[Alo B a s s = 21 (o]l]

Windews TP Predessional- 12

Delete Szart Uip

Learn More

Applications Menu

Removable Devices

&€ o @ 8

Network Hard Disk CD/DVD Sound Card
Adapter (IDE) (IDE)
Other
? | _)" 5 l"\_ H 5 iy
|| @A =n é‘.?j
Startup Disk  Encryption Compatibility Advanced

[ Close l [ Show All ] Settings Add Device...
System Settings
i By -
s = =
2 @B |« [T =
General Sharing Default Applications Processors & Display Printer

Memory

0

USE &
Bluetooth

4. For each virtual disk that was not restored, remove the corresponding
hard disk by pressing [Remove Hard Disk].
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| Close | [ show Al | Hard Disk 2 (IDE)

File name: r 2] Virtual Disk-000001.vmdk |

L
e

Disk size: O 1.00 GB

v Advanced options Revert Apply

'

Bus type: |DE =

Pre-allocate disk space
v! Split into 2 GB files

( <k )
L Remove Hard Disk ) @

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

5. Start the virtual machine afterward.

For original virtual machine with snapshot
1. Open the Virtual Machine Library Window.

2. Right click on the newly restored virtual machine, select [Settings].

.. X — LI
=l [Ale 8 a v s = 2] (o))

Windews TP Predessional- 12 Delete Szart Uip

Start Up

Senmings... falaris 10
Snapshats...
Get Info...

Show Windows
Show in Finder

Delete

Craate Maw Migrate [uisting PC LEarn Mare
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3. Select [Hard Disk].

[Close l [Shuw.ﬁ.ll ] Settings

System Settings

B B = D B B =

Ceneral Sharing Default Applications Processors & Display Printer
Applications Menu Memory

Removable Devices

& o @ 8 BB

MNetwork Hard Disk CD/DVD Sound Card USE &
Adapter {(IDE) (IDE) Bluetooth
Other

2 e = &

Startup Disk  Encryption Compatibility Advanced

4. For each virtual disk that was not restored, remove the corresponding
hard disk by pressing [Remove Hard Disk].

| Close | [ show Al | Hard Disk 2 (IDE)

File name: | =] Virtual Disk-000001.vmdk I

L
e

Disk size: O 1.00 GB

v Advanced options Revert Apply
Bus type: |DE =

Pre-allocate disk space
v! Split into 2 GB files

( <k )
L Remove Hard Disk ) ®

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

5.  Remove the VM from the Virtual Machine Library Window.
6. Locate the virtual machine’s folder location on the hypervisor.

7. Control click on the VM, select [Show Package Contents].
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eanon [] Virtual Machines —
(] EBos] (o] Q \

DEVICES T. Narme 4| Date Modified Size
B iDisk | Jocalized Aug 27, 2011 4:07 AM --
T OSX10.6 | @ Solaris 10 Today, 5:18 PM -
=1 oSX10.4 HI @ Windows XP Professional-32bit Open ]
= 0SX10.5 : Open With
=] 0sX10.7 |
| Macintosh_HD | Show Package Contents
| Move to Trash
SHARED |
(= 192.168.5.9 - Get Info
12f-conf-room (oot} [ Compress “Windows XP Professional-32bit"
8 alan-wong o/ Burn_“Windows XP Professional-32bit" to Disc...
(B alex-cheng Dupllcat'e
N andy-lau Malke Alias - ' .
B angela-cheung Quick Look "Windows XP Professional-32bit
I8 bean-lam Copy "Windows XP Professional-32bit”
@ Al
3 Show View Options
PLACES
_____________ __]
I - Ml - = Label:
3 items, 97.54 GB a\ralli
BELLLLLLL
Important:

Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on VMware product.

8. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot. lastUlD = "1"

snapshot.numSnapshots = 1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn
snapshotO.displayName = "'Snapshotl"
shapshotO.description = "'
shapshotO.createTimeHigh = ""309233"
shapshotO.createTimeLow = "'1291281261"
shapshotO.numDisks = "3"
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snapshotO.diskO.fileName = ""Windows 2008-1.vmdk™
snapshotO.diskO.node = *scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk""
snhapshotO.diskl.node = "'scsiO:1"
snapshotO.disk2.fileName = "Windows 2008-2.vmdk"
snapshotO.disk2.node = "scsiO:2"

* Remove the corresponding lines.

snhapshot.lastUlD = "1"

snhapshot.numSnapshots = "'1"

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

""Snapshotl1™

shapshotO.displayName
shapshotO.description =
shapshotO.createTimeHigh = "309233"
shapshotO.createTimeLow = "1291281261"
shapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk""
snapshotO.diskO.node = "scsi0:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk""
snapshotO.diskl.node = "scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
9. Update the number of virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following
location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

snhapshot.lastUlD = "1"

shapshot.numSnapshots = ""1"

shapshot.current = "1"

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn®

snapshotO.displayName = "'‘Snapshotl"
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snapshotO.description =
snapshotO.createTimeHigh = 309233
shapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = "3"
snapshotO.diskO.FfileName = "Windows 2008-1.vmdk"
snapshotO.diskO.node = "'scsi0:0"
snapshotO.diskl.fileName = "Windows 2008-1.vmdk""
shapshotO.diskl.node = "'scsiO:1"

* Modify the line from:
snapshot0.numbDisks = "3"
To

snapshot0.numDisks = "2"

snapshot. lastUlD = "1"

snapshot.numSnapshots = "1

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn'

snapshotO.displayName = "'Snapshotl"
shapshotO.description = "'
snapshotO.createTimeHigh = ""309233"
shapshotO.createTimeLow = "'1291281261"
snapshotO.numDisks = 2"
snapshotO.diskO.fileName = "Windows 2008-1.vmdk""
shapshotO.diskO_.node = *'scsiO:0"
snapshotO.diskl._fileName = "Windows 2008-1.vmdk"
snhapshotO.diskl_node = *'scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
10. Add the VM back into the Virtual Machine Library Window.
11. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous

snapshots if they contain virtual disks not restored.

12. Start the virtual machine.
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13.3.7 How to restore i

ndividual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a

new VM.

The procedure to restore individual virtual disk to the original VM is very

13.3.1.7 How to restore individual virtual disk to the original VM

similar to the procedure to restore virtual machine to a new hypervisor.

The main different is that user must select the restore to [Alternate location]
option, and select the directory path to the original VM location.

=

¥ | Backup Server
1 Windows XP Professit[]

] Virtual Disk-000001-5001.vmdk
] Vvirtual Disk-000001.vmdk

] virtual Disk-s001.vmdk

] Virwal Disk.vmdk

NERAERERREEREEEE

-
-

Delete
[E% Restore files to

Original location

@ Alternate location : | /var/root

Search %

=1 Windows XP Professional-32bit-0000..

ltems per page : |50 |=

4 Previous

=] Windows XP Professional-32bit-0000. ..
_:'I Windows XP Professional-32bit-0000...
j Windows XP Professional-32bit-0000. .
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
_j Windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
;'I Windows XP Professional-32bit-0000...
-] Windows XP Professional-32bit-0000...
j Windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...

(= NN Restore
@ Show files as of Job : [2012/02/03 = | Latest - 1+ Show all files Filter =
Folders Name Size Date Modified

192 KB2012/02/03 16:..
276 bytes2012/02/03 16:..
192 KB2012/02/03 16:..
484 bytes2012/02/03 16:...0
9.1 MB2011/11/18 18:._..}
4.9 MB2011/11/18 18:...}
320 KB2011/11/18 18:._ |
320 KB2011/11,/18 18:._§
320 KB2011/11/18 131...;
320 KB2011/11,18 18:..§
320 KE2011/11/18 18:...}
320 KB2011/11,/18 18:._.}
320 KE2011/11/18 18:...§
320 KB2011/11/18 18:...}
8.1 MB2011/11/18 18:._}
320 KB2011/11/18 18:...
320 KB2011/11/18 18:...
' Page: [1/3|=

Change &

Start Restare P

Cancel &
4

For full instructions, please refer to the above sections.

13.3.2.7 How to restore individual virtual disk to a different VM

1. Login to the backup application's user interface.
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hitps | = | lids

l:é] Backup Server

= Prow Setting
[T Use proxy to access the backup server

User Manual
I N Rl
(%) IDS Backup Business Manager ] (2) IDS Backup Business Manager ]
lns‘“\. H lns‘“\. H
== Business =i Business
Login Mame : |username Login Mame : |usermname
Password (I I XTI TT] Password (I I TTTIT]T]
[T 2ave passwaord [T save password
@ Forgot your password? @ Forgot your password?
OK Cancel & [+ Options ‘= Language
— Cnglish = L

2.online-backupserver.eu

Type: % Proxy
Sock
Address :
Port
UserMame :
Password .
oK Cancel B = Options
L'— 1 5
2. Select the [Restore] button and the corresponding backup set.
800 Restore
i@ Show files as of Job : |2012/02/03 > | |Latest - ) Show all files Fiﬁer [#]
Folders — Name Size Date Modified
¥ o Backup Server ] Virtual Disk-000001-s001.vmdk 192 KB2012/02/03 16:...|=
1 Windows XP Professic[# 3 Virtual Disk-000001.vmdk 276 bytes2012/02/03 16: _|
1 Virtual Disk-s001.vmdk 192 KB2012/02/03 16:...| |
] Virtual Disk.vmdk 484 bytes2012/02/03 16:._.
=1 Windows XP Professional-32bit-0000. . 9.1 MB2011/11/18 18:...
-] Windows XP Professional-32bit-0000... 4.9 MB2011/11/18 18:...
J Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
] Windows XF Professional-32bit-0000. .. 320 KB2011/11/18 18:...
] Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
3 windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
J Windows XP Professional-32bit-0000. .. 320 KB2011/11/18 18:...
J Windows XP Professional-32bit-0000_.. 320 KBZ2011/11/18 18:_..
=1 Windows XP Professional-32bit-0000. .. 320 KB2011/11/18 18:_..
='|' Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
J Windows XP Professional-32bit-0000. .. 8.1 MB2011/11/18 18:...
7] ='| ‘Windows XP Professional-32bit-0000... 320 KB2011/11/18 15;....i.
e - [/ 51 windows XP Professional-32bit-0000. .. 320 KB2011/11/18 18:... '_ﬁ
Delete 171 ltems per page : |SO0 | =| Page: [1/3|=
[F% Restore files to
7 Original location
@ Alternate location : | /var/root Change %
Search & 4 Previous Start Restare P Cancel & L,
3. Select the virtual machines to be restored and choose [Alternate

location] for restore files to.
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4. Click on the [Change] button and browse to the directory path which
you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.
6. Open the Virtual Machine Library Window.
7. Powers down the corresponding virtual machine to be restored to.

8. Right click on the corresponding VM, and select [Settings].

800 o Veved Machion Uibray
edimliAlo 8 & w & s 2 [Jdl)

Windews TP Predessional- 12 Delete Szart Uip

Start Up

Senmings... falaris 10
Snapshats...
Get Info...

Show Windows
Show in Finder

Delete

9. Select [Add Device] to add the newly restored virtual disk.
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10. Select [Existing Hard Disk].

11.

12.
13.

14.

| Close | | Show Al |

Settings

Add Device...

System Settings

2

GCeneral Sharing

Removable Devices

& =

Metwork Hard Disk
Adapter (IDE}
Other
[ o)
i @
Startup Disk  Encryption

=
==

Default
Applications

(]
L

CD/DVD

(IDE)

7 [

Applications Processors &
Menu Memory

0

USE &
Bluetooth

Q!

Sound Card

Compatibility Advanced

H =

Display Printer

[ Close l [ Show All ] Add Device
Choose a device to add:
i, » —
@ i | | -
Network Adapter CD/DVD Drive New Hard Disk Existing Hard Floppy Drive

Disk

& —

Serial Port Parallel Port

In the Open dialog, navigate to the location of the newly restored hard

disk file.

Select the method for adding the virtual hard disk file.

Click [Open] and [Apply].

Start the virtual machine.
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13.4 VMware Player and Workstation

13.4.1 Supported versions

The VMware VM backup module is supported for the following VMware Player
and Workstation versions:

. VMware Player 3.0
. VMware Player 4.0

. VMware Workstation 6.0
. VMware Workstation 6.5
. VMware Workstation 7.0
. VMware Workstation 8.0

13.4.2 Backup and restore of virtual machines on VMware Player
and Workstation

Backup and restore procedures for VM running on VMware Player and
Workstation are very similar to that of VM running on VMware Server.

Please refer to the VMware Server section of this guide for more details.

13.5 Independent disk for VMware virtual machine

Online (active) backup cannot be performed on virtual machines with
Independent Disk. A snapshot cannot be created for an Independent Disk.

If a VM with Independent Disk is online during backup, IDS Business will skip
the backup of any Independent Disk.

When the virtual machine is restored to original hypervisor, Independent Disk
that was not backed up will be missing. To allow the VM to be powered on,
please remove the missing disk from the restored VM.

1. Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine,
select [Edit Settings].

InterDomain Software u. IT Consulting GmbH 262



IDS Business Manager

User Manual

Pawer
Guesk
Snapshot

@ Cpen Console

5 Edi Settings. .

Add Permission...  Ckrl4+P
Report Performance. ..

Rename

3. For each Independent Disk that was not restored, remove the
corresponding [Hard disk] from [Hardware].

[% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware lOptinns | Resources |

[ Show Al Devices Add. .. Remove ‘
Hardware SUrnary

BE Memory 1500 ME

I crus 4

Q Videa card Video card

= VMCI device Restricked

% COJDYD Drive 1 Client Device

BB Metwork adapter 1 101.0 Metwork

BB Metwork adapter 2 VLAM-104

@. SCSI contraller 0 LSI Logic Parallel

&= Hard disk 1 Wirtual Disk,

= Hard disk 2 Yirkual Disk |
= Harddisk 3 Wirtual Disk,

Disk File

Wirkual Machine Yersion: 7

|[datastore4] Windows 2008 Exchange 2007 +Ww-1/Window

Disk Provisioning
Tvpe:

Provisioned Size:

Maximum Size {GE):

Yirkual Device Node

Thick.

s0- |e8 |

256.00

|SCSL{0:1) Hard disk 2

Mode
v Independent

[

Independent disks are nok affected by snapshats,

¥ Persistent

Zhanges are immediately and permanently written to

the disk.

" Monpersistent

Changes to this disk are discarded when you power

of f ar revert to the snapshot,

Help

oK | Zancel ‘

A

In some cases, the corresponding VM may not work properly because of the

missing disk.
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14 Backup / Restore Microsoft Virtual Machines

This chapter describes in detail how to backup and restore virtual machine
running on Microsoft Hyper-V Server with IDS Business.

14.1 Backup virtual machines running on Hyper-V Server
(non-cluster environment)

14.1.1 Requirements and recommendations
Please ensure that the following requirements are met by the Hyper-V server:
1. IDS Business version 6.7 or above is installed on the Hyper-V server.
2. The Hyper-V management tools are installed on the Hyper-V server.

3. Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.

4. Itis recommended that the temporary directory have disk space of at
least 50% of the largest sized virtual machine to be backed up.

5.  For backup of virtual machine with snapshot, backup of the whole VM
instead of individual disk is highly recommended.

14.1.2 Limitations
The following are limitations of the MS VM backup module:

1. Virtual machine backed up with the MS VM backup module can only be
restored to the original Hyper-V server.

2. Backup of virtual machine with pass through disk (directly attached
physical disk) is not supported.

3. For virtual machine with snapshot, the restoration process for individual
virtual disk requires manual editing of VM configuration files.

In-depth knowledge on Hyper-V is required.

4. The virtual machine cannot start up if the guest operating system virtual
disk is not restored.

5. Restore of individual virtual disk to a different virtual machine is only
supported for virtual disk with no snapshot.
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6.

For backup of individual virtual disk, the restored virtual machine does
not support the reversion of previous snapshots, if the snapshot
contains disks which are not previously backed up by IDS Business.

14.1.3 Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.

Commands are issued to the hypervisor to create snapshot (memory
dump) of the virtual machine with Volume Shadow Copy.

Important:
The corresponding virtual machine will be paused during the snapshot
process, and resume when the snapshot is completed.

Do not attempt to start the virtual machine while it is in the saving state.
The snapshot created may be invalid.

Furthermore, the corresponding virtual machine uptime will also be
reset to 00:00:00 in the Hyper-V Manager.

After generating all files, the files are copied to the temporary spool
path and upload to IDS Backupserver.

Commands are issued to the hypervisor to remove the Volume Shadow
Copy snapshot created.

Backup completed successfully.

InterDomain Software u. IT Consulting GmbH 265



IDS Business Manager
User Manual

14.1.4 How to backup Microsoft virtual machines

Refer to the following instructions to backup VM running on Microsoft Hyper-V
Server:

1.

Login to the backup application's user interface.

(%) IDS Backup Business Manager

= ot S

-

(3) IDS Backup Business Manager

= e

b5 ) .

e Business
Login Mame . [username

(1 1l 111].1]

Save password

FPassword :

@ Forgot your password?

OK Cancel B

+ Qptions

—

Select the [Backup Settings] button and the

Backup Set Wizard.

Wk
[[=1=3%4 % r
e=:Business
Login Mame : |username
Fassword: |eeeseeee

Save password
@ Forgot your password?

“ Language
English A

E] Backup Server
hitps | = | ids2.online-backupserver.eu -

= Proxy Setting
Use proxy to access the backup server

Type : Proxy
Soc
Address
FPaort:
UserName:
Password
oK Cancel £ = Options

button to start the New

Create a MS VM Backup set by selecting [MS VM Backup] from the
backup set type dropdown menu.
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New Backup Set Wizard E3

& Backup Set
Mame: Backup Set
Type . M5 Backup -
- _ S Sl Server Backup -
vn MICHyecal Backup
Wersion | nracle Database Server Backup

System State Backup

ShadowProtect Systern Backup
WS Windows System Backup
ME W Backup

Whiware Wi Backup T

Mext » Cancel £

4. Select the version of the hypervisor.

New Backup Set Wizard E3

& Backup Set
Mame: Backup Set
Type . M5 Backup -

£ Microsoft v Host
version . Microsoft Hyper-V Server R2 -
Microsoft Hyper-v Server -

Microsoft Hyper-V Server R2
Microsoft Hyper-V Server R2 (Failover Clusten S

Mext » Cancel £

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.
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New Backup Set Wizard E3

=25 Microsoft Hyper-Y Server R2
= 58 WIN-Hyperv
Bl 5 WinxP_Pra (1.102)
a WinkP_Proxvhd
‘[ £2 Second Virtual Hard Diskyh

4 Previous Mext » Cancel £3

7. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.

New Backup Set Wizard E3

- 25 Microzoft Hyper-V Server R2
= 58 WIN-Hypery
E-C 5 wWinxP_Pra (1.102)
[ &8 WinyP_Pro.vha
‘- [¥] £& Second Virtual Hard Diskyhd

4 Previous Mext » Cancel £

Note:
For backup of individual virtual disk, configuration files of the VM are
also backed up.

Important:
For backup of virtual machine with snapshot, backup of the whole VM is
highly recommended (instead of selective virtual disk).

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.
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9. Select an encryption setting for your backup set.
10. Press the [OK] button to complete the configuration of backup set.
11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.
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14.1.5 How to restore Microsoft virtual machines

Refer to the following instructions to restore VM running on Microsoft Hyper-V
Server.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor. The
VM will be restored as a new virtual machine.

. If the VM to be restored still exist on the original hypervisor. The
existing VM will be replaced by the backed up version.

Important:

Virtual machine backed up with the MS VM backup module can only be
restored to the original Hyper-V server.

1. Login to the backup application’s user interface.

(%) IDS Backup Business Manager l — S (5) IDS Backup Business Manager l — %
IDQ\‘“ r IDQ\E\ r
e Business == Business
Login Name : |username Login Name : |username
Password : [TTITITIIT] Password : ........|
Save password Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B # Options i3 Language
h — English v
E] Backup Server
hitps | = | [ids2.online-backupserver.eu -

‘ﬂﬂ Proxy Setting
Use proxy to access the backup server

Type : Proxy
Soc
Address
FPaort:
UserName:
Password :
oK Cancel £ = Options

2. Select the [Restore] button and the corresponding backup set.
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Please selectthe backup set

Backup Set

Delete all files 10T

Mext » Cancel £

3. Select the virtual machines to be restored and choose [Original location]

for restore files to.

Show files as of Job @ | 2011/0916 | =

Folders
=~ 5 Backup Sener
B0 &8 HA-Testd1.HA
@ 2 Cav-P-Node?
&0 5 Initial Store

Delete 0

= Restore files to
& Original location
Alternate location

Search %

Lo virtual Hard Disks
= Virtual Machines
=] components.xml

4

Filter [+

Size Date Maodified

2KB 20110916 13:07:26
10KE 2011008016 13:07:26

lterns perpage: 50 |+ Page: 171 |«

Previaus Start Restare B Cancel £

Note:

Select the Initial Store to restore the Authorization Manager Security

(role based access control) settings
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4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist
on the hypervisor.

Replace ¥Yirtual Machine E
The Yirtual machine "CSV-¥P-Mode1" already exists.
] Replace existing virtual machine?
-
Apply ta all Yes L [ [T
Important:

For restore of existing virtual machine (restoring a previous version),
the existing virtual machine will be removed before the restore process
begin.

6. When the restore process is completed, the virtual machines will be
restored to the original hypervisor.

7. Open Hyper-V Manager, click Start, Administrative Tools and click
Hyper-V Manager.

(2 ADsIEdit =
s, Component Services
_'_AI- Computer Managerment
E Data Sources (QDEC)
.'J_-_ DFS Management

2 DMS

{4] Evert Viewer

csw-adminiskrator

== Documents
.3.;_{1 Failowver Cluster Manager
&5 Fax Service Manager
= Computer
2 File Server Resource Manager
[4 -
5y Group Palicy Managemenk Hehwark

EE Hyper-Y Manager

ﬁ?ﬁ Internet Information Services (115 Man.
&Y i5CSI Initiator

T Local Security Policy

0¥ MPIO

Control Pangl

Devices and Printers

(583) Performance Monitor

Administrative Tools 3
'&1 Print Management
i:‘ Security Configur ation Wizard Help and Suppart
Ty Jerver Manager
 Services ;I Rur, .,
4 Back Windows Security

I |Search programs and files @ Log off Dl

8. Under Virtual Machines, right click on the newly restored virtual machine,
select [Setting].

9. Modify settings which may be conflicting with other existing virtual
machines (e.g. network setting).
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B settings for CSY-XP-Node2 M= E

[=5v-xP-hiodez = 4 b |G

% Hardware
*'L add Hardware
1k BIOS
Boaot from CO
[T [ernory
1024 MB
D Processar
1 Wirtual processor
= i IDE Controller 0
(i Hard Drive
CSY-%P-ModeZ_BCDBBEEB-EGS, ..
[= EEE IDE Controller 1
% DVD Drive
wmguesk,iso
B 5051 Contraller
[ Adapter
onneckion - Virtual ek, ..

U Mebwork sdaprer

Specify the configuration of the network adapter or remove the network adapter,

Metwork:

=

Local area Connection - Yirtual Nebwork,

—MaC Address
o Drvniarnic

" Static
o & & o = &

[~ Enable spoofing of MAC addresses

[ Enable virtual LaN identification

—WLAN 10
The YLAK identifier specifies the virtual LAMN Ehat this virtual machine will use For all

network cormmunications through this netwaork adapter,
I Z

Ta remove the network adapter fron this virbual machine, click Remaowve.

Remove |

'Zf_ii- Use a legacy network adapter instead of this network adapter to perform a
L] Mame network-based installation of the guest operating swskerm or when integration
C5¥-nP-Nodez services are not installed in the guest operating system.

#= Inkegration Services

l2=]

All services offered

[l Diskette Drive
Tone

# Management

i Snapshot File Location
CH\CluskerstorageWolume3 -5, ..
8) Automatic Start Action
Mane
%) Automatic Stop Action
Save

Cancel

10. Start the virtual machine afterward.

Important:
If the following error is displayed during the startup, please remove the

Saved State of the corresponding VM.

Hyper-¥ Manager E

|8|

An error occurred while attempting to start the
selected yirtual machinef{s).

'CEY-%P-Model' could not initialize.

An attempt ko read or update virkual machine configuration
Failed

j See details

In Hyper-V Manager, right click on the corresponding VM and select
[Delete Saved State], start the VM again afterward.
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Conneck. ..

Settings. ..

Start

Snapshok

Expoart...
Rename...

Delete. ..

Help

11. For any virtual disk that was not restored (e.g. original backup source
did not include all virtual disks configured for the VM).

Continue to the next steps for instruction to remove the missing virtual
disk from the virtual machine's configuration.

For oriqginal virtual machine with no snapshot

1. Open Hyper-V Manager.

(2 ADsIEdit =
s, Component Services
_'_AI- Computer Managerment
E Data Sources (QDEC)
4 DF5 Management
2 DMS
{4] Evert: Viewer

csw-adminiskrator

== Documents
f‘.;_q; Failover Clusker Manager
&5 Fax Service Manager
= Computer
25 Fil= Server Resource Manager
(4 5
&, Group Palicy Management Metwork

EE Hyper-Y Manager
Eﬁa Internet Information Services (115 Man.
& i5CSI Initiakor

—:1‘_;| Lacal Security Palicy

Conkral Panel

Devices and Printers

I MPIC
(8) performance Monitar Administrative Tools 3
'&1 Print Management
i:‘ Security Configur ation Wizard Help and Support
Tk Server Manager
S Services ;I Rur, .,
4 Back Windows Security

I |Search programs and files @ Log off ll

2. Under Virtual Machines, right click on the newly restored virtual machine,
select [Setting].

3. For each virtual disk that was not restored, remove the corresponding
[Hard Drive] setting from [Hardware].
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BSettings for 20110819_WinXP_Pro (1.102)

=] 4 b

|2n1 10819 _WinsP_Pro (1,102)

ISI[= E3

e
N

# Hardware -

"L Add Hardware
1A BIOS

Bioot From 0
W [ermory

1024 ME

(s Hard Drive

‘ou can change how this wvirtual hard disk is attached to the virtual machine. I an
operating system is installed on this disk, changing the attachment might prevent the
wirtual machine from starting,

Contraller!

Location:

D Processar
1 Yirtual processor

I IDE Contraller 0

—Media

(—a Hard Drive
20110819 _WinxP_Pro_47C, ..
& Hard

IDE Controller 0

j |1 {in use) j

‘You can compact of convert a wirtual hard disk by editing the .whd file, Specify the
full path ko the File,

' wirtual hard disk ¢ whd) File:

% DVD Drive
Mone
@ 5CSI Contraller
',-;' Metwork Adapter
Lacal Area Connection - Wirtual ..
oM
Mone

IG:'l,Hyper—'\u"l,Export'l,EDl 10819 _Win%P_Pra (1. 102)0%irtual Hard DiskslSecand Wirtual |

| physicallhard disk:

'Zle_.- If the physical hard disk vou want to use is not listed, make sure that the

e | Edit Inspect Erowse, ..

disk is offline. Use Disk Management on the physical computer to manage
physical hard disks,

oMz
Maone

Il Diskette Drive
Mone

Management

L Mame
20110819 _WinxP_Pro(1,102)
.L. Integration Services
All services offered
1% Snapshat File Location
@\ Hyper-Y\Export 20110519 _,,, =
I5) Automatic Start Action
Restart if previously running LI

To remove the virkual hard disk, click Remove, This disconnects the disk but does not
delete the .vhd file,

Remaove |

[« |

Cancel Apply

Important:

Start the virtual machine afterward.

If the following error is displayed during the startup, please remove the
Saved State of the corresponding VM.

Hyper-¥ Manager E

|8|
M celected yirtual machine(s).

'CEY-%P-Model’ could not initialize.

An attempt ko read or update virkual machine configuration

Failed

j See details

An error occurred while attempting to start the

In Hyper-V Manager, right click on the corresponding VM and select
[Delete Saved State], start the VM again afterward.
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Conneck. ..

Settings. ..

Start

Snapshok

Expoart...
Rename...

Delete. ..

Help

For original virtual machine with snapshot

1. Locate the virtual machine's folder location on the Hyper-V server.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on Hyper-V management.

2. Stop the Hyper-V Virtual Machine Management service.

Q Services [[=]
File  Action Wiew Help
e |FEc=Hml »enn

. Services (Local) Marme = I Diescripkion | Status I Startup Type I Log On As | il

£}Function Discovery Resource Publication Publishes t... Manual Local Service

{,J;Group Policy Client The servic...  Started Aukomatic Local System

J,(_’;Health Key and Certificate Management Provides ..., Manual Local Syskem

GhHuman Interface Device Access Enables ge... Marmal Local Svstem

{EhHyper-Y Image Management Service Provides I...  Started Automatic Local System

EhHyper-y Metworking Management Service Provides H...  Started Automatic Local System

al Machine Manag b Manag ed Automatic n

G4LIKE and AuthIP IPsec Keving Madules The IKEEX... Tanual Local Swskem

E Inkeractive Services Detection Enables us... Manual Local Svstem

{ChInternet Connection Sharing (IC5) Provides ... Disabled Local System

J,(_’;IP Helper Provides tu,.. Started Automakic Local Syskem

L IPsec Palicy Agent Intermek Pr... Tanual Metwork ...

KR For Distributed Transaction Coordinataor Coordinate., .. tanual Metwork 5.,

Ehlink-Layer Topology Discovery Mapper Creates a ... Manual Local Service

J,(_’;Microsoft MET Framewsork MGEN v2.0.50727_x64 Microsoft ..., Disabled Local Syskem

Gk Micrasaft NET Framewatk NGEM v2,0,807 27 _186 Microsaft ... Disabled Local System

Sk Microsoft \NET Framevsork NGEM vw4,0,30319_k64 Micrasaft ... Automatic (D, Local System

{EhMicrosoft \NET Framework NGEN v4,0,30319_K86 Microsoft ... Automatic (D...  Local Swstem

GhMicrosoft Fibre Channel Platform Registration Service Registers k... tarmal Local Service

Gk Micrasaft iSCST Initiakar Service Manages L. Tanual Local Swskem

Lk Microsoft Software Shadow Capy Provider Manages s...  Started Marual Local System

{EhMultimedia Class Scheduler Enables rel... Manual Local System

J,(_’;Net.Msmq Listener Adapter Receives a... Disabled Metwark 5. ..

G Met Fipe Listener Adapter Receives a... Disabled Local Service

G Met. Tep Listener Adapter Receives a... Disabled Local Service

{EhMet. Tep Port Sharing Service Provides a... Disabled Local Service
J,(_’;Netlogon Maintains a... Manual Local Syskem ;I

Extended >\ Skandard
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3. Remove the corresponding entry from the Virtual Machine configuration
${VM-GUID}.xml file.

* Open the corresponding ${VM-GUID}.xml file at the following
location with a text editor.

${VM-Location}\Virtual Machine\${VM-GUID}.xml

* Locate the line of all non existing VHD.

<controllerO>
<drive0>
<pathname type="'string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_GUID.avhd</pathname>
<type type="'string''>VHD</type>
</drive0>
<drivel>
<pathname type="'string">D:\Hyper-V\Virtual Machine
Name\Virtual Hard
Disks\Second_Disk GUID.avhd</pathname>
<type type="string''>VHD</type>
</drivel>
</controller0>

* Modify the line from:
<type type="string">VHD</type>
To

<type type="string">NONE</type=>

<controllerO>
<drive0>
<pathname type="string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_GUID.avhd</pathname>
<type type="'string''>VHD</type>
</drive0>
<drivel>
<pathname type="'string" >D:\Hyper-V\Virtual Machine
Name\Virtual Hard
Disks\Second_Disk_GUID.avhd</pathname>
<type type="string">NONE</type>
</drivel>
</controller0>

* Save the changes afterward.
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4. Remove the corresponding entry from the Snapshot configuration
${GUID}.xml file.

* Open the corresponding snapshot's ${GUID}.xml file at the following
location with a text editor.

${VM-Location}\Snapshots\${GUID}.xml

* Locate the line of all non existing virtual disk.

<controller0>
<drive0>
<pathname type="string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_GUID.vhd</pathname>
<type type="string''>VHD</type>
</drive0>
<drivel>
<pathname type="'string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard
Disks\Second_Disk_GUID.vhd</pathname>
<type type="string'>VHD</type>
</drivel>
</controller0>

* Modify the line from:
<type type="string">VHD</type>
To

<type type="string">NONE</type=

<controller0>
<drive0>
<pathname type="'string">D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_ GUID.vhd</pathname>
<type type="'string''>VHD</type>
</drive0>
<drivel>
<pathname type="string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard
Disks\Second_Disk_GUID.vhd</pathname>
<type type="string">NONE</type>
</drivel>
</controller0>
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* Repeat the same step for each snapshot.

5. Start the Hyper-V Virtual Machine Management service.

£} Services [ _ (O]
File  Action  Wiew Help
e |mEHo=HE >80 ®»
*. Services (Local) Mame = I Description | Status I Startup Tvpe I Log On As | il
‘EhFunction Discovery Resource Publication Publishes ... Manual Local Service
5k Group Policy Client The servic...  Started Automatic Local Systemn
LHealth Key and Certificate Managsment Provides ..., tanual Local System
£hHuman Interface Device Access Enables ge... tanual Local System
{EhHyper-y Image Management Service Prowides I...  Started Automatic Local System
vper-y Metworking Management Service Provides H Started Local Syskem

E.xtended }\ Skandard

* er-i Virtual Maching
{54 IKE and AuthIP IPsec Keving Modul
Q_’;Interactive Services Detection
‘GhInternet Connection Sharing (ICS)
L4 IP Helper
4 IPsec Palicy Agent
EhKtmRm For Distributed Transaction Coordinator
GhLink-Layer Topology Discovery Mapper
Gk Micrasaft NET Framewatk NGEM v2,0,80727 _x64
Gk Microsoft \NET Framewsork NGEM v2,0,80727 _e86
ChMicrosoft \NET Framework NGEN v4.,0,30319_x64
\GhMicrosoft \NET Framework NGEN v4,0,30319_X56
Lk Micrasaft Fibre Channel Platfarm Registration Service
Lk Microsaft iSCSI Initiakor Service
EhMicrosoft Software Shadow Copy Provider
GhMultimedia Class Scheduler
G Met Msma Listener Adapter
L Met Fipe Listener Adapter
ChMet. Tep Listener Adapter
GLMet. Tep Port Sharing Service
i Metlagan

Provides ...
Pravvides tu, ..
Internek Pr...
Coordinate. ..
Createsa ...
Micrasoft ...,
Microsoft ...,
Microsoft ...,
Microsoft ...
Registers t...
Manages ..,
Manages s...
Enables rel...
Receives a...
Receives a...
Receives a..,
Provides a...
Maintains a...

The IKEEX...
Enables us...

Skarted

Started

Aukomatic

Manual
Manual
Disabled
Autonatic
Manual

Manual

tarmal
Disabled
Cisabled
Autamatic (D, ..
Automatic (D,
Marual

Manual

Manual

tarmal
Disabled
Cisabled
Disabled
Disabled
Marual

Local Svstem
Local System
Local Syskem
Local Swskem
Mebwark 5.,
Metwark 5.,
Local Service
Local Swskem
Local System
Local Swstem
Local Syskem
Local Service
Local System
Local Swstem
Local Syskem
Metwark S, .
Local Service
Local Service
Local Service
Local Swskem

6. Remove any

Important:

existing snapshot.

The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

7. Start the virtual machine.

Important:

If the following error is displayed during the startup, please remove the

Saved State

of the corresponding VM.

Hyper-¥ Manager E

I:e] An error occurred while attempting to start the

. celected

wirtual machine(s).

"Cah-%P-Model’ could not initialize.

An attempt ko read or update virkual machine configuration

Failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select
[Delete Saved State], start the VM again afterward.

Conneck...

Settings. ..

Start

Snapshak

Export...
Rename. .,
Delete. ..

Delete Saved State...

Help

14.1.6 How to restore individual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a
new VM.

Important:
Serious problem may occur if the configuration files are incorrectly modified;
it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge
on Hyper-V management.

14.1.1.6 How to restore individual virtual disk to original VM
1. Open Hyper-V Manager.
2.  Shutdown the VM to be restored to.

3. Login to the backup application's user interface.
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= ot S

(%) IDS Backup Business Manager

-

= e

(3) IDS Backup Business Manager

Wk

[[=1=3 %5 [

==t Business
Login Mame . [username
Password : 00000000

Save password
@ Forgot your password?

oK Cancel B = Options

L —

vk

[[=F=3"0 I

== Business
Login Mame : |username
Password : ........|

Save password
@ Forgot your password?

“ Language
English =

l:gj Backup Server
hitps | = | [ids2.online-backupsernver.eu i

‘ﬂﬂ Proxy Setting
Use proxy to access the backup senver

Type : Proxy
Sock
Address :
Port:
UserName:
Password
oK Cancel & = Options

Select the [Restore] button and the corresponding backup set.

Please selectthe hackup set

Backup Set

Delete all files 1T

Mext » Cancel 3

Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to

[Alternation location].
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@Restnre
Show files as of Jab ;2012001720 = Latest A Filtar =
Folders Mame Size Date Modified
- 5 Backup Server | Second Yirual Hard Diskvhd 1,048, 2012012011:30:1

B O 58 WiIN-NZHDCAUGN I
B0 5 20110818 _WinP_

¢ @[55 snapshots

- [0 o virtual Hard Dis

B L5 wirtual Machine:

=0 5 Initial Store

s »
Delete 171 lterns perpage : &0 hd Page: 1/1|=
[E= Restorefiles to
Qriginal location
® Alternate location | | CallsersiAdministrator Change %
Search & 4 Previous Start Restore B Cancel &

Click [Change]; select the directory path where the virtual disk was
originally backed up from.

Click the [Start Restore] button to begin the restore process.

Start the virtual machine after the restore process is completed.

Important:

If the following error is displayed during the startup, please remove the
Saved State of the corresponding VM.

Hyper-¥ Manager E

IQI An error occurred while attempting to start the
= selected wirtual machine(s).

'CEY-%P-Model' could not initialize.

An attempt ko read or update virkual machine configuration
Failed

j See details

In Hyper-V Manager, right click on the corresponding VM and select
[Delete Saved State], start the VM again afterward.
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Conneck. ..

Settings. ..

Start

Snapshok

Expoart...
Rename...

14.1.2.6 How to restore individual virtual disk to a different VM

Important:

Restore of individual virtual disk to a different virtual machine is only

supported for virtual disk with no snapshot.

1. Login to the backup application's user interface.
(%) IDS Backup Business Manager El_lﬂ (3) IDS Backup Business Manager El_lﬂ
WA LT
[[=1=3 ; 0s ;
et Business i Business
Login Name : |username Login Name : | username
Password: | 00900000 Password: | @ 0000008
[] Save password ] Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B # Options ‘3 Language
- —| English M
EQ Backup Scrver
hitps | = | ids2.online-backupserver.eu -
‘ﬂﬂ Proxy Setting
[T Use proxy to access the backup server
lype : Froxy
Sock
Address :
Port:
User Mame .
Password :
OK Cancel B | = Options
! —
2. Select the [Restore] button and the corresponding backup set.
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Please selectthe backup set

Backup Set

Delete all files 10T

Mext » Cancel £

3. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to

[Alternation location].

@Restore

Show files as of Joh : | 2012/01/20 | = |  Latest

Folders
El- 5 Backup Server
=0 §8 WIN-NZHDCAUGNEI

B0 2 20110818 _WinP_

¢ -0 053 snapshots

- [0 e virtual Hard Dis

-[J 3 virtual Machine:

&0 S5 Initial Store

s »
Delete 10
[E= Restorefiles to

Qriginal location

® Alternate location | CillserstAdministrator

Search &

-

MName

| Second Virual Hard Diskvhd

lterns perpage : &0 hd

4 Previous

Filter [#
Size Date Modified
1,048, 2002015201130

Page: 1/1|=

Change %

Start Restore B Cancel &

4. Click [Change] to select the location where the virtual disk should be

restored.
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5. Click the [Start Restore] button to begin the restore process.
6. When the restore process is completed, open Hyper-V Manager.

(2 ADSIEdit =
< Companent Services
é Computer Managernent
5 Daka Sources (DB
- DFS Managernerit

% DN

@ Event Yiewer

csy-administrator

= _ . Dacuments
f’?___a;_l Failover Cluster Manager
&o Fax Service Manager
o Computer
24 File Server Resource Manager
¥ -
5 Group Policy Managemenk Hekwark

Y Manager

'd“q Internet Information Services (I13) Man.
& i5CST Initiatar

_i:gl Local Security Policy

28 mP1o

II%‘E'::ZI Performance Monitor

Control Panel

Devices and Printers

Administrative Tools k
'&1 Print Managernent
i:‘ Security Configur ation Wizard Help and Support
__:.!_}I Server Manager
L Services x| PRun.
4 Back Windows Security

I |Search programs and files @J Log aff Pl

7. Under Virtual Machines, powers down the corresponding virtual machine
to be restored to.

8. Select [Setting] to add the restored virtual disk to the VM.

9. Select [Add Hardware], [SCSI Controller] and press the [Add] button.
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BB settings for 20110819_WinXP_Pro (1.102) [_ [0}
20110819 _wingP_Pro (1,102) 4 k|G
% Hardware = %] Add Hardware

A EIOS ‘ou can use this setting ko add devices ko wour wirtual machine,
Eoot from CD Select the devices vou want to add and click the Add button,

W [ermory
1024 M& MNetwork, Adapter

D Pro;essor Legacy Metworlk Adapter
1 Wirtual processor RemaoteFy 30 Video Adapter

I IDE Contraller 0

(—a Hard Drive
20110819 _WinxP_Pro_D29...

(@ Hard Drive
Second Yirtual Hard Disk_B...

=l B IDE Contraoller 1

Add

‘ou can attach virtual hard disks to & SC5I controller to increase the amount of storage
available to a virtual machine, Instal the integration services in the guest operating

% DVD Drive system to improve performance when using storage attached to a SCSI controller, Do
Mone not attach a system disk to & SCSI controller, A virkual hard disk that contains an
% 5051 Contraller operating system must be attached to an IDE controller,

',-;' Metwork Adapter
Lacal Area Connection - Wirtual ..
oM
Mone
oMz
Mone
Il Diskette Drive
Mone
# Management

L Mame
20110819_WinkP_Pro{1,102)

*-| Integration Services

2=l

All services offered
1% Snapshat File Location

@\ Hyper-Y\Export 20110519 _,,, =
I5) Automatic Start Action
) Restart if previously running LI

(o]4 I Cancel Apply

10. Select [Hard Drive] and press the [Add] button.
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BB settings for 20110819_WinXP_Pro (1.102) H =
|20110815_WinkP_Pro (1.102) = 4 b |G
# Hardware - & SCSI Controller

"LA Add Hardware

& BIOS You can add hard drives to your SCSI contraller o remave the SCST contraller Fram the

o machine.
Biook from CO

W Memory Click on the Add button to add a new hard drive to this SCSI contraller,
1024 ME

D Processor
1 Mirtual processor

= I IDE Controller 0
() Hard Drive
20110819_WinkP_Pro_D29...
(d Hard Drive add
Second Virtual Hard Disk_E...

= L DE Controller 1 You can configure a hard drive ko use a virtual hard disk or a physical hard disk after
4 CYD Drive you attach the drive to the contraller.
[ane
B 5CSI Controller Ta remove the wirtual storage adapter From this virtual machine, click Remove

Ed SCSI Controller Controller. All virtual hard disks attached ba this contraller will be removed buk nok
- deleted.

0 Metwork Adapter

Local Area Connection - Yirtual ..,
r Remove Contraller
7 comi

Mone
T2 comz
Mone

[ Diskette Drive
Mone

# Management
L] Mame
20110819_WinkP_Pro (1.102)
.L Integration Services
all services offered —

1| Snapshot File Location
G Hyper-yiExportl 20110819,

19 Automatic Start Action |

QF I Cancel | Apply

11. Select the corresponding [Controller] and [Location] setting.
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BB settings for 20110819_WinXP_Pro (1.102) [_[o]
20110819 _wingP_Pro (1,102) 4 k|G
# Hardware 21| & Hard Drive
"L Add Hardware
A BIOS You can change how this virtual hard disk is attached bo the virtual machine, IF an
o Boot F oo operating system is installed on this disk, changing the attachment might prevent the
ook e wirtual machine from starting,
[
mery Contraller! Location:
1024 ME
D Processar 551 Controller j |1 j
1 Wirtual processor —Media

= [EE IDE Contraller D You can compact of convert a virtual hard disk by editing the .vhd File, Specify the
(= Hard Drive full path ko the File,

20110819_WinP_Pro_Dz3... % Wirtual hard disk {.vhd) file:
(@ Hard Drive
Second Yirtual Hard Disk_B...

=l B IDE Contraoller 1

. e | Edlit Inspeck | Erowse, .. I
~ 4 DVD Drive

Mane | physicallhard disk:
@ 5CSI Contraller

=l B SCSI Controller I j'

(4 Hard Drive

¥ If the physical hard disk you want to use is not listed, make sure that the

<file = ~ diskis offline. Use Disk Management an the physical computer to manage
'=' Metwork Adapter physical hard disks,

Local Area Connection - Wirtual ...

‘? oM 1 To remave the virtual hard disk, click Remove, This disconnects the disk but does nok

delete the .vhd file,

Mone

oMz Remove |
Mone

Il Diskette Drive
Mone

# Management

L | Mame

20110819 _WinkP_Pro{1,102)
Integration Services

All services offered

13| Snapshot File Location LI

o
2=l

(o]4 | Cancel | Apply |

12. Under Media, select [Browse] and browse to the newly restored virtual

disk file.

g\ )v| .= Compuker = Server (F) = Restare =

Organize *  MNew folder

== e -
Microsoft Managemei™ | lame

d Wirtual Har i YHD File

- Favotites
B Desktop
4 Downloads

12| Recerk Places
4 Libraries

1M Computer
£ 08 R2 ()

—w Server (Fi) -

[T | 0

File name: | Second Virtual Hard Disk vhd | |virtual hard disk files (*whd:*. ¥
Open I Cancel |
A
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13. Start the virtual machine.

14.2 Backup virtual machines running on Hyper-V Server
(cluster environment)

14.2.1 Requirements and recommendations

Please ensure that the following requirements are met by all Hyper-V cluster

nodes:

1. IDS Business version 6.7 or above is installed on all Hyper-V cluster
nodes.

2. The Hyper-V management tools are installed on all Hyper-V cluster
nodes.

3. Consider increasing the JVM (Java Virtual Machine) memory allocation to
improve performance of the backup operation.

4. It is recommended that the temporary directory have disk space of at
least 50% of the largest sized virtual machine to be backed up.

5.  For backup of virtual machine with snapshot, backup of the whole VM
instead of individual disk is highly recommended.

6. Special attentions must be paid to the license requirement for backup of

all VM in the cluster. Refer to the following section for details.

14.2.2 Limitations

The following are limitations of the MS VM backup module:

1.

Virtual machines backed up with the MS VM backup module can only be
restored to the original Hyper-V server.

Backup of virtual machine with pass through disk (directly attached
physical disk) is not supported.

For virtual machine with snapshot, the restoration process for individual
virtual disk requires manual editing of VM configuration files.

In-depth knowledge on Hyper-V is required.

For backup of individual virtual disk, the restored virtual machine does
not support the reversion of previous snapshots, if the snapshot
contains disks which are not previously backed up by IDS Business
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5. The virtual machine cannot start up if the operating system virtual disk
is not restored.

6. IDS Business installation on each node can only backup VMs owned by
that particular node.

7. IDS Business installation on each node can only backup VMs residing on
Cluster Shared Volume own by that particular node.

To give a better illustration of point 5 and 6, please refer to the following
example:

Initial Setup
2 nodes cluster environment with 2 cluster shared volume (CSV) and 4

virtual machines.

Cluster Node Cluster Resource Owned

Cluster Node-1 Cluster Shared Volume-1
Cluster Shared Volume-2

Virtual Machine-1
Virtual Machine-2

Cluster Node-2 Virtual Machine-3
Virtual Machine-4

Cluster Node-1 Cluster Node-2

Wirtual Machine-3 Wirtual Machine-4
(Ownership — Cluster {Ownership — Cluster
MNode 2) Mode 2)

WVirtual Machine-1 Wirtual Machine-2
{Ownership — Cluster {Ownership — Cluster
MNode 1) Mode 1)

Cluster Shared Volume-1 Cluster Shared Volume-2
(Ownership — Cluster Node-1) (Ownership — Cluster Node-1)
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IDS Business installation on Cluster Node-1
Only Virtual Machine-1 and Virtual Machine-2 can be backed up, as Virtual
Machine-3 and Virtual Machine 4 are owned by Cluster Node-2.

IDS Business installation on Cluster Node-2
No virtual machine can be backed up as both cluster shared volumes are
owned by Cluster Node-1.

In the above setup, Virtual Machine-3 and Virtual Machine-4 cannot be
backed up.

To backup all 4 virtual machines within the cluster environment
Option 1 - Switch ownership of Cluster Shared Volume-2:

*  Switch ownership of Cluster Shared Volume-2 to Cluster Node-2.
. Install IDS Business on both Cluster Node-1 and Cluster Node-2.
*  Configuration backup of VMs on both node, where:

Cluster Node-1 will backup Virtual Machine-1 and Virtual Machine-2.
Cluster Node-2 will backup Virtual Machine-3 and Virtual Machine-4.

New Setup with Option 1 - Switch ownership of Cluster Shared Volume-2

Switch Cluster Shared Volume-2's ownership from Cluster Node-1 to Cluster
Node-2.

Cluster Node Cluster Resource Owned

Cluster Node-1 Cluster Shared Volume-1

Virtual Machine-1
Virtual Machine-2

Cluster Node-2 Cluster Shared Volume-2

Virtual Machine-3
Virtual Machine-4

InterDomain Software u. IT Consulting GmbH 291



IDS Business Manager
User Manual

Wirtual Machine-1 Wirtual Machine-2
{Ownership — Cluster {Ownership — Cluster
MNode 1) Noda 1)

Cluster Shared Volume-1
(Ownership — Cluster Node-1)

Cluster Node-1 Cluster Node-2

Virtual Machine-3 Virtual Machine-4

{Ownership — Cluster (Ownership — Cluster
Node 2) Node 2)

Cluster Shared Volume-2
(Ownership — Cluster Node-2)

Important:

Depending on your backup source selection, you may need to update the
backup source setting when a change of ownership occurs for any virtual
machine (e.g. VM fail over from Cluster Node-1 to Cluster Node-2).

Option 2 - Switch ownership of Virtual Machine-3 and Virtual Machine-4 (only
suitable for Active-Passive cluster environment):

. Switch ownership of Virtual Machine-3 and Virtual Machine-4 to Cluster

Node-1.

. Install IDS Business on Cluster Node-1.

*  Configuration backup of VMs on Cluster Node-1 where, Cluster Node-1

will backup all 4 VMs.

New Setup with Option 2 - Switch ownership of Virtual Machine-3 and Virtual

Machine-4

Switch all cluster resources to Cluster Node-1, making Cluster Node-2 a

passive node.

Cluster Node

Cluster Resource Owned

Cluster Node-1 (Active)

Cluster Shared Volume-1
Cluster Shared Volume-2

Virtual Machine-1
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Virtual Machine-2
Virtual Machine-3
Virtual Machine-4

Cluster Node-2 (Passive)

Cluster Node-2

Cluster Node-1
(Passive)

(Active)

Cluster Shared Volume-1 Cluster Shared Volume-2
(Ownership — Cluster Node-1) (Ownership — Cluster Node-1)

Important:
With option 2, IDS Business must be installed, and the backup must be re-

configured on Cluster Node-2 (using the existing backup set) when a change
of ownership occurs for any cluster resources (e.g. Cluster Node-1 failing).

293
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14.2.3 License requirement to backup all virtual machines in a

cluster

There are two types of configuration which you can used to backup all VMs
within a cluster. The license requirements for these setups are different.

Method 1 - Select all VMs for each cluster node specific backup set

For the simplest method to backup all VMs, in each cluster node specific
backup set, select all VMs as backup source.

New Backup Set Wizard

= 25 Microsaoft Hyper-V Server R2

= E& First Mode

B F WM cOwner- Modet)

: 4 20110819_in2003_StdiE4).vhd
W2 (Cwner - Maodet)
Ca Windows 2003 Standard (64).vhd
Whi3 (Cwner - Mode2)
: & 20110819_Win7_Provhd
B0 F w4 (Owner - Node2)

[ 8 CentDS 5.2 (+86_641vhd

4 Previous 3

Mew Backup Set Wizard
[=1- 25 Microsoft Hyper-Y Server R2
= 28 Second Mode

= F M1 (Owner - Madet)
i 20110819_%Win2003_Std(64) vhd
-2 2 wM2 (Owner - Nodet)
3 Windows 2003 Standard (x64) vhd
= Wil3 (Owner - Moded)
3 20110819_Win7_Proyhe
=04 F wM4 (Owner- Node2)

[ 8 CentDs 5.2 (x86_64).vhid

4 Previous Mext » | Cancel 3

With this method, all VMs are backed up regardless of their ownership status.

Note:

Only VMs that own by each particular node will be backed up by its respective
backup set, there will be no duplicate backup.

The drawback for this method is, extra standby license will be required.

For example, in a 2 nodes cluster environment, with 4 total VMs, 8 VM
licenses will be required (e.g. Total number of VMs x Total number of cluster

nodes).

Method 2 - Select only VMs of the cluster node for each node specific backup

set

For cost efficiency, in each cluster node specific backup set, select only VMs
that currently belong to the particular node.
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New Backup Set Wizard
= 35 Microsoft Hyper-V Server R2
B 2&First MNode
-2 2 w1 (Owner - MNodet)
4 20110819_Win2003_Std(64) vhd
W2 (COwener - Modet)
b b G Windows 2003 Standard (64).vhd
EI O F M3 (Ownar- Node2)
- 0S8 20110819_Win?_Pro.vhd New Backup Set Wizard
- O 5 vhid (Ownar - Mode2)
D o CentQs 5.2 (#B6_64) vhd = ;I;I Microsoft Hyper-y Server B2
=3-F Second Node
=8 D 3 wM1 (Owner - Nodet)
j ----- DL_U 20110818 Win2003_Std{64) vhd
E| O F M2 (Owner- Node1)
j D i Windows 2003 Standard (x64) vhd
E % El Whi3 (Owner - Node2)
[ == 20110819_Win7_Proxhd
4 Previous - W 5 vM4 (Cwner- NodeZ)
[ =8 Cent0S 5.2 ¢B6_E4).vhd
4 Previous Mext » | Cancel £

For example in a 2 nodes cluster environment, with 4 total VMs, 4 VM
licenses will be required (e.g. total number of VMs).

The drawback for this method is, backup source of each node specific backup
set must be updated whenever a change of ownership occurs, for any VM.

For example when the ownership of VM1 changes from Nodel to Node2, you
must update Nodel's specific backup source (e.g. unselect VM1 from Nodel
backup set's backup source and vice versa for Node2 backup set's backup

source).

The following table summarizes the benefits and drawbacks of the two

configurations:

Type Benefits

Drawbacks

Select all VMs for
each cluster node's
backup set

Simple setup, all VMs are
backed up regardless of
their ownership status.

Less maintenance
required.

More standby licenses are
required.

License Requirement -

Total number of VMs x

Total number of cluster
nodes

Select only VMs of
the cluster node for
each node’s specific
backup set

Fewer licenses are
required.

License Requirement -
Total number of VMs

Backup source of each
node's specific backup set
must be updated
whenever a change of
ownership occurs for any
VM.
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14.2.4 Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.

Commands are issued to the hypervisor to create snapshot (e.g.
memory dump) of the virtual machine with Volume Shadow Copy.

Important:
The corresponding virtual machine will be paused during the snapshot
process, and resume when the snapshot is completed.

Do not attempt to start the virtual machine while it is in the saving state.
The snapshot created may be invalid.

Furthermore, the corresponding virtual machine uptime will also be
reset to 00:00:00 in the Hyper-V Manager

After generating all files, the files are copied to the temporary spool
path and upload to IDS Backupserver.

Commands are issued to the hypervisor to remove the Volume Shadow
Copy shapshot created.

Backup completed successfully.
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14.2.5 How to backup Microsoft virtual machines in cluster

environment

Refer to the following instructions to backup VM running on Microsoft Hyper-V
Server in cluster environment:

1. Install IDS Business on all Hyper-V cluster nodes.
2. Login to the backup application's user interface.
[ (2) 1US Backup Business Manager [ = &J [ (®) 1US Backup Business Manager l = &J
IDQ\E\; r IDQ\E\; H
e Business e Business
Login Name : |usermame Login Name : |usemame
Password: | 00000088 Password:  eeeesees|
Save password Save password
@ Forgotyour password? @ Forgotyour password?
nl's Cancel B % Options a1 anguage
L —— English S |
E] Backup Server
nps | ™ [ids2 online-backupsernver.eu i
= Proxy Setting
Use proxy to access the backup server
Type : Proxy
Sock
Address
Port:
User Name :
Password :
Ok Cancel & = Options
l Y
3. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.
4. Create a separate MS VM Backup set for each cluster node.
Important:
Each cluster node must have its own unique MS VM backup set.
5. Select [MS VM Backup] from the backup set type dropdown menu.
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Mew Backup Set Wizard

E' Backup Set
Mame : |Backup Set
Type: |MS¥M Backup hd
. ME SaL Semer Backup -
v Mictesa) Backup
Wersion oracle Database Server Backup

Systerm State Backup

ShadowProtect System Backup

ME Windows Systerm Backup

MS W Backup

Yhhware Whi Backup -

Mext » Cancel E

Select [Microsoft Hyper-V Server R2 (Failover Cluster)].

& Backup Set
Mame :  Backup Set
Type:  MSWM Backup hd

£ MicrosoftvM Host
version . Microsoft Hyper Server B2
Microsoft Hyper-v Server
Microsoft Hyper-v Senver B2
rver R2 (Failover Clu

Microsoft Hype

Mext » Cancel

Select [Next] to proceed.

In the backup source selection screen, select the virtual machine for

backup.

To backup all VMs within the cluster setup, select all VMs listed.
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Mew Backup Set Wizard E3

=l 23 Microsoft HyperY Server R2
- 58 WIN-Hyner-
=0 S WinkP_Pro (1.102)
[ 8 WinyP_Pro vh
[ 3 Second Virual Hard Diskvhd

4 Previous Mext » Cancel £

Important:
Even with all VMs selected for backup, only VM that belong the current

node will be backed up.

VMs own by other cluster node will be skipped automatically.

Also, special attentions must be paid to the license requirement for
backup of all VM in the cluster. Refer to the above section for details.

9. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.

Mew Backup Set Wizard E3

= 25 Microsoft Hyper-V Server R2
= 5 3 WIN-Hyper-
-0 F wWinxP_Pro (1.102)
- [ 8 WinyP_Pro.vhd
“- [ =2 Second Yirtual Hard Diskyhd

4 Previous Mext  » Cancel

10. Configure a backup schedule for unattended backups.
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Note:
Multiple backup schedules of different types can be configured for the
same backup set

11. Select an encryption setting for your backup set.

12. Press the [OK] button to complete the configuration of backup set.

13. Scheduled backup will run automatically at the configured schedule time.
14. Perform the same setup on each cluster node.

15. Click [Backup] button on the left panel to perform a backup immediately.
Important:

Please refer to the Limitation section above for limitation on the backup
configuration.
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14.2.6 How to restore Microsoft virtual machines in cluster
environment

Refer to the following instructions to restore VM running on Hyper-V in cluster
environment.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor. The
VM will be restored as a new virtual machine.

. If the VM to be restored still exist on the original hypervisor. The
existing VM will be replaced by the backed up version.

Important:
Virtual machine backed up with the MS VM backup module can only be
restored to the original Hyper-V cluster node.

1. On the original Hyper-V cluster node, login to the backup application's
user interface.

(ﬂg Proxy Setting
Use proxy to access the backup server

Type: Proxy
Suck
Address :
Port:
UserMame:
Password
oK Cancel & = Options

(%) IDS Backup Business Manager [ = ﬁj (3) IDS Backup Business Manager l = &J
Il:‘lé\}t H Iué\h H
et Business i Business
Login Name : |username Login Name : | username
Password: | 00900000 Password: | ©0000000)
Save password Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B # Options ‘3 Language
h —| English v
l:gj Backup Server
https | = | |ide2 online-backupservar.au -

2. Select the [Restore] button and the corresponding backup set.
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Please selectthe backup set
Backup Set
Delete all files 10T Mext » Cancel £

3. Select the virtual machines to be restored and choose [Original Location]
for restore files to.

Show files as of Job : | 201100916 = | |Latest hd Filter '+
Folders Marme Size Date Maodified
=+ & Backup Senver ] Resource
= 158 HA-Testd1 . HA 2% Snapshots
B 5 CSv-xP-MNode2 L virtual Hard Disks
&0 5 Initial Store = Virtual Machines
=] components.xml 2KB 20110916 13:07:26
=] writers.xml 10KE 201100916 13:07:26
Delete [ lterns perpage: 20 |+ Page: 171 |7
= Restore files to
® Criginal location
Alternate location
Search & 4 Previous Start Restore B | Cancel &
Note:

Select the Initial Store if you want to restore the Authorization Manager
Security (role based access control) settings.
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4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist
on the hypervisor.

Replace ¥Yirtual Machine E
The Yirtual machine "CSV-¥P-Mode1" already exists.
] Replace existing virtual machine?
-
Apply ta all Yes L [ [T
Important:

For restore of existing virtual machine (restoring a previous version),
the existing virtual machine will be removed before the restore process
begin.

6. When the restore process is completed, the virtual machines will be
restored to the original hypervisor.

7. Open Hyper-V Manager, click Start, Administrative Tools and click
Hyper-V Manager.

(2 ADsIEdit =
s, Component Services
_'_AI- Computer Managerment
E Data Sources (QDEC)
.'J_-_ DFS Management

2 DMS

{4] Evert Viewer

csw-adminiskrator

== Documents
.3.;_{1 Failowver Cluster Manager
&5 Fax Service Manager
= Computer
2 File Server Resource Manager
[4 -
5y Group Palicy Managemenk Hehwark

EE Hyper-Y Manager

ﬁ?ﬁ Internet Information Services (115 Man.
&Y i5CSI Initiator

T Local Security Policy

0¥ MPIO

Control Pangl

Devices and Printers

(583) Performance Monitor

Administrative Tools 3
'&1 Print Management
i:‘ Security Configur ation Wizard Help and Suppart
Ty Jerver Manager
 Services ;I Rur, .,
4 Back Windows Security

I |Search programs and files @ Log off Dl

8. Under Virtual Machines, right click on the newly restored virtual machine,
select [Setting].

9. Modify settings which may be conflicting with other existing virtual
machines (e.g. network setting).
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B settings for CSY-XP-Node2 M= E

-
N

[=5v-xP-hiodez i

% Hardware
*'L add Hardware
1k BIOS
Boaot from CO
[T [ernory
1024 MB
D Processar
1 Wirtual processor
= i IDE Controller 0
(i Hard Drive
CSY-%P-ModeZ_BCDBBEEB-EGS, ..
[= EEE IDE Controller 1
% DVD Drive
wmguesk,iso
B 5051 Contraller
[ Adapter
onneckion - Virtual ek, ..

U Mebwork sdaprer

Specify the configuration of the network adapter or remove the network adapter,

Metwork:

=

Local area Connection - Yirtual Nebwork,

—MaC Address
o Drvniarnic

" Static
o & & o = &

[~ Enable spoofing of MAC addresses

[ Enable virtual LaN identification

—WLAN 10
The YLAK identifier specifies the virtual LAMN Ehat this virtual machine will use For all

network cormmunications through this netwaork adapter,
I Z

Ta remove the network adapter fron this virbual machine, click Remaowve.

Remove |

'Zf_ii- Use a legacy network adapter instead of this network adapter to perform a
L] Mame network-based installation of the guest operating swskerm or when integration
C5¥-nP-Nodez services are not installed in the guest operating system.

#= Inkegration Services

l2=]

All services offered

[l Diskette Drive
Tone

# Management

i Snapshot File Location
CH\CluskerstorageWolume3 -5, ..
8) Automatic Start Action
Mane
%) Automatic Stop Action
Save

Cancel

10. Start the virtual machine afterward.

Important:
If the following error is displayed during the startup, please remove the

Saved State of the corresponding VM.

Hyper-¥ Manager E

|8|

An error occurred while attempting to start the
selected yirtual machinef{s).

'CEY-%P-Model' could not initialize.

An attempt ko read or update virkual machine configuration
Failed

j See details

In Hyper-V Manager, right click on the corresponding VM and select
[Delete Saved State], start the VM again afterward.
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Conneck. ..

Settings. ..

Start

Snapshok

Expoart...
Rename...

Delete. ..

Help

11. For any virtual disk that was not restored (e.g. original backup source
did not include all virtual disks configured for the VM).

Continue to the next steps for instruction to remove the missing virtual
disk from the virtual machine's configuration.

For oriqginal virtual machine with no snapshot

1. Open Hyper-V Manager.

(2 ADsIEdit =
s, Component Services
_'_AI- Computer Managerment
E Data Sources (QDEC)
4 DF5 Management
2 DMS
{4] Evert: Viewer

csw-adminiskrator

== Documents
f‘.;_q; Failover Clusker Manager
&5 Fax Service Manager
= Computer
25 Fil= Server Resource Manager
(4 5
&, Group Palicy Management Metwork

EE Hyper-Y Manager
Eﬁa Internet Information Services (115 Man.
& i5CSI Initiakor

—:1‘_;| Lacal Security Palicy

Conkral Panel

Devices and Printers

I MPIC
(8) performance Monitar Administrative Tools 3
'&1 Print Management
i:‘ Security Configur ation Wizard Help and Support
Tk Server Manager
S Services ;I Rur, .,
4 Back Windows Security

I |Search programs and files @ Log off ll

2. Under Virtual Machines, right click on the newly restored virtual machine,
select [Setting].

3. For each virtual disk that was not restored, remove the corresponding
[Hard Drive] setting from [Hardware].
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BSettings for 20110819_WinXP_Pro (1.102)

=] 4 b

|2n1 10819 _WinsP_Pro (1,102)

ISI[= E3

e
N

# Hardware -

"L Add Hardware
1A BIOS

Bioot From 0
W [ermory

1024 ME

(s Hard Drive

‘ou can change how this wvirtual hard disk is attached to the virtual machine. I an
operating system is installed on this disk, changing the attachment might prevent the
wirtual machine from starting,

Contraller!

Location:

D Processar
1 Yirtual processor

I IDE Contraller 0

—Media

(—a Hard Drive
20110819 _WinxP_Pro_47C, ..
& Hard

IDE Controller 0

j |1 {in use) j

‘You can compact of convert a wirtual hard disk by editing the .whd file, Specify the
full path ko the File,

' wirtual hard disk ¢ whd) File:

% DVD Drive
Mone
@ 5CSI Contraller
',-;' Metwork Adapter
Lacal Area Connection - Wirtual ..
oM
Mone

IG:'l,Hyper—'\u"l,Export'l,EDl 10819 _Win%P_Pra (1. 102)0%irtual Hard DiskslSecand Wirtual |

| physicallhard disk:

'Zle_.- If the physical hard disk vou want to use is not listed, make sure that the

e | Edit Inspect Erowse, ..

disk is offline. Use Disk Management on the physical computer to manage
physical hard disks,

oMz
Maone

Il Diskette Drive
Mone

Management

L Mame
20110819 _WinxP_Pro(1,102)
.L. Integration Services
All services offered
1% Snapshat File Location
@\ Hyper-Y\Export 20110519 _,,, =
I5) Automatic Start Action
Restart if previously running LI

To remove the virkual hard disk, click Remove, This disconnects the disk but does not
delete the .vhd file,

Remaove |

[« |

Cancel Apply

Important:

Start the virtual machine afterward.

If the following error is displayed during the startup, please remove the
Saved State of the corresponding VM.

Hyper-¥ Manager E

|8|
M celected yirtual machine(s).

'CEY-%P-Model’ could not initialize.

An attempt ko read or update virkual machine configuration

Failed

j See details

An error occurred while attempting to start the

In Hyper-V Manager, right click on the corresponding VM and select
[Delete Saved State], start the VM again afterward.
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Conneck. ..

Settings. ..

Start

Snapshok

Expoart...
Rename...

Delete. ..

Help

For original virtual machine with snapshot

1. Locate the virtual machine's folder location on the Hyper-V server.

Important:
Serious problem may occur if the configuration files are incorrectly
modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth
knowledge on Hyper-V.

2. Stop the Hyper-V Virtual Machine Management service.

Q Services [[=]
File  Action Wiew Help
e |FEc=Hml »enn

. Services (Local) Marme = I Diescripkion | Status I Startup Type I Log On As | il

£}Function Discovery Resource Publication Publishes t... Manual Local Service

{,J;Group Policy Client The servic...  Started Aukomatic Local System

J,(_’;Health Key and Certificate Management Provides ..., Manual Local Syskem

GhHuman Interface Device Access Enables ge... Marmal Local Svstem

{EhHyper-Y Image Management Service Provides I...  Started Automatic Local System

EhHyper-y Metworking Management Service Provides H...  Started Automatic Local System

al Machine Manag b Manag ed Automatic n

G4LIKE and AuthIP IPsec Keving Madules The IKEEX... Tanual Local Swskem

E Inkeractive Services Detection Enables us... Manual Local Svstem

{ChInternet Connection Sharing (IC5) Provides ... Disabled Local System

J,(_’;IP Helper Provides tu,.. Started Automakic Local Syskem

L IPsec Palicy Agent Intermek Pr... Tanual Metwork ...

KR For Distributed Transaction Coordinataor Coordinate., .. tanual Metwork 5.,

Ehlink-Layer Topology Discovery Mapper Creates a ... Manual Local Service

J,(_’;Microsoft MET Framewsork MGEN v2.0.50727_x64 Microsoft ..., Disabled Local Syskem

Gk Micrasaft NET Framewatk NGEM v2,0,807 27 _186 Microsaft ... Disabled Local System

Sk Microsoft \NET Framevsork NGEM vw4,0,30319_k64 Micrasaft ... Automatic (D, Local System

{EhMicrosoft \NET Framework NGEN v4,0,30319_K86 Microsoft ... Automatic (D...  Local Swstem

GhMicrosoft Fibre Channel Platform Registration Service Registers k... tarmal Local Service

Gk Micrasaft iSCST Initiakar Service Manages L. Tanual Local Swskem

Lk Microsoft Software Shadow Capy Provider Manages s...  Started Marual Local System

{EhMultimedia Class Scheduler Enables rel... Manual Local System

J,(_’;Net.Msmq Listener Adapter Receives a... Disabled Metwark 5. ..

G Met Fipe Listener Adapter Receives a... Disabled Local Service

G Met. Tep Listener Adapter Receives a... Disabled Local Service

{EhMet. Tep Port Sharing Service Provides a... Disabled Local Service
J,(_’;Netlogon Maintains a... Manual Local Syskem ;I

Extended >\ Skandard
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3. Remove the corresponding entry from the Virtual Machine configuration
${VM-GUID}.xml file.

* Open the corresponding ${VM-GUID}.xml file at the following
location with a text editor.

${VM-Location}\Virtual Machine\${VM-GUID}.xml

* Locate the line of all non existing VHD.

<controllerO>
<drive0>
<pathname type="'string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_GUID.avhd</pathname>
<type type="'string''>VHD</type>
</drive0>
<drivel>
<pathname type="'string">D:\Hyper-V\Virtual Machine
Name\Virtual Hard
Disks\Second_Disk GUID.avhd</pathname>
<type type="string''>VHD</type>
</drivel>
</controller0>

* Modify the line from:
<type type="string">VHD</type>
To

<type type="string">NONE</type=>

<controllerO>
<drive0>
<pathname type="string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_GUID.avhd</pathname>
<type type="'string''>VHD</type>
</drive0>
<drivel>
<pathname type="'string" >D:\Hyper-V\Virtual Machine
Name\Virtual Hard
Disks\Second_Disk_GUID.avhd</pathname>
<type type="string">NONE</type>
</drivel>
</controller0>

* Save the changes afterward.
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4. Remove the corresponding entry from the Snapshot configuration
${GUID}.xml file.

* Open the corresponding snapshot's ${GUID}.xml file at the following
location with a text editor.

${VM-Location}\Snapshots\${GUID}.xml

* Locate the line of all non existing virtual disk.

<controller0>
<drive0>
<pathname type="string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_GUID.vhd</pathname>
<type type="string''>VHD</type>
</drive0>
<drivel>
<pathname type="'string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard
Disks\Second_Disk_GUID.vhd</pathname>
<type type="string'>VHD</type>
</drivel>
</controller0>

* Modify the line from:
<type type="string">VHD</type>
To

<type type="string">NONE</type=

<controller0>
<drive0>
<pathname type="'string">D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_ GUID.vhd</pathname>
<type type="'string''>VHD</type>
</drive0>
<drivel>
<pathname type="string'>D:\Hyper-V\Virtual Machine
Name\Virtual Hard
Disks\Second_Disk_GUID.vhd</pathname>
<type type="string">NONE</type>
</drivel>
</controller0>
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* Repeat the same step for each snapshot.

5. Start the Hyper-V Virtual Machine Management service.

£} Services [ _ (O]
File  Action  Wiew Help
e |mEHo=HE >80 ®»
*. Services (Local) Mame = I Description | Status I Startup Tvpe I Log On As | il
‘EhFunction Discovery Resource Publication Publishes ... Manual Local Service
5k Group Policy Client The servic...  Started Automatic Local Systemn
LHealth Key and Certificate Managsment Provides ..., tanual Local System
£hHuman Interface Device Access Enables ge... tanual Local System
{EhHyper-y Image Management Service Prowides I...  Started Automatic Local System
vper-y Metworking Management Service Provides H Started Local Syskem

E.xtended }\ Skandard

* er-i Virtual Maching
{54 IKE and AuthIP IPsec Keving Modul
Q_’;Interactive Services Detection
‘GhInternet Connection Sharing (ICS)
L4 IP Helper
4 IPsec Palicy Agent
EhKtmRm For Distributed Transaction Coordinator
GhLink-Layer Topology Discovery Mapper
Gk Micrasaft NET Framewatk NGEM v2,0,80727 _x64
Gk Microsoft \NET Framewsork NGEM v2,0,80727 _e86
ChMicrosoft \NET Framework NGEN v4.,0,30319_x64
\GhMicrosoft \NET Framework NGEN v4,0,30319_X56
Lk Micrasaft Fibre Channel Platfarm Registration Service
Lk Microsaft iSCSI Initiakor Service
EhMicrosoft Software Shadow Copy Provider
GhMultimedia Class Scheduler
G Met Msma Listener Adapter
L Met Fipe Listener Adapter
ChMet. Tep Listener Adapter
GLMet. Tep Port Sharing Service
i Metlagan

Provides ...
Pravvides tu, ..
Internek Pr...
Coordinate. ..
Createsa ...
Micrasoft ...,
Microsoft ...,
Microsoft ...,
Microsoft ...
Registers t...
Manages ..,
Manages s...
Enables rel...
Receives a...
Receives a...
Receives a..,
Provides a...
Maintains a...

The IKEEX...
Enables us...

Skarted

Started

Aukomatic

Manual
Manual
Disabled
Autonatic
Manual

Manual

tarmal
Disabled
Cisabled
Autamatic (D, ..
Automatic (D,
Marual

Manual

Manual

tarmal
Disabled
Cisabled
Disabled
Disabled
Marual

Local Svstem
Local System
Local Syskem
Local Swskem
Mebwark 5.,
Metwark 5.,
Local Service
Local Swskem
Local System
Local Swstem
Local Syskem
Local Service
Local System
Local Swstem
Local Syskem
Metwark S, .
Local Service
Local Service
Local Service
Local Swskem

6. Remove any

Important:

existing snapshot.

The restored virtual machine does not support the reversion of previous
snapshots if they contain virtual disks not restored.

7. Start the virtual machine.

Important:

If the following error is displayed during the startup, please remove the

Saved State

of the corresponding VM.

Hyper-¥ Manager E

I:e] An error occurred while attempting to start the

. celected

wirtual machine(s).

"Cah-%P-Model’ could not initialize.

An attempt ko read or update virkual machine configuration

Failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select
[Delete Saved State], start the VM again afterward.

Conneck...

Settings. ..

Start

Snapshak

Export...
Rename. .,
Delete. ..

Delete Saved State...

Help

14.2.7 How to restore individual virtual disk of Microsoft virtual
machines in cluster environment

Individual virtual disk can be restored to the original VM, or to be added to a
new VM.

Important:
Serious problem may occur if the configuration files are incorrectly modified;
it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge
on Hyper-V.

14.2.1.7 How to restore individual virtual disk to the original VM
1. Open Hyper-V Manager.
2.  Shutdown the VM to be restored to.

3. Login to the backup application's user interface.
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= ot S

(%) IDS Backup Business Manager

-

= e

(3) IDS Backup Business Manager

Wk

[[=1=3 %5 [

==t Business
Login Mame . [username
Password : 00000000

Save password
@ Forgot your password?

oK Cancel B = Options

L —

vk

[[=F=3"0 I

== Business
Login Mame : |username
Password : ........|

Save password
@ Forgot your password?

“ Language
English =

l:gj Backup Server
hitps | = | [ids2.online-backupsernver.eu i

‘ﬂﬂ Proxy Setting
Use proxy to access the backup senver

Type : Proxy
Sock
Address :
Port:
UserName:
Password
oK Cancel & = Options

Select the [Restore] button and the corresponding backup set.

Please selectthe hackup set

Backup Set

Delete all files 1T

Mext » Cancel 3

Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to

[Alternation location].
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@Restnre
Show files as of Joh o | 2012701720 = | Latest v Filter [+
Folders Mame Size Date Modified
- 5 Backup Server | Second Yirual Hard Diskvhd 1,048, 2012012011:30:1
=) 88 WIN-NZHDCAUGNEI
SO 2 20110878 _wWinxP_
- & snapshots
- [0 Lo virtual Hard Dis
B L5 wirtual Machine:
=0 5 Initial Store
Anlm »
Delete 171 lterns perpage : &0 hd Page: 1/1|=
[E= Restorefiles to
Qriginal location
® Alternate location | | CallsersiAdministrator Change %
Search & 4 Previous Start Restore B Cancel &

Click [Change]; select the directory path where the virtual disk was
originally backed up from.

Click the [Start Restore] button to begin the restore process.

Start the virtual machine after the restore process is completed.

Important:

If the following error is displayed during the startup, please remove the
Saved State of the corresponding VM.

Hyper-¥ Manager E

IQI An error occurred while attempting to start the
= selected wirtual machine(s).

'CEY-%P-Model' could not initialize.

An attempt ko read or update virkual machine configuration
Failed

j See details

In Hyper-V Manager, right click on the corresponding VM and select
[Delete Saved State], start the VM again afterward.
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Conneck. ..

Settings. ..

Start

Snapshok

Expoart...
Rename...

14.2.2.7 How to restore individual virtual disk to a different VM

Important:

Restore of individual virtual disk to a different virtual machine is only

supported for virtual disk with no snapshot.

1. Login to the backup application's user interface.
(%) IDS Backup Business Manager El_lﬂ (3) IDS Backup Business Manager El_lﬂ
WA LT
[[=1=3 ; 0s ;
et Business i Business
Login Name : |username Login Name : | username
Password: | 00900000 Password: | @ 0000008
[] Save password ] Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B # Options ‘3 Language
- —| English M
EQ Backup Scrver
hitps | = | ids2.online-backupserver.eu -
‘ﬂﬂ Proxy Setting
[T Use proxy to access the backup server
lype : Froxy
Sock
Address :
Port:
User Mame .
Password :
OK Cancel B | = Options
! —
2. Select the [Restore] button and the corresponding backup set.
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Please selectthe backup set

Backup Set

Delete all files 10T

Mext » Cancel £

3. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to

[Alternation location].

@Restore

Show files as of Joh : | 2012/01/20 | = |  Latest

Folders
El- 5 Backup Server
=0 §8 WIN-NZHDCAUGNEI

B0 2 20110818 _WinP_

¢ -0 053 snapshots

- [0 e virtual Hard Dis

-[J 3 virtual Machine:

&0 S5 Initial Store

s »
Delete 10
[E= Restorefiles to

Qriginal location

® Alternate location | CillserstAdministrator

Search &

-

MName

| Second Virual Hard Diskvhd

lterns perpage : &0 hd

4 Previous

Filter [#
Size Date Modified
1,048, 2002015201130

Page: 1/1|=

Change %

Start Restore B Cancel &

4. Click [Change] to select the location where the virtual disk should be

restored.

InterDomain Software u. IT Consulting GmbH

315



IDS Business Manager
User Manual

5. Click the [Start Restore] button to begin the restore process.
6. When the restore process is completed, open Hyper-V Manager.

(2 ADSIEdit =
< Companent Services
é Computer Managernent
5 Daka Sources (DB
- DFS Managernerit

% DN

@ Event Yiewer

csy-administrator

= _ . Dacuments
f’?___a;_l Failover Cluster Manager
&o Fax Service Manager
o Computer
24 File Server Resource Manager
¥ -
5 Group Policy Managemenk Hekwark

Y Manager

'd“q Internet Information Services (I13) Man.
& i5CST Initiatar

_i:gl Local Security Policy

28 mP1o

II%‘E'::ZI Performance Monitor

Control Panel

Devices and Printers

Administrative Tools k
'&1 Print Managernent
i:‘ Security Configur ation Wizard Help and Support
__:.!_}I Server Manager
L Services x| PRun.
4 Back Windows Security

I |Search programs and files @J Log aff Pl

7. Under Virtual Machines, powers down the corresponding virtual machine
to be restored to.

8. Select [Setting] to add the restored virtual disk to the VM.

9. Select [Add Hardware], [SCSI Controller] and press the [Add] button.
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BB settings for 20110819_WinXP_Pro (1.102) [_ [0}
20110819 _wingP_Pro (1,102) 4 k|G
% Hardware = %] Add Hardware

A EIOS ‘ou can use this setting ko add devices ko wour wirtual machine,
Eoot from CD Select the devices vou want to add and click the Add button,

W [ermory
1024 M& MNetwork, Adapter

D Pro;essor Legacy Metworlk Adapter
1 Wirtual processor RemaoteFy 30 Video Adapter

I IDE Contraller 0

(—a Hard Drive
20110819 _WinxP_Pro_D29...

(@ Hard Drive
Second Yirtual Hard Disk_B...

=l B IDE Contraoller 1

Add

‘ou can attach virtual hard disks to & SC5I controller to increase the amount of storage
available to a virtual machine, Instal the integration services in the guest operating

% DVD Drive system to improve performance when using storage attached to a SCSI controller, Do
Mone not attach a system disk to & SCSI controller, A virkual hard disk that contains an
% 5051 Contraller operating system must be attached to an IDE controller,

',-;' Metwork Adapter
Lacal Area Connection - Wirtual ..
oM
Mone
oMz
Mone
Il Diskette Drive
Mone
# Management

L Mame
20110819_WinkP_Pro{1,102)

*-| Integration Services

2=l

All services offered
1% Snapshat File Location

@\ Hyper-Y\Export 20110519 _,,, =
I5) Automatic Start Action
) Restart if previously running LI

(o]4 I Cancel Apply

10. Select [Hard Drive] and press the [Add] button.
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BB settings for 20110819_WinXP_Pro (1.102) H =
|20110815_WinkP_Pro (1.102) = 4 b |G
# Hardware - & SCSI Controller

"LA Add Hardware

& BIOS You can add hard drives to your SCSI contraller o remave the SCST contraller Fram the

o machine.
Biook from CO

W Memory Click on the Add button to add a new hard drive to this SCSI contraller,
1024 ME

D Processor
1 Mirtual processor

= I IDE Controller 0
() Hard Drive
20110819_WinkP_Pro_D29...
(d Hard Drive add
Second Virtual Hard Disk_E...

= L DE Controller 1 You can configure a hard drive ko use a virtual hard disk or a physical hard disk after
4 CYD Drive you attach the drive to the contraller.
[ane
B 5CSI Controller Ta remove the wirtual storage adapter From this virtual machine, click Remove

Ed SCSI Controller Controller. All virtual hard disks attached ba this contraller will be removed buk nok
- deleted.

0 Metwork Adapter

Local Area Connection - Yirtual ..,
r Remove Contraller
7 comi

Mone
T2 comz
Mone

[ Diskette Drive
Mone

# Management
L] Mame
20110819_WinkP_Pro (1.102)
.L Integration Services
all services offered —

1| Snapshot File Location
G Hyper-yiExportl 20110819,

19 Automatic Start Action |

QF I Cancel | Apply

11. Select the corresponding [Controller] and [Location] setting.
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BB settings for 20110819_WinXP_Pro (1.102) [_[o]
20110819 _wingP_Pro (1,102) 4 k|G
# Hardware 21| & Hard Drive
"L Add Hardware
A BIOS You can change how this virtual hard disk is attached bo the virtual machine, IF an
o Boot F oo operating system is installed on this disk, changing the attachment might prevent the
ook e wirtual machine from starting,
[
mery Contraller! Location:
1024 ME
D Processar 551 Controller j |1 j
1 Wirtual processor —Media

= [EE IDE Contraller D You can compact of convert a virtual hard disk by editing the .vhd File, Specify the
(= Hard Drive full path ko the File,

20110819_WinP_Pro_Dz3... % Wirtual hard disk {.vhd) file:
(@ Hard Drive
Second Yirtual Hard Disk_B...

=l B IDE Contraoller 1

. e | Edlit Inspeck | Erowse, .. I
~ 4 DVD Drive

Mane | physicallhard disk:
@ 5CSI Contraller

=l B SCSI Controller I j'

(4 Hard Drive

¥ If the physical hard disk you want to use is not listed, make sure that the

<file = ~ diskis offline. Use Disk Management an the physical computer to manage
'=' Metwork Adapter physical hard disks,

Local Area Connection - Wirtual ...

‘? oM 1 To remave the virtual hard disk, click Remove, This disconnects the disk but does nok

delete the .vhd file,

Mone

oMz Remove |
Mone

Il Diskette Drive
Mone

# Management

L | Mame

20110819 _WinkP_Pro{1,102)
Integration Services

All services offered

13| Snapshot File Location LI

o
2=l

(o]4 | Cancel | Apply |

12. Under Media, select [Browse] and browse to the newly restored virtual

disk file.

g\ )v| .= Compuker = Server (F) = Restare =

Organize *  MNew folder

== e -
Microsoft Managemei™ | lame

d Wirtual Har i YHD File

- Favotites
B Desktop
4 Downloads

12| Recerk Places
4 Libraries

1M Computer
£ 08 R2 ()

—w Server (Fi) -

[T | 0

File name: | Second Virtual Hard Disk vhd | |virtual hard disk files (*whd:*. ¥
Open I Cancel |
A
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13. Start the virtual machine.
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15 Backup / Restore Microsoft Exchange Server

This chapter describes in details how to backup and restore Microsoft
Exchange Server with IDS Business.

15.1 Supported versions

The MS Exchange Server backup module is supported for the following
Exchange versions:

. MS Exchange 2003
. MS Exchange 2007
. MS Exchange 2010 / SP1

15.2 Backup Microsoft Exchange Server 2003 / 2007

15.2.1 Requirements and recommendations

Please ensure that the following requirements are met by the MS Exchange
server:

1. IDS Business is installed on the MS Exchange server.

2. The Exchange databases selected for backup will be temporarily spooled
to a temp directory before being uploaded to the backup server.

It is recommended that the temporary directory have disk space of at
least 120% of the total database size (e.g. total size of all .edb files
found within the MS Exchange Server installation folder).

3. It is recommended that the temporary directory be configured on a local
drive.

4. For Exchange server with Active Directory installed, a System State
backup must be performed regularly with the MS Exchange server
backup.

15.2.2 Overview

For a complete Exchange server backup, backup for the following
components must be performed:

System State
For Exchange server with Active Directory installed, as part of the restore,
the system state of the server must also be restored.
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Running regular system state backups of the Exchange is therefore crucial, as
it ensures that the system state data is synchronized with the Exchange
database data.

Information Store (Exchange 2003 / 2007)
The Information Store of Exchange 2003 and 2007 contains both mailbox
store and public folder store data.

The server stores data into two files - .edb and .stm file that forms an
Exchange store repository.

The default mailbox store on an Exchange 2003 server uses filename
Privl.edb and Privl.stm; the default public folder store uses the filename
Publ.edb and Publ.stm.

The .edb file contains tables that hold metadata for all e-mail messages and
other items in the Exchange store, while .stm stores native Internet content.

15.2.3 How to backup Microsoft Exchange Server 2003 / 2007

Refer to the following instructions to backup Microsoft Exchange Server 2003
or 2007:

1. Install IDS Business on the MS Exchange Server.

2. Login to the backup application's user interface.

(%) IDS Backup Business Manager l = e (®) 1DS Backup Business Manager l — e
b VLY b VLY
[[=1=3%%1% o [[=1=3%%1% o
==t Business ==t Business
Login Mame : |username Lagin Name: |usermname
Passwaord - [T T T TTTT] Passwaord - ........|
Save password Save password
@ Forgot your passwaord? @ Forgot your password?
OK Cancel E  [# Options i3 Language
L é Fnglish i |

[:| Backup Server
hitps | = | [ids2.online-backupserver.eu -

‘ﬂﬂ Proxy Setting
Use proxy to access the backup server

Type - Provey
Sock
Address :
Part:
UserName:
Password :
OK Cancel B = Options
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3. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange
Server Backup] from the backup set type dropdown menu.

6. Select the corresponding Exchange version from the version dropdown

menu.

&; Backup Set
Mame: | Backup Set
Type: M5 Exchange Server Backup -

25 Microsoft Exchange Server
Warsion : |Microsoft Exchange 2000 Server post-SP3 -

Microsoft Exchange 2000 Server post-5FP3 -
Microsoft Exchange Server 2003

Microsoft Exchanoe Server 2007

microsoft Exchange Server 20110 i

Mext » Cahcel £3

7. Select [Next] to proceed.

8. In the backup source selection screen, select the Information Store for
backup.

Mew Backup Set Wizard

E%’ microsoft Exchange Server
=0 8 winzks
- (3 microsont Information Stare
= [ il First Storage Group
= |l Mailbox Database
= ﬁﬁ Second Storage Group
oo Il Public Folder Database

1 Previous Mext » Cancel 83
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9. Configure a backup schedule for unattended backups.
Mame : | Database Backup Schedule
i) Backup
® Database
Long File
& Tre
Weeakly | =
Backup on the following day(s) every weelk
Sunday Monday Tuesday
Wednesday W Thursday Friday
Saturday
@ Time
At v
Start: |21 = 00 =
Stop . on completion (Full Backup)
Skip hackup if previous job is still running
a4 Cancel &
Menu Items Description
Name Enter a backup schedule name of your choice.
Backup Select backup type [Database / Log File].
Note:
Select database type for full database backup, or
select log file type for transaction log backup.
Type Select backup schedule type [Daily / Weekly /
Monthly / Custom].
Time Select backup schedule time type [At / Periodically].

Note:

Select backup schedule time at to perform backup at
a certain time, or select backup schedule time
periodically to perform backup every X minutes /
hours.

Skip backup if previous
job is still running

Select whether to stop the backup job from running
if a previous backup job is still running.

10. Select an encryption setting for your backup set.

11. Press the [OK] button to complete the configuration of the [New Backup

Size Wizard].
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12. Configure the temporary backup folder, select [Backup Setting],

[Options].
Backup Setting

Eackup Set || | o= Options

- [, . "

| J B == Temporary Directory for storing backup files

DiTemp Change &

Backup Source ¥| Remaove termporary files after backup
l'_f Backup Schedule [fi Advanced Options

1. , Transfer Block Size © 128 » | khytes
|r:,___. Encryption

|-1 In-File Delta
& Retention Policy

arz | Command Line Tool
Extra Backup

* Local Copy

53 Options

Ok Cancel £

Note:
The temporary directory can be set to a local or network path.

Please be reminded to fill in the [User Authentication for Windows]
setting if a network path is selected.

Backup Setting
Backup Set = - General
|;] General [& Backup Set
Mame: | Backup Set
Backup Source Type: MS Exchange Serer Backup
l'/ Backup Schedule User Authentication for Windows
|1. . . Damain : Daomain Mame
== Encryption
£ i UserMame : | administrator
[}, In-File Delta Password: | =
& Retention Folicy 2 Microsoft Exchange Server

— Yersion : Microsoft Exchange Server 2007
ar> | Cornmand Line Tool

14 Etra Backup
ry
*, Local Copy

#7535 Options

Ok Cancel £
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For database specific backup type, data files spooled by the latest
backup job can be kept by disabling the [Remove temporary files after

backup] option.

Options
@ Temporary Directary for storing backup files
DiTemp
Remove ternpaorary files after backup

Change &

[ Advanced Options
Transfer Elock Size ;. 128 | = | khytes

13. Scheduled backup will run automatically at the configured schedule time.

14. Click [Backup] button on the left panel to perform a backup immediately.

Backup Options Ed

&; Backup Set
Backup Set

i) Backup

® Database
Log File

Ok Cancel B [# Optiohs

Menu Items Description
Backup Select backup type [Database / Log File].
Note:

Select [Database] type for full database backup, or
select [Log File] type for transaction log backup.

Important:
For Exchange server with Active Directory installed, a System

State backup must be performed regularly with the MS
Exchange server backup.
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15.3 Restore Microsoft Exchange Server 2003 / 2007

Refer to the following instructions to restore Microsoft Exchange Server 2003
/ 2007:

1.

Prepare the operating system for the Exchange Server restore (if
required).

Install the original version of Windows and Exchange Server (with the
same level of service pack installed as in the original system).

Restore Windows Active Directory (if required).

Restore the System State data from IDS Backupserver, and then restore
the System State using Ntbackup / WBAdmin.exe.

Refer to the "How to restore Windows System State" chapter for
detailed instruction.

Install IDS Business (if required).

Refer to the Installing I1DS Business chapter for details instruction.

Startup the [Microsoft Information Store] services from Windows
Services.

Restore the Exchange database from backup; restore the database
backup files from the IDS Backupserver server.

Please ensure the directory structure is the same as it appears in the
File Explorer:

-->[Restore Destination]

—————— >[Server]

—————————— >[Microsoft Information Store]
—————————————— >[First Storage Group]
—————————————————— >[Mailbox Store(Server)]
—————————————————————— >Privl.edb
—————————————————————— >Privl.stm
—————————————————— >[Public Folder Store(Server)]
—————————————————————— >Publ.edb
—————————————————————— >Publ.stm
—————————————————————— >E0000001. log

If a different version of the database to be restored exists on the MS
Exchange server, please dismount it from the services using System
Manager or Exchange Management Console for MS Exchange 2003 and
2007 respectively.
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6. Use the [ExchangeRestore32.exe / ExchangeRestore64.exe] file found
from the IDS Business [bin] directory to restore the database.

For 32bit MS Exchange installation:
${OBM-Install-Home}\bin\ExchangeRestore32.exe

For 64bit MS Exchange installation:
${OBM-Install-Home}\bin\ExchangeRestore64.exe

Example 1
For restore of all databases from backup data [E:\Backup] to an

Exchange Server named [win2k8] using the temporary directory
[E:\Temp]

Backup data source = E:\Backup
Temp folder for restore process = E:\Temp
Exchange server name = Win2k8

The following command can be used:

Exchange server recovery - Example 1

C:\Program Files\IDS Business\bin>ExchangeRestore64
DIR="E:\Backup" TEMP="E:\Temp" SERVER="win2k8"

Microsoft Exchange Server 2000/2003/2007 Backup Recovery
Utility

[Start] Exchange Server - "win2k8*
[Start] Service - "Microsoft Information Store”
[Start] Storage Group - "First Storage Group”
[Start] Database - "Mailbox Database®
Restoring file "C:\Program Files\Microsoft\Exchange
Server\Mai lbox\First Storage Group\Mailbox
Database.edb™ ...
[End] Database - “"Mailbox Database*
[Start] Restoring transaction log - "First Storage
Group*®
Restoring Log File “E:\Temp\restore.tmp\First Storage
Group\EOOOOOOB7CF.log™ ...
Restoring Log File "E:\Temp\restore.tmp\First Storage
Group\EOO0000B7DO.log" ...
Restoring Log File "E:\Temp\restore.tmp\First Storage
Group\EOO0000B7D1.l10g" ...
[End] Restoring transaction log - "First Storage
Group*
[Start] Applying transaction log ...
[End] Applying transaction log
[End] Storage Group - "“First Storage Group-®
[Start] Storage Group - "Second Storage Group®
[Start] Database - "Public Folder Database-
Restoring fTile “C:\Program Files\Microsoft\Exchange
Server\Mailbox\Second Storage Group\Public Folder
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Database.edb™ ...
[End] Database - “Public Folder Database-"
[Start] Restoring transaction log - "Second Storage
Group*®
Restoring Log File “E:\Temp\restore.tmp\Second
Storage Group\EO100004F10.log" ...
Restoring Log File "E:\Temp\restore.tmp\Second
Storage Group\EO100004F11.log" ...
[End] Restoring transaction log - "Second Storage
Group*
[Start] Applying transaction log ...
[End] Applying transaction log
[End] Storage Group - "Second Storage Group®
[End] Service - “Microsoft Information Store-”
[End] Exchange Server - “win2k8*"

Mount the Exchange database afterward in System Manager for
Exchange 2003 or Exchange Management Console for Exchange 2007.

Example 2
For restore of database name [mail] in storage group [SG5] from

backup data [E:\Backup] to an Exchange Server named [win2k8] using
the temporary directory [E:\Temp]

Backup data source = E:\Backup

Temp folder for restore process = E:\Temp

Exchange server name = win2k8

Database to be restored = [Mailbox Database] of storage group [First
Storage Group]

The following command can be used:

Exchange server recovery - Example 2

C:\Program Files\IDS Business\bin>ExchangeRestore64
DIR="E:\Backup" TEMP="E:\Temp"™ SERVER="win2k8"
SERVICE="Microsoft Information Store"” STORAGE="First
Storage Group' DATABASE='"Mailbox Database"

Microsoft Exchange Server 2000/2003/2007 Backup Recovery
utility

[Start] Database - "Mailbox Database®

Restoring file "C:\Program Files\Microsoft\Exchange
Server\Mai lbox\First Storage Group\Mailbox
Database.edb”™ ...

[End] Database - "Mailbox Database®

[Start] Restoring transaction log - "First Storage
Group*®

Restoring Log File “E:\Temp\restore.tmp\First Storage
Group\EOOOO0OB7CF.log
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Restoring Log File "E:\Temp\restore.tmp\First Storage
Group\EOO0000B7DO. log
Restoring Log File “E:\Temp\restore.tmp\First Storage
Group\EO0O0000B7D1.log
[End] Restoring transaction log - "First Storage
Group™

[Start] Applying transaction log ...

[End] Applying transaction log

Mount the Exchange database afterward in System Manager (for
Exchange 2003) or Exchange Management Console (for Exchange 2007).

7. Repeat the same procedure for each database to be restored.

Note:
Verify under the Event Viewer if there is any error generated during the
restore process.

8. If the restore process failed with errors such as bad signature, or null
error, the backed up database file restored may be incorrect.

Please try to manually restore and mount the database and log files.

Mounting database file manually

9. Dismount the Exchange database using the System Manager for
Exchange 2003, or Exchange Management Console for Exchange 2007.

10. Copy all restored database and log files to the Exchange database
folders.

Exchange 2003 default folder path is
${Exchange-Install-Home}\MDBDATA

Exchange 2007 default folder path is
${Exchange-Install-Home}\Mailbox\First Storage Group
${Exchange-Install-Home}\Mailbox\Second Storage Group

11. Initiate soft recovery mode by applying the transaction log file EOO to
the database.

Enter the following commands:

C:\Program Files\Microsoft\Exchange Server\Mailbox\First
Storage Group>eseutil /r e00

Extensible Storage Engine Utilities for Microsoft(R)
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Exchange Server
Version 08.01
Copyright (C) Microsoft Corporation. All Rights Reserved.

Initiating RECOVERY mode...
Logfile base name: e00
Log Files: <current directory>
System Ffiles: <current directory>
Performing soft recovery...

Operation completed successfully in 0.813 seconds.

12. Repair the database files by running the following commands:

C:\Program Files\Microsoft\Exchange Server\Mailbox\First
Storage Group>eseutil /p "Mailbox Database.edb™

Extensible Storage Engine Utilities for Microsoft(R)
Exchange Server
Version 08.01
Copyright (C) Microsoft Corporation. All Rights Reserved.
Initiating REPAIR mode. ..
Database: Mailbox Database.edb
Temp. Database: TEMPREPAIR3760.EDB
Checking database integrity.
Scanning Status (% complete)

0 10 20 30 40 50 60 70 80 90

13. Mount the Exchange database afterward in System Manager for
Exchange 2003 or Exchange Management Console for Exchange 2007.

14. The restore of Exchange Server is now completed.
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15.4 Backup Microsoft Exchange Server 2010

15.4.1 Requirements and recommendations

Please ensure that the following requirements are met by the MS Exchange
server:

1. IDS Business version 5.5.8.0 or above is installed on the Exchange
server.

2. Databases of the Exchange server are spooled to a temporary directory
before being uploaded to the offsite backup server.

It is recommended that the temporary directory have disk space of at
least 120% of the total database size (e.g. total size of all .edb files
found within the MS Exchange Server installation folder).

3. It is recommended that the temporary directory be configured on a local
drive.

4. For Exchange server with Active Directory installed, a System State
backup must be performed regularly with the MS Exchange server
backup.

5. Backup of Exchange 2010 server in Database Availability Group (DAG) is
not supported.

15.4.2 Overview

For a complete Exchange server backup, backup for the following
components must be performed:

Windows System State
For Exchange server with Active Directory installed, as part of the restore,

the system state must also be restored.

Running regular system state backups of the Exchange is therefore crucial, as
it ensures that the system state data is synchronized with the Exchange
database data.

Microsoft Information Store (Exchange 2010)

The Information Store of Exchange 2010 contains the data, data definitions,
indexes, checksums, flags, and other information that comprise mailboxes in
Exchange.

Mailbox databases hold data that's private to an individual user and contain
mailbox folders generated when a mailbox is created for that user. A mailbox
database is stored as an Exchange database .edb file.
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Public folder databases contain the data, their definitions, indexes,
checksums, flags, and other information that comprise any public folders in

your Exchange organization.

In Exchange Server 2010, public folders are an optional feature.

15.4.3 How to backup Microsoft Exchange Server 2010

Refer to follow the instructions to backup Microsoft Exchange Server 2010:

1. Install IDS Business on the MS Exchange Server.

2. Login to the backup application's user interface.

(2) IDS Backup Business Manager

[E=REE)

"k h
== Business

Login Name : |usermame
(Z 111 11]1]

Save password

Password :

oK Cancel B

@ Forgotyour password?

+ Options

—

3. Select the [Backup Settings] button and the

Backup Set Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange

Save password
@ Forgotyour password?

s Language
English -

[:l Backup Server
hitps | * | ids2.online-backupserver.eu -

W= Proxy Setting
Use proxy to access the backup server

Type Proxy
Sock
Address :
Port:
UserMame:
Password
0K Cancel B = Options

(5) IDS Backup Business Manager lil_léj
IDS\ D H
e
et Business
Login Mame : |usermame
Password: | ©0000008|

Server Backup] from the backup set type dropdown menu.

(L2

button to start the New

6. Select the corresponding Exchange version from the version dropdown

menu.
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Mew Backup Set Wizard

&; Backup Set
Marme © | Backup Set
Type . M5 Exchange Semver Backup -

2 Microsoft Exchange Server

Warsion . |Microsoft Exchange Server 2010 -
Microsoft Exchange 2000 Server post-SF3 -
microsoft Exchange Server 2003
microsoft Exchange Server 2007

Microsoft Exchange Server 2010

Mext » Cancel B

7. Select [Next] to proceed.

8. In the backup source selection screen, select the Information Store for

backup.

EI%:I Microsoft Exchange Server
- gl Microsoft Information Store
=0 3 QAWeGRIETP-2
O |H Public Falder

4 Previous Mext » Cahcel £3

9. Configure a backup schedule for unattended backups.
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Backup Schedule Properties E

Mame | Backup Schedule

i) Backup

® Full

Copy (does not truncate the transaction logs)

Incremental

Differential {does not truncate the transaction logs)

& Type
Draily -
Backup everyday
™ Time
At -
Start: 23 = 00 =
Stop : on completion (Full Backup)
Skip hackup if previous joh is still running
Ok Cancel &
Menu Items Description
Name Enter a backup schedule name of your choice.
Backup Select backup type [Full / Copy / Incremental /
Differential].
Type Select backup schedule type [Daily / Weekly /
Monthly / Custom].
Time Select backup schedule time type [At / Periodically].

Note:

Select backup schedule time at to perform backup at
a certain time, or select backup schedule time
periodically to perform backup every X minutes /
hours.

Skip backup if pervious
job is still running

Select whether to stop the backup job from running
if a previous backup job is still running.

Further details on Backup Type:

Backup Type Description

Full Backup the databases, transaction logs, checkpoint
files and then truncates the transaction logs.

Copy Backup the databases, transaction logs, checkpoint
files but does not truncate the transaction logs.

Incremental Backup the transaction logs to record changes since
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the last full or incremental backup and then
truncates the transaction logs.

Differential Backup the transaction logs to record changes since
the last full or incremental backup and does not
truncate the transaction logs.

10. Select an encryption setting for your backup set.

11. Press the [OK] button to complete the configuration of the [New Backup

Size Wizard].
12. Configure the temporary backup folder, select [Backup Setting],
[Options].
Backup Set k= Options
J B & Temporary Directory for staring backup files
DaTernp Change %
Backup Source v Remaove temparary files after hackup
l(f; Backup Schedule % Advanced Options
5| . Transfer Block Size . (128 | = | kiwtes
|E= Encryption
(). in-File Detta

&) Retention Palicy

@2 Command Line Toal
Extra Backup

¥y Local Copy

53 Options

Ok Cancel B

Note:
The temporary directory can be set to a local or network path.

Please be reminded to fill in the [User Authentication for Windows]
setting if a network path is selected.

InterDomain Software u. IT Consulting GmbH 336



IDS Business Manager

User Manual
Backup Setting

Backup Set - —| | General

IJ General [ Backup Set

Mame: | Backup Set

Backup Source Type:  MS Exchange Server Backup

v d - )
| Backup Schedule User Authentication for Windows

~ . . Damain : Daomain Mame

=== Encryption

(B> i UserMame : | adrministrator

[}, In-File Delta Password: | =

&, Retention Policy il Micrasoft Exchange Server

— Yersion : Microsoft Exchange Server 2007
ar> | Cornmand Line Tool

14 Etra Backup
. Local Copy

#7535 Options

Ok Cancel £

For database specific backup type, data files spooled by the latest
backup job can be kept by disabling the [Remove temporary files after
backup] option.

Options

@ Temporary Directary for storing backup files
DiTemp Change &

Remaove ternpaorary files after backup

[ Advanced Options
Transfer Elock Size ;. 128 | = | khytes

13. Scheduled backup will run automatically at the configured schedule time.

14. Click [Backup] button on the left panel to perform a backup immediately.
Backup Options

@ Backup Set
Backup Set b

_‘b Backup

® Full
Copy (does nottruncate the transaction logs)
Incremental
Differential (does not truncate the transaction logs)

Ok Cancel B | # Optiohs
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Menu Items

Description

Backup

Select backup type [Full / Copy / Incremental /
Differential].

Further details on Backup Type:

Backup Type Description

Full Backup the databases, transaction logs, checkpoint
files and then truncates the transaction logs.

Copy Backup the databases, transaction logs, checkpoint
files but does not truncate the transaction logs.

Incremental Backup the transaction logs to record changes since
the last full or incremental backup and then
truncates the transaction logs.

Differential Backup the transaction logs to record changes since
the last full or incremental backup and does not
truncate the transaction logs.

Important:

For Exchange server with Active Directory installed, a System State backup
must be performed regularly with the MS Exchange server backup.
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15.5 Restore Microsoft Exchange Server 2010

Refer to the following instructions to restore Microsoft Exchange Server 2010:

1.

Prepare the operating system for the Exchange Server restore (if
required).

Install the original version of Windows and Exchange Server (with the
same level of service pack installed as in the original system).

Restore Windows Active Directory (if required).

Restore the System State data from IDS Backupserver, and then restore
the System State using WBAdmin.exe.

Refer to the "How to restore Windows System State" chapter for
detailed instruction.

Install IDS Business (if required).
Refer to the "Installing IDS Business" chapter for detailed instruction.

Startup the [Microsoft Information Store] services from Windows
Services.

Continue with the following sections for restore to the original Exchange
server, or to a new Exchange server.

Restore Exchange Database to Original Location
To restore Exchange database to the same Exchange server:

6.

Login to the backup application’s user interface.
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[ (5) IDS Backup Business Manager l = - [ (©) IDS Backup Business Manager l — e e
IECE\‘“ H IUCE\‘“ H
e Business e Business
Login Name :  username Login Name : fusername
Fassword: 99000 00e Fassword: | Seeeeeee
Save password Save password
@ Forgot your password? @ Forgot your password?
oK Cancel B [+ Options ‘a2 Language
. = English b |
[i Backup Server
hllps | = | ld52.online-backupserver.eu 2
= Proxy Setting
Use proxy to access the backup server
Type : “roxy
Sock
Address :
Port:
User Name :
Fassword
oK Cancel B = Options
u |
7. Click on the [Restore] button on the left panel.
8. Select the backup set to be restored, and [Next].
Resture E
Please selectthe backup set
Backup Set
Delete 10 MNext » Cancel B
9. Expand the server tree, select the database to be restored, and
[Original Location] for the [Restore files to] option.
340
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@Restore

Show files as of Job ©  2011110/27 | = | |Latest - Filter [+
Folders Marme Size Date Modified

B E Backup Sarver % E00.chk 8kB 2011/09r22 20:01:14

=0 = Microsoft Exchange Server . E0000000&8AA log 1,024 2011/09/1314:07:45

EI---D . Microsoft Infarmation Stare . E00000005AB log 1,024 2011709522 20:01:15

-0 GAWEH-R2ETP-2 || EDDOO0O0SAC. log 1,024 2011110002 04:31:20

| Mailbox Database 2125567 | | EOO0OOO0SAD Iog 1,024 20111011 12:01:245

| EDDOOOOOSAE. Jog 1,024 201110M918:47:27

|| EDDOO0OOSAF . log 1,024 2001110024 16:00:48

| ENDOO0O0SED. g 1,024 201110027 12:09:31

| E0DOO0OOSET Jog 1,024 20010027 12:10:48

| EOO00000SB2 1oy 1,024 20010027 12:11:23

| E0Otmp.log 1,024, 200110027 12:11:23

| Mailbox Database 2125901892, 147 5. 2011/07727 13:43:40

[Mailbox Database 2125901992 ]
Delete 11 lterns per page |50 ¥ Page: 1/1|=

[F= Restorefilesta
® Original location
Alternate lacation :

Search = 4 Previous Start Restare B Cancel B

10. Press the [Start Restore] button to begin the restore process.
11. The restore process is now completed.

Restore Exchange Database to Alternate Location

To restore Exchange database to a new Exchange server:

6. Login to the backup application's user interface.

(5) IDS Backup Business Manager l = e (5) 1DS Backup Business Manager l = . e
oSt ; oSt ;
e e
et Business metBusiness
Login Name : 'username Login Name : 'username
Paseword : [T T TYTT] Password : sssssess
Save password Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B+ Options 3 Language
L — English e Ll

[E Backup Server
hitps | » | lide2.online-backupzerver.au o

(aﬂ Proxy Sctting
Use proxy to access the backup server
Type : 2roxy

Address :

User Name :

Password :

oK Canel =l Oplivns

e
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7. Click on the [Restore] button on the left panel.
8. Select the backup set to be restored, and [Next].
Restore E
Please selectthe backup set
Backup Set
Delete 1 Mext » Cancel B3

9. Click on [Backup Server], select [components.xml] and [writers.xml] for

restore.

@ Restore

Show files as of Job © 20011110527 | = | |Latest

Folders
(= E Backup Server
E|D = Microsoft Exchanoe Server
E-1 | Microsoft Information Store

| 4
Delete [
= Restore files to

Criginal location

® Alternate location @ | DARestare

Search =

-

Mame

4

[ = Microsoft Exchange Server
=] cornponents xml
== weriters xml

lterms per page :

Previous

Filter [+

Size Date Modified

4 KB 201110727 121212
20KEB 2011027 1212012

a0 hd Page: 171 | =
Change &
Start Restare P Cancel B
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10. Next, select the database to be restored, and select [Alternate location]
and browse to the restore destination folder.

Showe files ag of Job | 200110027 | = | Latest A Filter =
Folders Mame Size Date Modified

B E Backup Server %] E0D.chk BkB 2011/0922 20:01:14

= W) & Microsoft Exchange Server . E00000005AA log 1,024, 2011/09/1314:07:45

EI Microsoft Infarmation Store . E00000005AB log 1,024 2011709522 20:01:15

B CAAER-RZETP-2 . E00000005AC 1oy 1,024 2011110002 04:31:20

Mailbox Database 2125806 || E00000005AD.log 1,024 20111011 12:01:25

| EOO0O00OSAE (o 1,024 201110M918:47:27

| EQDOO0O05AF. log 1,024, 201110024 16:00:48

| EQDOO0O0SED. oy 1,024, 201110027 12:09:31

| EQDOO0O0SET . Jog 1,024, 2011110027 12:10:48

|| ENDOO0O0SEZ. 1og 1,024, 20011110027 12:11:23

| E0Otmip.log 1,024, 20011110027 12:11:23

|| Mailbox Database 2125901992, 1475 201107727 13:43:40

ot »
Delete 17 lterms perpage ;. 50 A Page: 171 | =

[E= Restorefilesto
Criginal location
& Alternate location @ | DARestore Change &

Search = 4 Previous Start Restare b Cancel B3

11. Please ensure the directory structure is the same as it appears in the
File Explorer:

-->[Restore Destination]

————————— >[Microsoft Exchange Server]

————————— >[components.xml]

————————— >[writers.xml]

———————————————— >[Microsoft Information Store]
—————————————————————————————— >[Server Name]
—————————————————————————————————————— >[Database Name]

12. Use the [ExchangeRestore2010.exe] file found from the IDS Business
[bin] directory to restore the database(s).

${OBM-Install-Home}\bin\ExchangeRestore2010.exe

13. For restore of all databases from backup data [D:\Restore], the
following command can be used.

Exchange server recovery

C:\Program Files\IDS Business\bin>ExchangeRestore2010
D:\Restore

InterDomain Software u. IT Consulting GmbH 343



IDS Business Manager
User Manual

14. The restore process is now completed.
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16 Brick-Level Backup / Restore Microsoft

Exchange Server

This chapter describes in details how to backup and restore individual mail
items stored in Microsoft Exchange Server with IDS Business.

16.1 Supported versions

The MS Exchange Mail Level backup module is supported for the following
Exchange versions:

. MS Exchange 2003
. MS Exchange 2007
. MS Exchange 2010 / SP1

16.2 Requirements

Please ensure that following requirements are met by the MS Exchange
server:

1. IDS Business is installed on the MS Exchange server.

2.  Microsoft Messaging Application Programming Interface (MAPI) is
installed on the MS Exchange server.

3. The built in administrator account is must be enabled.

Important:
For Windows Small Business Server (SBS) 2003 / 2008 / 2011, the
built-in administrator account is disabled by default.

4. The operating system account to be running the Brick-Level backup (e.g.
administrator) must have a mailbox and is not hidden from the Global
Mailbox List.

Note:
For IDS Business version 6.5.4.0 or above, scheduled backup can be
performed without changing the scheduler service's log on setting.

Scheduled backup is performed using the operating system account
configured in the [User Authentication for Windows] field.

If such setting is not configured, the scheduled backup would precede with
the default Local System account (default log on account for IDS Business
scheduler).

In this case, the backup will most likely fail with permission denied error.
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16.3 Overview

Brick-Level backup for Microsoft Exchange Server is not designed to fully
protect an Exchange Server, but to facilitate easy backup and fast restore of
individual emails, contacts or calendars, etc.

A Brick-Level restore cannot fully recover the Information Store after a
disaster.

Important:
If used, a Brick-Level Backup must be utilized in conjunction with full
Information Store Backup, in order to fully protect the Exchange Server.

16.4 Granting Privileges

Brick-Level backup requires "Full Mailbox Access" permission for the user
running IDS Business.

Please refer to the following instruction for granting permission to the
operating system account to be running the Brick-Level backup:

For one specific mailbox

Use the following procedure to grant access to Exchange 2003 / 2007
mailbox:

1. Start the [Active Directory Users and Computers] applet.

2. On the [View] menu, ensure that the [Advanced Features] option is
selected.

-.? Active Directory Users and Computers

@ File  Action | Wiew Window Help |;Ii|5|
- = | |E add/Remave Columns. .. F L’
@ Active Director Large Icons
-] Saved Que  Small Icons —
EI ahis ayrnail, N Type Description I
&[] Builin | = E)etail builtinCarmain
[:l Compu—— Container Default container For upar...
@ Domair  Users, Groups, and Computers as containers Organizational Unit Default container For dom...
R ER e v Advanced Features Container Diefault conkainer For secu...
#-[27 Lostan  Eilter Options... lostandFound Default container For orph...
D Micros: i m Objecks msExchSystemObjectsContainer
D NTDS €, QR msDS-GuotaContainer Quota specifications cont...
[:I Program Data [:IProgram Data Container Default location for skorag...
[:l System [Cdsystem Container Builtin system settings
B[ Users gUsers Containet Defaulk container For upar...

3. Right click the user whose mailbox you want to give permissions to and
choose [Properties].

4. On the [Exchange] Advanced tab, click [Mailbox Rights].
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User Name Properties

Published Certificates | Member0f | Diakin | Objest | Secuiy
Environment I Sessions I Fiemate contral I Terminal Services F'lofilel COM+

Exchange General I E-mal dddrezses
General | Address | Aocount | Praofile | Telephones | Organization
Exchange Features Exchangs Advanced

Simple dizplay name:

™ Hide from Exchange address lists
[~ Downgrade high priority mail bound For 3400

Wiew and modify cuztom attibutes Custom Attributes. . |

Configure server and account information ILS Settings... |
for Internet locator service =

Wigw and rodify permizsions to access Waibow Biakis

thiz mailbox Rt

Adrainiztrative Graup: First Adrministrative Group

0k | Cancel | Spply | Help |

5. Notice that the Domain Admins and Enterprise Admins have both been
given Deny access to Full Mailbox access.

Permissions for User Name E I
Mailbox Rights |

Group or user names:

€7 Administrator [AHSAYMAIL\Administrator) j

ﬂ: AMOMYMOUS LOGON
!ﬁ Domain Adming [BHSAYMalL\Domain Adming)
ﬁ Enterprize daILAE nterprise Admins)

Fuaniong hd
T | _>I_I

Add... | Bemaove |

Permizzions for Enterprize Admins Al Deny

Delete mailbox storage
Read permizsiong
Change permizzions
Take ownerzhip

Full mailbox access

OoEEEA
B0O0000

Azzociated external account (| LI
For special permissions or for advanced settings, Advanced |
click Advanced. —

ok I Cancel | Apmly |

6. Click [Add], click the user or group who you want to have access to this
mailbox, and then click [OK].
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7. Ensure that the user or group is selected in the Name box.

8. In the [Permissions] list, click [Allow] next to [Full Mailbox Access], and
then click [OK].

9. Click [OK] all the way out.

10. Restart the [Microsoft Exchange Information Store] service.

For mailboxes located within a specific mailbox store

Use the following procedure to grant access to Exchange 2003 / 2007
mailbox found on a specific mail store:

1. Start the [Exchange System Manager] applet.

2. Navigate to the server object within the appropriate Administrative

Group.
"". Exchange System Manager !E E
5‘:1 File  Action Yiew Window Help ‘ _|5’|1|

&= | A@E R XEFAR 2E

G"__‘1 First Crganization (Exchange) Mailbox Store (MAIL)
[+ Global Settings
: [hame 1

- Recipients

[=1-C 3 Administrative Groups JLagans
=43 First Administrative Group [ Mailbexes
E1-50 Servers [ Full-Text Indexing
-5 mal
lﬁ Queues
-2l Fiest Starage Group
1_;:1 Mailbos: Skare (MAIL)

&5 Public Folder Skore (MAIL)
[ Protocols

[+#-{_1 Conneckars

[#-_1 Folders

(-1 Tools

3. Expand the server object and find the required mailbox store within the
appropriate Storage Group. Right click it and choose [Properties].

4. In the [Properties] window, go to the [Security] tab.
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Mailbox Store {MAIL) Properties EHE
General I Databasze | Linnits | Full-T ext Indexing |
Details I Palicies Security

Group or user names:

€3 [

!ﬁ AMOMYROUS LOGON
ﬁ Cromain Adming [AHSAYMaILYDomain Adming]

!ﬁ Enterprize Adming [@HSAYMAILSE nterprize Adminz)

!ﬁEver}lone
-, R RO S Ll
Add... | Remove |
Permizzions for Administratar Allow Deny
Full contral

-

[
For special permissions or for advanced settings, Advanced |
click Advanced. =

0K I Cancel | Spply | Helg |

Read
Wirite
Execute
Delete

EEEEEE
Ooooooo

Read permissions

5. Click [Add], click the user or group who you want to have access to the
mailboxes, and then click [OK].

6. Be sure that the user or group is selected in the Name box.

7. In the [Permission] list, check [Allow] next to [Full Control], and then
click [OK].

8. Click [Apply] and [OK].

9. Restart the [Microsoft Exchange Information Store] service.

For mailboxes located within a specific server
For Exchange 2003, please refer to the following instructions:

1. Add an operating system account to the Add an operating system
account to the Exchange 2003 server.

This account must be a member of the following groups in the Active
Directory:

e Domain Users group
* Administrators group

2. Right click [Exchange System Manager] > [Domain Name] > [Server] >
[Exchange Server Name], select [Properties].

3. Choose the [Security] tab.
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4. Add the newly created user to the list, and then check the [Full Control]
checkbox for this user.

5. Click [OK] all the way out.
6. Reboot the server or restart the [Microsoft Exchange Information Store]

service, wait for at least 15 minutes for the changes to be applied to the
Exchange server.

For Exchange 2007, please refer to the following instructions:

1. Add an operating system account to the Add an operating system
account to the Exchange 2007 server.

This account must be a member of the following groups:
* Local Administrators (Built in)
e Domain Admins group

e Enterprise Admins group

2. Enter the following command in Exchange Management Shell:

Get-MailboxServer | Add-ADPermission -User "%USER%' -
AccessRights GenericAll -ExtendedRights ms-exch-store-
admin,receive-as,send-as -InheritanceType All

Example, to grant the permission for local account "system™

Get-MailboxServer | Add-ADPermission -User ''system' -
AccessRights GenericAll -ExtendedRights ms-exch-store-
admin,receive-as,send-as -InheritanceType All

To show added permission for an AD account

Get-MailboxServer | Get-ADPermission -User "%USER%"

Example, to show added permission for local account "system"

Get-MailboxServer | Get-ADPermission -User ''system"

To remove permission from an AD account
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Get-Mai lboxServer | Remove-ADPermission -User "%USER%" -
AccessRights GenericAll -ExtendedRights ms-exch-store-
admin,receive-as,send-as -InheritanceType All

Example, to remove permission from local account "system™

Get-MailboxServer | Remove-ADPermission -User "minimal™ -
AccessRights GenericAll -ExtendedRights ms-exch-store-
admin, receive-as,send-as -InheritanceType All

For Exchange Server 2010, please refer to the following instructions:
1. Add an operating system account to the Exchange 2010 server.
This account must be a member of the following groups:

* Local Administrators (Built In)

e Organization Management group (Exchange Security Groups)
* Domain Admins group

* Enterprise Admins group

2. Ensure that Update Rollup 3 for Exchange Server 2010 (KB981401) is
installed.

3. Enter the following command in Exchange Management Shell:

Get-Mailbox | Add-MailboxPermission -User "%USER%" -
AccessRights FullAccess

Example:

Get-Mailbox | Add-MailboxPermission -User 'system" -
AccessRights FullAccess

Other useful commands:

Remove permission from an AD account

Get-Mailbox | Remove-MailboxPermission -User "%USER%" -
AccessRights FullAccess

Example:
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Get-Mailbox | Remove-MailboxPermission -User 'system" -
AccessRights FullAccess

To view the mailbox permission of a user

Get-Mailbox | Get-MailboxPermission -User "%USER%"

Example:

Get-Mailbox | Get-MailboxPermission -User "SYSTEM"
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16.5 How to perform Brick-Level backup

Refer to the following instructions to backup individual items within your
Microsoft Exchange Server:

1. Login to the backup application's user interface.

(5) IDS Backup Business Manager l = &J (%) IDS Backup Business Manager l — &I
n:é"l b H |1:1s"t 3 H
Ll L bk ]
e Business e Business
Login Mame : |uszrmmame Login Mame : |username
Passward (ITIXTIIT] Password ........|
Save password Save password
@ Forgotyour passwerd? @ Forgot your password?
0K Cancel £ = Options s Language
. — English v |
5 Backup Server
https | = | ids2.online-backupserver.eu e

‘ﬂj Proxy Setting
Use prozy to access the backup server

Type : Pro
sSoc
Address
Port
User Name :
Password :
0K Cancel E = Options
L Y

For IDS Business installation on 64 bit machines, please start the
backup application by running the RunOBC32.bat file found under the
application installation bin directory:

${IDS Business-InstallHome}\bin\RunOBC32.bat

2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.

3. Create a MS Exchange mail level backup set by selecting [MS Exchange
Mail Level Backup] from the backup set type dropdown menu.

4. Enter the backup set name
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New Backup Set Wizard E

@ Backup Set

Mame | Mail Backup Set

Type . |File Backup -
File Backup -
Lotus Domino Server Backup -
Lotus Motes Client BEackup
ME Exchange Server Backup

WS Exchande Mail Level Backup

MS SQL Server Backup

MySCL Backup

Cracle Datahase Server Backup -

Mext »

5. Select [Next] to proceed.

6. Expand the Mailbox Store to select the corresponding mailboxes for

backup.
Folders From/To | Subject Received .. Size
Bl 5 wWirZkE

&0 2 Mailbox Store
& & Public Folder Store

ltems per page . (40 - Page: |- =

1 Previous Mext »

7. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

8. Select an encryption setting for your backup set.
9. Press the [OK] button to complete the configuration of backup set.
10. Scheduled backup will run automatically at the configured schedule time.

11. Click [Backup] button on the left panel to perform a backup immediately.
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16.6 How to perform Brick-Level restore

Refer to the following instructions to restore individual items to the original
Microsoft Exchange Server

Note:
Please note that individual Brick-Level backup can only be restored using IDS

Business client (e.g. cannot perform web restore).

1. Login to the backup application’s user interface.

(3) IDS Backup Business Manager l = — (5) IDS Backup Business Manager l — i S
II:E‘\‘H H IDE‘\‘“ H
e Business e Business
Login Mame : | uszrname Login Mame: |username
Password [ IIXIXIIT] Password : .....||.|
Save password Save password
@ Forgotyour passwerd? @ Forgot your password?
oK Cancel B3 # Options 3 Language
\ — English v |
l:| Backup Server
https | = | [ids2.online-backupsener.eu -

‘U= Proxy Setting
lse prozy to access the backup server

Type : Proxy
Sock
Address :
Port:
User Name:
Password :
OK Cancel B8 | = Options
L )

For IDS Business installation on 64 bit machines, please start the
backup application by running the RunOBC32.bat file found under the
application installation bin directory:

${IDS Business-InstallHome}\bin\RunOBC32.bat
2. Select the [Restore] button on the IDS Business main menu.

Select the corresponding backup set to be restored.
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@ restore

Please selectthe backup set

tail Backup Set

et v Cancel B3

3. Select the individual mail item to be restored.

® Showfiles as of Job . |2012/04/05 = | Latest - Show all files Filter 1+
Folders FromiTo Subject ReceivediSent Size
= F Backup Server -

B O WBRZH-0-41

= (& Mailbox Stare

5 [ 6 wWER 2%-0-41 AE

& EH calendar
- £ Conflicts
- 82 Contacts
- C3 Conversation
-7 & Deleted lterr
-] L# Drafts
- [ Folder?2h4E
e
e
e
e

1] [ Faoldera3e7t
H- ] [ Faolderd6l ec
- [ Faldere8ddk
H- [ T Folderfaga7l o

S |

gl | 3

Delete tems perpage : |50 A Fage: 111 |~

= Restorefiles to
® Qriginal lacation
Alternate location

4 Pravious Start Restore B Cancel £

You can restore to the original mail box by selecting the “Original
location”, alternatively, you can now restore individual items to another
mail box by selecting “Alternate location”.
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® Show files as of Job © 2012004105 | = | |Latest = Show all files Filter [+
Folders From Subject Received Size

E}l_u WBREX—D-M - L WERZK-0.. Bump message  Wed 31420121 810 &
= (2 Mailbox Store O L wWaRZH-0.. that Wied 3452012 1. 20K ...
20 S WeR260-41 AE [ || WBRZ-0.. state she Wied 31420121 43k
- calendar O | wWaR2H-0... his has two once  Wed 314/20121:.. 16k
---D [ Conflicts L WERZH-0.. usetolost Wed 3142012 1. 50K
B84 Contacts O | | wWaR2ZH-0... between car Wed 3142012 1. B9k
---D 3 Conversation. [ | | WBR2%-0._. we over number to Wed 31472012 1. 16k
B (&l Deleted lterr || WBRZK-0.. iffirstdid Wied 3452012 1. Bk
---D LA Drafts O] | wWBR2ZH-0.. make lot Wied 3452012 1. B4k
-1 3 Folder72h4g || WERZX-0... train Wied 21452012 1. 30k
---D [ Folderazere [ || WBR2X-0.. could be drink Wied 21452012 1. 24k
---D 1 FolderdG1 e L | WERZH-0... your spread Wied 3420121 18k
---D [ Foldere@ddt. [ || WER24-0.. strange usual Wied 31472012 1. 9k
- 3 Folderfass?! || WBRZH-0... repeathas see  Wed 31420121 11k
L Inbox - L | WERZH-0... arethenplease  Wed 3142012 1. 21k
= S Ty o, O L weRzc0.. said eat Wed 314/2012 1... 25k
i (| LA O et pimn e | i Lifmal A APOA A A4
Delete 17 lterns perpage ;50 - Page: [1/1 |~
[E= Restore files to
Qriginal location
® Alternate location @ | WERZX-0-41Mailbo StorelAdministrator =
WERZH-0-41\Mailbox Storelsdministrator -

WERZH-0-41\Mailbox Store\EleanorVWoo ]

! - toretFirstname Lastname

WER2H-0-41Mailhox StorelFirstname Lasthame .
WERZH-0-41\Mailbox StoretFirstname Lastname

WER2ZH-0-4 1M ailbox Storellason Au

WER ZX-0-41\Mailhox StorelMelson Mg

WERZH-0-41\Mailbox Store\PD i

Limitation: For different language settings in the user folder, we will try
to map the folder names such as Inbox, Outbox, Sent Items, Deleted
Items, Drafts and Junk E-Mail. However some folder types cannot not
restore to corresponding location eg. Calendar , Notes etc. These folders
will be restored to the original name of the folder according to the
original language settings.

4. Press the [Start Restore] button to restore.
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17 Backup / Restore Oracle Database Server

This chapter describes how to backup and restore Oracle database server.

17.1 Supported versions

The Oracle Database backup module is supported for the following Oracle
versions:

. Oracle 10g
. Oracle 11g
. Oracle 11g Release 2

17.2 Requirements and recommendations

Please ensure that the following requirements are met by the Oracle
database server:

1. IDS Business is installed on the Oracle database server.

2. The Oracle databases selected for backup will be temporarily spooled to
a temp directory before being uploaded to the backup server.

It is recommended that the temporary directory have disk space of at
least 120% of the total database size (e.g. total size of all database
files).

3. All database selected for backup, must be in ARCHIVELOG mode.

ARCHIVELOG mode guarantees complete data recoverability, and must
be enabled to perform online backups.

To enable ARCHIVELOG mode, please refer to the following instruction:

* Set the parameters below in the PFILE to enable automatic archiving.

LOG_ARCHIVE_DEST = ${Storage path of archive redo logs}
LOG_ARCHIVE_FORMAT = “log%t_%s_%r.arc”

LOG_ARCHIVE_START = true

e Set ORACLE_SID to your database System lIdentifier (SID):

Windows:
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set ORACLE_SID=${database_SID}

Linux:
export ORACLE_SID=%${database_SID}

e Connect to database as SYSDBA.

sqlplus "/ as sysdba"

¢ Shutdown database.

SQL> shutdown immediate

¢ Start and mount database.

SQL> startup mount

* Switch database to archived log mode.

SQL> alter database archivelog;

* Open database.

SQL> alter database open;

Example:

$ export ORACLE_SID=GDB1
$ sqlplus "/ as sysdba"

SQL*Plus: Release 10.2.0.1.0 - Production on Thu Nov 8
15:08:57 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 -
Production

With the Partitioning, OLAP and Data Mining options
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SQL> shutdown Immediate
Database closed.

Database dismounted.
ORACLE instance shut down.

SQL> startup mount
ORACLE iInstance started.

Total System Global Area 285212672 bytes

Fixed Size 1218992 bytes
Variable Size 96470608 bytes
Database Buffers 184549376 bytes
Redo Buffers 2973696 bytes

Database mounted.

SQL> alter database archivelog;
Database altered.

SQL> alter database open;

Database altered.

4. Grant JAVASYSPRIV to the system account.

SQL> grant javasyspriv to system;

Example:

SQL> grant javasyspriv to system;
Grant succeeded.

5. Archived logs are not deleted automatically after an Oracle database
backup by IDS Business.

When necessary, database administrator may consider deleting the
backed up archived log manually.
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17.3

Overview

The following steps are performed during a backup job:

1.

2.

10.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.
Connection to the Oracle database is established using SQL*NET.

For backup type [Database Backup], commands are issued for the
following data to be spooled to the temporary spool path:

* All tablespace selected for backup

* All non default initialization parameters
* All control files

e All archived log files

For backup type [Archived Log Backup], commands are issued for
archived logs to be spooled to the temporary spool path.

Server and local file lists are compared to determine which file will be
uploaded.

Delta file is generated for modified file (if necessary).
Data are encrypted, compressed, and uploaded to the backup server.
Data are removed from the temporary spool path.

Backup completed successfully.
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17.4 How to backup an Oracle database (Windows)

Refer to the following instructions to backup Oracle database installation on

Windows:

1. Login to the backup application's user interface.

Double-click on the IDS Business desktop icon or right-click on the

system tray icon:

(%) 1ID% Backup Business Manager El_lﬂ—hJ

-

(%) IDS Backup Business Manager

s

1IDSWs H

2= Business
Loyin Mdme . username
Passward : (11111 17]]

Save password
@ Forgot your password?

oK & Canccl &

+ Oplions

—

Note:

s

1IDSWL '

2= Business
Login Mdme . | username
Password : ........|

Save password
@ Forgot your password?

‘2 Language
English A

Eﬁ] Dackup Server
https | = | |ids2.online-backunserver.eu =

W= Prusy Selling
Uze proxy to access the backup server

Type Proxy

Sock
Address :
Port :
User MNadine .
Passwornd :
OK Cancel £ | = Options

IDS Business must be installed on the Oracle database server.

2. Select the [Backup Settings] button and the

Backup Set Wizard.

button to start the New
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Mew Backup Set Wizard

&; Backup Set

BackupSet

File Backup

mMS Exchange Server Backup
MS Exchange Mail Level Backup
MS SQL Server Backup

MyS QL Backup

Mame :
Type :

Qracle Dats ener Backup
Systemn State Backup
ShadowProtect System Backup
ME Windows Systerm Backup

Mext »

]|

Cancel B

3. Create an Oracle Database Server Backup set by selecting [Oracle
Database Server Backup] from the backup set type dropdown menu.

4. Enter the corresponding information required:
Mew Backup Set Wizard

&; Backup Set
Mame: | Backup Set

Type:  Oracle Database Server Backup

ORACLE
Lagin 1D :
Password

system

Er
Host: | hostharme

Port: (14821
SID:  5ID

Mext »

]|

Cancel B

Menu Items | Description

Name Enter a backup set name of your choice.

Type Select backup set type [Oracle Database Server Backup].
Login ID Enter the Login ID of the Oracle system account.
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Password Enter the password of the Oracle system account.
Host Enter the IP address or hostname of the Oracle database
server.
Note:
IDS Business must be installed on the Oracle database
server.
Port Enter the Oracle TNS port.
SID Enter the Oracle SID.

5. Select [Next] to proceed.
6. Select the corresponding tablespace for backup.

Mew Backup Set Wizard |

=0 |J Oracle Database Server
[ b SYSTEM
- g svaaL
[ Flg UNDOTES1
-7 By TEMP
- [ Fg UsERS
[0 B ExaMPLE

4 Previous Mext Cancel

7. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

8. Select an encryption setting for your backup set.

9. Press the [OK] button to complete the configuration of backup set.

10. Scheduled backup will run automatically at the configured schedule time.
11. Click [Backup] button on the left panel to perform a backup immediately.

12. Select the backup type to be performed:
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Backup Options

E Backup Set
Backup Set

i) Backup

® Database (Tablespaces, Contral & Init File, Archived Logs)

Archived Log

O Cancel £ = Optioks

]|

Menu Items

Description

Database (Tablespaces, Control
& Init File, Archived Logs)

Backup the following:

All tablespace selected for backup

All non-default initialization parameters
All control files

All archived log files

Archived Log

Backup the archived log.

17.5 How to backup an Oracle database (Linux)

Refer to the following instructions to backup Oracle database installation on

Linux:

1. Install IDS Business on the Oracle database server.

Note:

IDS Business must be installed on the Oracle database server.

2. Create a new Oracle Database Server Backup set on the web interface.

3. Login to the IDS Backupserver web console, select [Backup Set].

4. Press the [Add] button to access the Add New Backup Set menu.
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Restore | Install Software Fads | Help | Select Language
Add Mew Backup Set
Type
= @' File € b Microsoft SOL Server © % Microsoft Exchange Server { |P|9359 select one ofthe following LI i

lC E Oracle Database Server 24@{ MySQL Database Server

o @ Latus Darming Lotus Mates © g Systermn State

& Microsoft Exchange Mail Level Backup [ l@ ShadowProtect Systern Backup

= @ Microsoft Windows System Backup M wMware wm Backup IVMW&TE vSphere ESX 3514 ;I )]
e £ Microsaft windaws Virtualization (IMinUSUﬂ Hyper-y Server =l

5. Select the [Oracle Database Server] radio button and [Update].

6. Enter the Name and Database Backup Setting required:

Restore | Install Software FAQs | Help | Select Language

[Help] Name
|ElackupSet
[Help] Type

E Cracle Database Server
[Help] Database Backup Setting

Adrmin User

admin Passwaord

THE Paort

Hostname B I

Oracle 51D

Delete archived logs older than :IEU days (-1 = Do not delete )

[Help] Backup Source
Backup the follawing files/directaries :

| [Add]
Exclude the following files/directories :
| [Add]

[Help] Backup Schedule [Add]
No schedules defined

Menu Items Description

Name Enter a backup set name of your choice.

Admin User Enter the Login ID of the Oracle system account.
Admin Password Enter the password of the Oracle system account.
Hostname Enter the IP address or hostname of the Oracle

database server.

Note:
IDS Business must be installed on the Oracle
database server.
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TNS Port Enter the Oracle TNS port.
Oracle SID Enter the Oracle SID.
Delete archived logs Option to delete archived log exceeded x days.
older than

Enter the Backup Source required:

To backup all tablespaces, enter '‘Oracle Database Server' in the [Backup
the following files/directories] field:

[ ] Backup Source
Backup the following files/directaries
1. [Oracle Database Server [ ]

2. [Add]

Exclude the following files/directaries :

1. [Add]

To backup or exclude individual tablespace, enter 'Oracle Database
Server/Database_Name' (e.g. Oracle Database Server/SYSTEM):

[ 1 Backup Source
Backup the following files/directories
1. |Oracle Database ServerSYSTEM [ ]

2. [add]
Exclude the following files/directaries :

1. [add]

Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

Press the [Update] button to save the newly created backup set.

10. Login to the Oracle database server with IDS Business installed.

11. Start the Configurator.sh script by accessing the backup client

installation bin folder:

>sh IDS Business_HOME/bin/Configurator.sh

12. Follow the instructions provided in the Configurator to complete the

configuration of the backup set.
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For Linux with GUI installed, backup set can also be created using the
IDS Business user interface, similar to the procedures provided in the
Windows section.

Launch the IDS Business user interface:

>sh IDS Business HOME/bin/RunOBC.sh

13. Scheduled backup will run automatically at the configured schedule time.

14. To perform a backup immediately, execute the RunBackupSet.sh script
with the backup set name or ID:

>sh IDS Business_HOME/bin/RunBackupSet.sh BackupSet_Name

Important:
Before executing the script, please edit the BACKUP_TYPE parameter
within the RunBackupSet.sh script file from -

BACKUP_TYPE="FILE"
to

BACKUP_TYPE="DATABASE"
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17.6 How to restore an Oracle database

Refer to the following instructions to restore Oracle database:

1.

2.

Install IDS Business on the Oracle database server (if required).

Restore the Oracle database backup files from the IDS Backupserver
server.

For restore of an existing database, first shutdown the database:

* Set ORACLE_SID to your database System ldentifier (SID):

Windows:
set ORACLE_SID=${database_SID}

Linux:
export ORACLE_SID=%${database_SID}

¢ Connect to database as SYSDBA.

sglplus "/ as sysdba™

¢ Shutdown the database.

SQL> shutdown immediate

Example:

$ export ORACLE_SID=GDB1
$ sqlplus "/ as sysdba™

SQL*Plus: Release 10.2.0.1.0 — Production on Thu Nov 8
17:04:57 2007

Copyright © 1982, 2005, Oracle. All right reserved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 —
Production With the Partitioning, OLAP and Data Mining
options

SQL> shutdown Immediate
Database closed.
Database dismounted.

ORACLE i1nstance shut down.
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4. For restore of a non-existing database, first create a password file:

orapwd file=$0RACLE_HOME/dbs/orapw${database SID}
password=${password}

Example:

$ orapwd file=/oracle/OraHomel/dbs/orapwBGDB1
password=pwd123

5. Place the restored backup files to their original directory path:

Control files, datafiles and archived logs are stored on IDS Backupserver
along with their full path information.

For example with the data restored to the directory /obm_restore:

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/admin/GDB1/

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/dbs/initGDB1.ora

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/dbs/spfileGDBl.ora

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/oradata/GDB1

These files should be moved to:

/oracle/product/10.2.0/db_1/admin/GDB1/
/oracle/product/10.2.0/db_1/dbs/initGDBl.ora
/oracle/product/10.2.0/db_1/dbs/spfileGDBl.ora
/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1/

/oracle/product/102.0/db_1/oradata/GDB1/
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6. Rename database files (for database restore to a new location):
* Modify the PFILE file to update file path.

Modify all file paths to reflect the change to the new location, and
then save.

For example from:

background_dump_dest = /oracle/OraHomel/admin/GDB2/bdump
control_files =
(/oracle/OraHomel/oradata/GDB2/controlOl._ctl,
/oracle/OraHomel/oradata/GDB2/control02.ctl,
/oracle/OraHomel/oradata/GDB2/control03.ctl)
core_dump_dest = /oracle/OraHomel/admin/GDB2/cdump

/oracle/OraHomel/admin/GDB2/udump

user_dump_dest

Change to:

background_dump_dest =
/new_db_location/OraHomel/admin/GDB2/bdump

control_files =
(/new_db_location/OraHomel/oradata/GDB2/controlOl.ctl,
/new_db_location/OraHomel/oradata/GDB2/controlO2.ctl,
/new_db_location/OraHomel/oradata/GDB2/control03._ctl)

core_dump_dest =
/new_db_location/OraHomel/admin/GDB2/cdump

user_dump_dest =
/new_db_location/OraHomel/admin/GDB2/udump

* Quote the values of Dispatchers as a single argument:

Dispatchers = "(PROTOCOL=TCP) (SERVICE=GDB1XDB)"

e Delete the SPFILE file.

e Set ORACLE_SID to your database System ldentifier (SID).

Windows:
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set ORACLE_SID=${database_SID}

Linux:
export ORACLE_SID=${database_SID}

e Run SQL Plus and connect to the database as SYSDBA

sqlplus "/ as sysdba"

¢ Start and mount the database.

SQL> startup mount

* Create a backup of the control file to trace file.

SQL> alter database backup controlfile to trace as
“New_DB_Location/CONTROL.TRC” reuse;

* Rename each of datafile, log file and temp file.

* Open the newly created trace file and check for the filename of each
datafile, log file and tempfile.

Rename each of these files:

SQL> alter database rename file “xxx” to “yyy~’;

Where xxx is the old filename found in the trace file, and
yyy is the new Filename with the updated path.

Example:

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/system0l.dbf" to
"/new_db_location/oradata/GDB1l/system0l1.dbf";

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/undotbs01.dbf*"
to "/new_db_location/oradata/GDB1/undotbs01.dbf";

SQL> alter database rename file
*/oracle/product/10.2.0/db_1/oradata/GDB1/sysaux01.dbf" to
*/new_db_location/oradata/GDB1l/sysaux01.dbf";
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SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/users01.dbf" to
*/new_db_location/oradata/GDB1/users0l1._dbf";

SQL> alter database rename file
*/oracle/product/10.2.0/db_1/oradata/GDB1/TS1" to
"/new_db_location/oradata/GDB1/TS1";

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/redo01.log" to
"/new_db_location/oradata/GDB1/redo0Ol1l.1og";

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/redo02.1og" to
*/new_db_location/oradata/GDB1/redo02.1og";

SQL> alter database rename file
*/oracle/product/10.2.0/db_1/oradata/GDB1/redo03.log" to
*/new_db_location/oradata/GDB1/redo03.10og";

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/temp0l.dbf" to
"/new_db_location/oradata/GDB1/temp0l.dbf";

Example:

$ export ORACLE SID=GDB1
$ sqlplus "/ as sysdba™

SQL*PLUS: Release 10.2.0.1.0 — Production on Fri Nov 9
17:50:30 2007

Copyright © 1982, 2005, Oracle. All rights reserved.
Connected to an idle instance.

SQL> startup mount

ORACLE instance started.

Total System Global Area 285212672 bytes

Fixed Size 1218992 bytes

Variable Size 92276304 bytes

Database Buffers 188743680 bytes

Redo Buffers 2973696 bytes

Database mounted.

SQL> alter database backup controlfile to trace as
*/new_db_location/control.trc” reuse;

Database altered.
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SQL> alter database rename file
*/oracle/product/10.2.0/db_1/oradata/GDB1/systemOl.dbf" to
"/new_db_location/oradata/GDB1l/system01.dbf";

Database altered.

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/undotbs0l1.dbf*" to
*/new_db_location/oradata/GDB1/undotbs01.dbf";

Database altered.

SQL> alter database rename file
*/oracle/product/10.2.0/db_1/oradata/GDB1/sysaux0l1l.dbf" to
"/new_db_location/oradata/GDBl/sysaux01.dbf";

Database altered.

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/users0l.dbf*" to
*/new_db_location/oradata/GDB1/users01.dbf";

Database altered.

SQL> alter database rename file
*/oracle/product/10.2.0/db_1/oradata/GDB1/TS1" to
*/new_db_location/oradata/GDB1/TS1";

Database altered.

SQL> alter database rename file
*/oracle/product/10.2.0/db_1/oradata/GDB1/redo01.log" to
*/new_db_location/oradata/GDB1/redo01.10og";

Database altered.

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/redo02.log" to
"/new_db_location/oradata/GDB1/redo02.l1og" ;

Database altered.

SQL> alter database rename file
*/oracle/product/10.2.0/db_1/oradata/GDB1/redo03.1og" to
*/new_db_location/oradata/GDB1/redo03.10g" ;

Database altered.

SQL> alter database rename file
"/oracle/product/10.2.0/db_1/oradata/GDB1/temp0l.dbf" to
"/new_db_location/oradata/GDB1/temp0l.dbf";

Database altered.

InterDomain Software u. IT Consulting GmbH 374



IDS Business Manager
User Manual

7. Restore the database.
Perform the following steps to restore database using Recovery Manager:

* Set ORACLE_SID to your database System ldentifier (SID).

Windows:
set ORACLE_SID=${database_SID}

Linux:
export ORACLE_SID=${database_SID}

* Run Oracle Recovery Manager (rman) and connect to the target
database.

rman target /

¢ Start and mount the database.

RMAN> startup mount

* Apply all transactions from the archived log files to the last sequence.

RMAN> recover database until sequence=4 thread=1;

The above command assumes that the sequence number of the last
archived log is 3.

The sequence numbers can be found on the filename of the archived
log:

${O0racle_Home}/dbs/ol_mf 1 2 3XXXXXXX_.arc
${Oracle_Home}/dbs/ol_mf 1 3 3XXXXXXX_.arc

* Open the database.

RMAN> alter database open resetlogs;

Example:

$ export ORACLE_SID=GDB1

InterDomain Software u. IT Consulting GmbH 375



IDS Business Manager
User Manual

$ rman target /

Recovery Manager: Release 10.2.0.1.0 - Production on Thu Nov
8 17:46:27 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.
connected to target database (nhot started)
RMAN> startup mount

Oracle iInstance started
database mounted

Total System Global Area 285212672 bytes
Fixed Size 1218992 bytes
Variable Size 113247824 bytes
Database Buffers 167772160 bytes
Redo Buffers 2973696 bytes

RMAN> recover database until sequence=4 thread=1;

Starting recover at 08-NOV-07

Starting implicit crosscheck backup at 08-NOV-07

using target database control file instead of recovery
catalog

allocated channel: ORA DISK 1

channel ORA DISK 1: sid=157 devtype=DISK

Finished implicit crosscheck backup at 08-NOV-07

Starting implicit crosscheck copy at 08-NOV-07
using channel ORA_DISK 1
Finished implicit crosscheck copy at 08-NOV-07

searching for all files iIn the recovery area
cataloging files...
cataloging done

List of Cataloged Files

File Name:
/oracle/product/10.2.0/db_1/flash_recovery_area/GDBl/archive
10g/72007_11 08/01_mf_1_ 3 3m5hlyby .arc

using channel ORA DISK 1
starting media recovery

archive log thread 1 sequence 2 is already on disk as file
/oracle/product/10.2.0/db_1/flash_recovery area/GDBl/archive
10g/72007_11 08/01 mf 1 2 3m5hlsvs_.arc

archive log thread 1 sequence 3 is already on disk as file
/oracle/product/10.2.0/db_1/flash_recovery_area/GDBl/archive
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1og/2007_11 08/01 mf 1 3 3m5hlyby .arc

archive log
filename=/oracle/product/10.2.0/db_1/flash_recovery area/GDB
1/archivelog/2007_11 08/0l1 mf 1 2 3m5hlsvs_ .arc thread=1
sequence=2

archive log
filename=/oracle/product/10.2.0/db_1/flash_recovery_area/GDB
1/archivelog/2007_11 08/0l1_mf_1 3 3m5hlyby .arc thread=1
sequence=3

media recovery complete, elapsed time: 00:00:01

Finished recover at 08-NOV-07

RMAN> alter database open resetlogs;

database opened

8. Optional - Create the Net Service Name and Database Service Listener:

To create a Net Service Name
Start Net Manager:

Windows
Click on the [Start Menu], select [Programs].

Select [Oracle - ${Home_Name}], in [Configuration and Migration
Tools], choose [Net Manager].

Linux
Run netmgr from ${Oracle_Home}/bin:

netmgr

* Expand [Oracle Net Configuration], [Local].

* Select [Service Naming] and expand the sub tree on the left toolbar.
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gf'.' Oracle Net Manage: :\app\product\11.2.0\dbhome_1\NETWORK\ADMIN}

File Edit Command Help

@-@Oracle Met Configuration

@, Local

é"aoraclr_connectiun_data

g;?’aorcl

Listeners

ythatinclu

* The [Net Service Name] wizard will be launched to guide you through
the procedure to create a net service name.

et Service Name Wizard: Welcome x|

To access an Oracle database, or other service, across the netwaork
you use a net service name. This wizard will help you create a net
Service name.

Enter the name you want to use to access the database or service. It
tan he any name you choose.

Met Service MName: ||

Cancel . Bauk | Mext > |

Note:
Ensure that the setting is saved afterward.

On the menu bar, click [File], then [Save Network Configuration].

InterDomain Software u. IT Consulting GmbH 378



IDS Business Manager
User Manual

To create a Database Service Listener
Start Net Manager:

Windows
Click on the [Start Menu], select [Programs].

Select [Oracle - ${Home_Name}], in [Configuration and Migration
Tools], choose [Net Manager]

Linux
Run netmgr from ${Oracle_Home}/bin:

netmgr

* Expand [Oracle Net Configuration], [Local].
* Under the [Listeners] sub tree, choose [LISTENER].

e Select [Database Services] from the combo box, then click [Add
Database].

E:-.‘ Oracle Net Manager - C:\app\product|11.2.0\dbhome_1\NETWORK\ADMINY

File Edit Command Help el PEEmEE
@-ﬁmacle Met Configuration Locations
'é‘-LocaI 2

&) Prafile Other Serices

@ Service Naring
Listeners

L IsTENER - Netwark Address

Protocol; [Tcp”p

Host: |qa-w8x—ex1 0-oratl

Fort: |1 521
Show Advanced

[ Statically dedicate this address for JSerer connections
(for backward compatibility with Oracle JSemver release
8.1.5)

Add Address || Remove Address

¢ Enter the Global Database Name and SID.
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Note:
Ensure that the setting is saved afterward.

On the menu bar, click [File], then [Save Network Configuration]
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17.7 How to restore individual tablespace

Restoring a tablespace required a backup of datafiles consistent with the
existing archived logs and control files, as REDO will be applied during the
restore operation.

Refer to the following instructions to restore tablespace of an Oracle database
1. Install IDS Business on the Oracle database server (if required).

2. Restore the Oracle database backup files from the IDS Backupserver
server.

3. Set ORACLE_SID to your database System ldentifier (SID).

Windows:
set ORACLE_SID=${database_SID}

Linux:
export ORACLE_SID=${database_SID}

4, Connect to database as SYSDBA.

sglplus "/ as sysdba™

5. Shutdown the database.

SQL> shutdown immediate

6. Place the restored tablespace datafiles to the correct directory path.

The Datafile name and path can be found by using the REPORT SCHEMA
command:

* Run Oracle Recovery Manager (rman) and connect to the target
database.

rman target /

¢ Start and mount database.

RMAN> startup mount
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* List the names of all datafiles and tablespaces.

RMAN> report schema;

Example:

Report of database schema

File K-bytes Tablespace RB segs Datafile Name
1 419840 SYSTEM faloled
/oracle/OraHomel/oradata/GDB1l/system0Ol1.db¥f

2 204800 UNDOTBS1 xRk
/oracle/OraHomel/oradata/GDB1/undotbs0l1.dbf

3 20480 CWMLITE faloked
/oracle/OraHomel/oradata/GDB1/cwmliteOl.dbf

4 20480 DRSYS falioied
/oracle/OraHomel/oradata/GDB1/drsys01.dbf

5 141440 EXAMPLE falioled
/oracle/OraHomel/oradata/GDBl1/example0l.dbf

6 25600 INDX Fxk
/oracle/OraHomel/oradata/GDB1/indx01.dbf

7 20480 ODM faloled
/oracle/OraHomel/oradata/GDB1/0odmOl.dbf

8 10240 TOOLS faloled
/oracle/OraHomel/oradata/GDB1/tools0l1.dbf

9 25600 USERS xRk
/oracle/OraHomel/oradata/GDB1/users0l.dbf

10 39040 XDB falioied
/oracle/OraHomel/oradata/GDB1/xdb01 .dbf

11 0 Ts1 falioked
/oracle/OraHomel/oradata/GDB1/TS1 datafilel.dbf
12 0 TS1 Fxk
/oracle/OraHomel/oradata/GDB1/TS1 datafile2.dbf
13 0 TS1 faloled
/oracle/OraHomel/oradata/GDB1/TS1 datafile3.dbf

* Place all restored datafile that constitute the tablespace to the listed
location.

For example with the data restored to /obm_ restore:

/obm_restore/Oracle Database
Server/oracle/OraHomel/oradata/GDB1/TS1 datafilel.dbf

/obm_restore/Oracle Database
Server/oracle/OraHomel/oradata/GDB1/TS1 datafile2.dbf

/obm_restore/Oracle Database
Server/oracle/OraHomel/oradata/GDB1/TS1 datafile3.dbf
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These files should be moved to:

/oracle/OraHomel/oradata/GDB1/TS1_datafilel.dbf
/oracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf

/oracle/OraHomel/oradata/GDB1/TS1_datafile3.dbf

7. Restore tablespace.

RMAN> recover tablespace TS1;

Note:
The above command assumes that the tablespace name is TS1.

If the datafiles are consistent with the database, the following messages
will be displayed:

Example:

RMAN> recover tablespace TS1;

Starting recover at 19-JUL-07
allocated channel: ORA DISK 1
channel ORA_DISK 1: sid=156 devtype=DISK

starting media recovery

archive log thread 1 sequence 1 is already on disk as file
D:\ORACLE\PRODUCT\10.

2 .0O\FLASH_RECOVERY_AREA\GDB1\ARCHIVELOG\2007_07_19\01_MF_1_1
_39Y98FOH_.ARC

archive log thread 1 sequence 2 is already on disk as file
D:\ORACLE\PRODUCT\10.

2 .0\FLASH_RECOVERY_AREA\GDB1\ARCHIVELOG\2007_07_19\01_MF_1 2
_39Y98JSD_.ARC

archive log thread 1 sequence 3 i1s already on disk as file
D:\ORACLE\PRODUCT\10.

2 .0\FLASH_RECOVERY_AREA\GDB1\ARCHIVELOG\2007_07_19\01_MF_1_3
_39Y9Sw4D_ . ARC

archive log
Tilename=D:\ORACLE\PRODUCT\10.2.0\FLASH_RECOVERY_AREA\GDB1\A
RCHIVELO

G\2007_07_19\01_MF_1 1 39Y98FOH__.ARC thread=1 sequence=1
media recovery complete, elapsed time: 00:00:01

Finished recover at 19-JUL-07
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If the datafiles are not consistent with the database, the following
messages will be displayed:

Example:

RMAN> recover tablespace TS1;

Starting recover at 19-JUL-07

allocated channel: ORA DISK 1

channel ORA DISK 1: sid=156 devtype=DISK
RMAN-00571:

RMAN-03002: failure of recover command at 07/20/2007
12:24:49

RMAN-06163: some datafiles cannot be recovered, aborting the
RECOVER command

RMAN-06166: datafile 7 cannot be recovered

RMAN-06166: datafile 6 cannot be recovered

RMAN-06166: datafile 5 cannot be recovered

In this event, please attempt the restore process again with a set of
consistent datafiles.

The following error messages will be returned if there is archive log
missing:

Example:

RMAN> recover tablespace TS1;

Starting recover at 20-JUL-07
using channel ORA_DISK 1

starting media recovery

archive log thread 1 sequence 12 is already on disk as file
D:\ORACLE\PRODUCT\10
.2.0\FLASH_RECOVERY_AREA\GDB1\ARCHIVELOG\2007_07_18\01_MF_1
12 _39VF4JNJ_.ARC

RMAN-00571:

RMAN-03002: failure of recover command at 07/20/2007
12:28:52

RMAN-06053: unable to perform media recovery because of
missing log
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RMAN-06025: no backup of log thread 1 seq 13 lowscn 660617
found to restore

In this event, please attempt the restore process again after the missing
archive log file is found.

8. Open database.

RMAN> alter database open;

Example:

$ export ORACLE_SID=GDB1
$ rman target /
Recovery Manager: Release 9.2.0.1.0 - Production

Copyright (c) 1995, 2002, Oracle Corporation. All rights
reserved.

connected to target database (nhot started)
RMAN> startup mount

Oracle iInstance started
database mounted

Total System Global Area 235999352 bytes
Fixed Size 450680 bytes
Variable Size 201326592 bytes
Database Buffers 33554432 bytes
Redo Buffers 667648 bytes

RMAN> report schema;

using target database control file instead of recovery
catalog

Report of database schema

using target database controlfile instead of recovery

catalog

Report of database schema

File K-bytes Tablespace RB segs Datafile Name
1 419840 SYSTEM Fxx
/oracle/OraHomel/oradata/GDB1/system01.dbf

2 204800 UNDOTBS1 Foxk

/oracle/OraHomel/oradata/GDB1/undotbs01 .dbf
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3 20480 CWMLITE Foxk
/oracle/OraHomel/oradata/GDB1/cwmliteOl.dbf
4 20480 DRSYS Fxk
/oracle/OraHomel/oradata/GDB1/drsys0l1.dbf
5 141440 EXAMPLE Fxk
/oracle/OraHomel/oradata/GDB1l/exampleOl.dbf
6 25600 INDX alalel
/oracle/OraHomel/oradata/GDB1/indx01.dbf
7 20480 ODM Foxk
/oracle/OraHomel/oradata/GDB1/0odm0O1 . db¥f
8 10240 TOOLS Fxk
/oracle/OraHomel/oradata/GDB1/tools01.dbf
9 25600 USERS Foxk
/oracle/OraHomel/oradata/GDB1/users01.dbf
10 39040 XDB Fxk
/oracle/OraHomel/oradata/GDB1/xdb01.dbf
11 0 TS1 Fxk
/oracle/OraHomel/oradata/GDB1/TS1 _datafilel.dbf
12 0 TS1 Fxk
/oracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf
13 0 Ts1 Fxk
/oracle/OraHomel/oradata/GDB1/TS1 datafile3.dbf
List of Temporary Files
File Size(MB) Tablespace Maxsize(MB) Tempfile Name
1 20 TEMP 32767
D:\ORACLE\PRODUCT\10.2.0\ORADATA\
GDB1\TEMPO1.DBF
RMAN> recover tablespace TS1;
Starting recover at 30-AUG-07
allocated channel: ORA DISK 1
channel ORA DISK_1: sid=11 devtype=DISK
starting media recovery
media recovery complete
Finished recover at 30-AUG-07
RMAN> alter database open;
database opened
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17.8 Export and Import a database (logical backup)

For logical database backup and recovery, one can also utilize Oracle's built-
in export / import utilities.

When exporting, database objects are dumped to a binary file which can then
be imported into another Oracle database (e.g. database migration).

Note:

Data exported are in proprietary binary file format; therefore, they can only
be used between Oracle databases. One cannot export data and expect to
import it into a non-Oracle database.

Refer to the following instructions to perform a logical backup (export):
For example to export the database -

1. Export the database to a dump file with the following command.

exp username/password FULL=y FILE="/export-
destination/data.dmp” LOG="/log-destination/export.log’

Example:

$ exp system/pwdl1l23 FULL=y FILE="/oracle/data.dmp*
LOG="/oracle/export.log~

Connected to: Oracle Database 10g Enterprise Edition Release
10.2.0.1.0 - Production

With the Partitioning, OLAP and Data Mining options

Export done in WEBMSWIN1252 character set and AL16UTF16
NCHAR character set

About to export the entire database ...
. exporting tablespace definitions

. exporting profiles

. exporting user definitions

. exporting roles

. exporting resource costs

/////7///77//7/7//777/777
// ... exporting ... //
/////7///77//77//777/777

. exporting dimensions

. exporting post-schema procedural objects and actions
. exporting user history table

. exporting default and system auditing options

. exporting statistics

Export terminated successfully without warnings.
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2. Backup the exported dump file to IDS Backupserver.

Create a file type backup set to backup the newly exported dump file to
an off-site server.

Note:
For more details, please refer to the File Backup chapter of this same
guide.

Refer to the following instructions to perform a logical restore (import):
For example to import a database -

1. Restore the exported dump file from IDS Backupserver.

2. Import the database with the following command.

imp username/password FULL=y FILE="/import-
source/data.dmp” LOG="/log-destination/import.log”

Example:

$ imp system/pwdl123 FULL=y FILE="/oracle/data.dmp”
LOG="/oracle/import.log"

Connected to: Oracle Database 10g Enterprise Edition Release
10.2.0.1.0 - Production
With the Partitioning, OLAP and Data Mining options

Export file created by EXPORT:V10.02.01 via conventional
path
import done in WEBMSWIN1252 character set and AL16UTF16
NCHAR character set

importing SYSTEM®"s objects into SYSTEM

importing OLAPSYS"s objects into OLAPSYS

importing SYSMAN"s objects into SYSMAN

importing SYSTEM®"s objects into SYSTEM

importing OLAPSYS®"s objects into OLAPSYS

/////777/77//77//777/777
// - .. importing ... //
/11171777777 //7/7//777/777

importing OLAPSYS"s objects into OLAPSYS
importing SYSTEM™s objects into SYSTEM
importing OLAPSYS"s objects into OLAPSYS
importing SYSMAN"s objects into SYSMAN
importing SCOTT"s objects into SCOTT

Import terminated successfully without warnings.
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18 Backup / Restore Microsoft SQL Server

This chapter describes how to backup and restore Microsoft SQL Server with
IDS Business.

18.1 Supported versions

The MS SQL Database backup module is supported for the following SQL
Server versions:

18.2

MS SQL 2000
MS SQL 2005
MS SQL 2008 / R2

Requirements and recommendations

IDS Business can be installed on the SQL server, or a separate backup client
machine.

For IDS Business installation on the SQL Server

Please ensure that the following requirements are met by the SQL Server:

1.

IDS Business version 5.5.8.0 or above is installed on the SQL server.

Note:
MS SQL 2008 R2 is only supported for IDS Business version 5.5.8.0 or
above.

Databases files are spooled to a temporary directory before being
uploaded to the offsite backup server.

It is recommended that the temporary directory have disk space of at
least 120% of the total database size.

It is recommended that the temporary directory be configured on a local
drive.

The SQL Windows service must have read write permission to the
temporary directory.

For database with simple recovery model, only full database and
differential database backups are allowed.

To perform a transaction log backup, please change the corresponding
databases' recovery model from simple to full.
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For 1DS Business installation on a separate Backup Client Machine

Please ensure that the following requirements are met by the Backup Client
Machine:

1. IDS Business version 5.5.8.0 or above is installed on the dedicated
machine for backup.

Note:
MS SQL 2008 R2 is only supported for IDS Business version 5.5.8.0 or
above.

2. Databases files are spooled to the temporary directory before being
uploaded to the offsite backup server.

It is recommended that the temporary directory have disk space of at
least 120% of the total database size.

3. Since IDS Business is not installed directly on the SQL server, the
temporary directory configured for the backup set must be a network
path that is accessible by the SQL server.

Backup Setting

BackupSet - - Options

. ;J BemzEl == Temporary Directory for staring backup files

- W82 168.5.3Temp Change &

Backup Source | Remove temporary files after backup
f

l'( Backup Schedule [ Advanced Options

5 i Transfer Block Size . (128 | = khytes

|2 Encryption

[}, in-File Detta

& Retention Policy

@ Command Line Tool
Extra Backup

. Local Copy

"-.l'_' 3 Options

Ok Cancel B

4. The SQL Windows service must have read write permission to the
network temporary directory.

Please update the service's [Log On] setting of the services if required.
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0L server (M5S0L) Properties (Local Computer)
"General LogOn | Recover I Dependenciesl

Log on as:

" Local System account
[T | llaw service bo interact with deskiop

% This account: Iu&emame Browse... |

PaSSWDrd: I...............

Confirm password: Io---oo---oo--oo

Help me configure user account log on options.

0k I Cancel | Apply I

5. For database with simple recovery model, only full database and
differential database backups are allowed.

To perform a transaction log backup, please change the corresponding
databases' recovery model from simple to full.

Considerations for backup and restore of system databases
Refer to the following tables for considerations for backup and restore of

system databases:

Considerations for backup of system databases:
SQL server maintains a set of system level database which are essential for
the operation of the server instance.

Several of the system databases must be backed up after every significant
update, they includes:

e master
* model
e msdb

For SQL database with replication enabled.
* distribution

This table summarizes all of the system databases.
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System Description Backup Suggestion
database required
master The database that Yes Back up the master
records all of the system database as often as
level information of a necessary to protect the
SQL server system. data sufficiently for your
business needs.
Microsoft recommends a
regular backup schedule,
which you can
supplement with manual
backup after any
substantial update.
model The template for all Yes Backup the model
databases that are database only when
created on the instance necessary, for example,
of SQL server. after customizing its
database options.
Microsoft recommends
that you create only full
database backups of
model, as required.
Because model is small
and rarely changes,
backing up the log is
unnecessary.
msdb The msdb database is Yes Back up msdb whenever
used by SQL Server it is updated.
Agent for scheduling
alerts and jobs, and for
recording operators.
It also contains history
tables (e.g. backup /
restore history table).
tempdb A workspace for holding No The tempdb system
temporary or database cannot be
intermediate result sets. backed up.
This database is
recreated every time an
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instance of SQL server is
started.

The distribution database
exists only if the server
is configured as a
replication distributor.

distribution

It stores metadata and

Yes

Replicated databases and
their associated system
databases should be
backed up regularly.

of replication, and
transactions for

history data for all types

transactional replication.

Considerations for restore of system databases:

System database

Restore suggestion

master

To restore any database, the instance of
SQL server must be running. Startup of
an instance of SQL server requires that
the master database is accessible and at
least party useable.

Restore or rebuild the master database
completely if master becomes un-useable.

model

Restore the model database if:

¢ The master database has been
rebuilt.

e The model database has been
damaged, for example due to media
failure.

* The model database has been
modified, in this case, it is necessary
to restore model from a backup when
you rebuild master, because the
Rebuild Master utility deletes and
recreates model.

msdb

Restore the msdb database if:

InterDomain Software u. IT Consulting GmbH

393




IDS Business Manager
User Manual

¢ The master database has been
rebuilt.

distribution For restore strategies of distribution

database, please refer to the following
online document from Microsoft for more
details:

http://msdn.microsoft.com/en-
us/library/ms152560.aspx

18.3 Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.
Connection to the SQL server is established.

Commands are issued for the database or transaction log backup files to
be spooled to the temporary spool path.

Server and local file lists are compared to determine which file will be
uploaded.

Delta file is generated for modified file (if necessary).
Data are encrypted, compressed, and uploaded to the backup server.
Data are removed from the temporary spool path.

Backup completed successfully.
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18.4 How to backup Microsoft SQL Server database
Refer to the following instructions to backup Microsoft SQL Server database:
1. Login to the backup application's user interface.

Double-click on the IDS Business desktop icon or right-click on the
system tray icon:

(=) IDS Backup Business Manager l = et S (2) IDS Backup Business Manager l — et S
Il:‘lé\h H Il:‘lé\h H
=i Business e Business
Login Name : |username Login Mame :  username
Passwaord : [(ITIXIIIIT] Password : ........|
Sdve passwurd Sdve passwurd
@ Forgot your password? @ Forgot your password?
OK Cancel E [+ Options ‘3 Language
\ — English b i

[:l Backup Server
hitps | * | [ids2 online-backupsernver.eu o

taﬂ Prony Setfting
Use proxy to access the backup server

Type : Proxy
Sock
Address :
Fort:
User Name :
Password :
OK Cancel £ = Options

2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.

3. Create a MS SQL Server Backup set by selecting [MS SQL Server
Backup] from the backup set type dropdown menu.
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New Backup Set Wizard E3

&' Backup Set

Mame | BackupSet

Type:  |File Backup
File Backup
Lotus Motes Client Backup
Lotus Domino Server Backup
MS Exchange Server Backup
ME Exchange Mail Level Backup

ME SQL Server Backup
MySOL Backup
Cracle Database Sener Backup

Mext »

Cancel &

Enter the corresponding information required:

MNew Backup Set Wizard E3

[ Backup Set
Mame: |BackupSet
Twpe . |[ME SGL Server Backup

"Gt Lorver
Server: Server Mame

Lagin 1D : L]
Password ;| wee

Mext » Cancel B3

Menu Items | Description

Name Enter a backup set name of your choice.

Type Select backup set type [MS SQL Server Backup].

Server Select the server instance to be backed up.

Login ID Enter the Login ID of the MS SQL administrator account.
(Only for SQL Server database set to SQL Server and
Windows Authentication mode)

Password Enter the password of the MS SQL administrator account.
(Only for SQL Server database set to SQL Server and
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Windows Authentication mode)

5. Select [Next] to proceed.

6. Select the corresponding database for backup.

Mew Backup Set Wizard

=2-0 E Microsoft SAL Server WIN2008-R2E)
B gl flacal
e 1ol master
b [l termpdb
Wl rodel
@ 1l medb
Ol Adverturewarks
) |l Morthwin
[ li Ahsay

4 Frevious

Cancel £

7. Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the

same backup set.

8. Select an encryption setting for your backup set.

9. Press the [OK] button to complete the configuration of backup set.

10. For SQL Server database with Windows Authentication mode:

Configure the [User Authentication for Windows] setting.

Enter the login credentials of a Windows account with sufficient
permission to access the MS SQL databases server.
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Backup Setting
S0L Backup Set z - General
|._-J Genetal & Backup Set
Mame: BackupSet
Backup Saurce Type .  MS SQL Semwer Backup
l/ﬁ Backup Schedule User Authentication for Windows
- . ; Damain Server Mame
\E ENCYRION User Mame : | Administrator
|/ In-File Delta Pagssword . e
& Retention Policy i —
— Semer: Server Mame i
a> | Command Line Tool
Lagin 1D a3
1 Backup Passwoard ; | s
s
y Local Copy
". Options
Ok Cancel B
Menu ltems Description
Domain SQL server under a domain:
Enter the name of the domain which the MS SQL server
reside in.
SQL server under a workgroup:
Enter the computer name of the MS SQL server
User Name Enter the username of the SQL administrator Windows
account.
Password Enter the username of the SQL administrator Windows
account.

11. For IDS Business not installed on the MS SQL Server:

Configure the temporary directory to a network path that is accessible
by the SQL database server.
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Backup Sekting E2

BackupSet X[t | = Options

|J seneral £ Temporary Directary far storing backup files

W82 1685 9Temp Change %
Backup Source v Remave temparary files after backup

lf Backup Schedule [ Advanced Options

:l. . Transfer Block Size : (128 |« kbytes
|[¢,._‘. Encryption

[}, in-File Detta

& Retention Policy
@ Command Line Tool
% Extra Backup

%, Local Capy

53 Options

oK Cancel £

Important:
Please ensure that the MS SQL Server's SQL Windows service has read
write permission to the network temporary directory.

Please update the service's [Log On] setting of the services if required.

S0L Server (MSS0L) Properties {Local Computer) Ed

"General LogOn | Fecoven I Dependenciesl

Log on as:

" Local System account

™| &llow senvice bo interact with deskbop

& This account; Iu&ername Browse. .. |

PaSSWD[d: I...............

Confirm password: Io-.ooo-oooo-o.o

Help me configure uzer account log on options.

kK I Cancel Apply
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12. For IDS Business installed on the MS SOL server:

Configure the temporary directory to a local, USB or network path.

BackupSet - - Options

|J Genaral [£5 Temparary Directary for storing backup files

CiTemporarvBackupData Change &%

Backup Source ¥ Remove temparary files after hackup

l'/ Backup Schedule [Cff Advanced Options

l ) Transfer Black Size : 128 | = | kintes

|r:,__‘. Encryptian

[}, In-File Delta

o Retention Palicy

ar> | Cammand Line Toal
Extra Backup

2

% Local Copy

#53 Options

Ok Cancel £

Important:
Please ensure that the MS SQL Server's SQL Windows service has read
write permission to the network temporary directory.

13. Scheduled backup will run automatically at the configured schedule time.
14. Click [Backup] button on the left panel to perform a backup immediately.

15. Select the backup type to be performed:

&, Backup Set
BackupSet -
fb Backup

® Datahase - Complete
Databaze - Differantial
Trangaction Log

0K Cancel B # Optiohs

Menu Items Description

Database - Complete Perform a complete database backup.

Database - Differential Perform a differential database backup.
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Transaction Log

Perform a transaction log backup.
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18.5 How to restore Microsoft SQL Server database

Refer to the following instructions to restore Microsoft SQL Server database:

1.

Prepare the operating system for the MS SQL Server restore (if
required).

Install the original version of Windows and SQL Server (with the same
level of service pack installed as in the original system).

Ensure that all SQL related Windows services are up and running.
Install IDS Business (if required).

Restore the SQL databases from backup; restore the database backup
files from the IDS Backupserver server.

Continue with the following steps to restore the system database and
the user databases.

Important:
It is not necessary to restore the system databases for user database
recovery.

Please refer to the requirements and recommendations (considerations
for backup and restore of system databases) section in the above for
details.
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18.5.1 Restore Microsoft SQL Server 2000 database

18.5.1.1

1.

2.

5.

Restore master database

Refer to the following instructions to restore the master database:

Stop the SQL instance.
Restart the SQL instance in single-user mode.

From a command prompt, browse to the appropriate directory for the
instance of SQL to start

Enter the following command.

For default instance

>sqglservr.exe -c -m

For named instance

>sqglservr.exe -c -m {instance_name}

Important
Only perform Step 1 and 2 if you are restoring the master database.

Open SQL Server Enterprise Manager; connect to the server where the
backup is to be restored.

Right click the master database and select [All Tasks], then select
[Restore database].

Mew Database. ..

Mew 3
Impart Data...

|1 Daka Trz

Export Data...
|D Manage!l  Mew Window from Here P
El% S0L . Maintenance Plan. ..
! elete
; | Generate SCL Scripk...
Refrash
- - Backup Database...
roperties Restore Database. ..
[ .
DD Shrink Database.. .
E]--g sciL Server Logs Detach Database...
@ Log Shipping Monitor Take Offline
1 Replication Copy Subscription Database, ..
[0 Security

Wiew Replication Conflicts. ..
|- Support Services B

Select the [From device] radio button and [Select Devices].
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Restore database

General | Options |

Bestore az database: Imaster j
Restare: " Database " Filegroups or files % From device
r— Parameter
Devices:

Select Devices... |
Backup nunber: I'I Wiew Contents,.. |

{* Restore backup set

' [iatabase - complete
" Databaze - differential
" Tranzaction lag

" File or filegroup

" Read backup set infarmation and add ta backup histon

kK I Cancel | Help |

In the [Choose Restore Devices] dialog box, select the [Disk] radio

button.

WWhen the backup iz restored, SAL Server will attempt to restore from the:
devices listed below.

Backup zat: Uik rr)

Restare from: ' Tape

Device name |

Edit

Eemoyve

III II}
[=5
[N

B emaswe Al
tedia verification option

[~ Orly restare from media with the follawing name:

tdedia namme;

] I Cancel

Click the [Add] button to display the dialog box, enter the file name of
the backup file (restored from IDS Backupserver) that is to be restored.

If the file exists on a network share, provide the UNC share name in the

File name text box.
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Choose Restore Destinakion ﬂ
Select the fle name or backup device to uze for the restore
g operation. Backup devices can be created for files that pou

uze frequently.

%" File name:

ID:\backup&\maSter.bak

" Backup device:

| [

8. Click the Options tab and select appropriate options for the restore
operation.

9. Click OK in the Restore Database dialog box to begin the restore process.
10. Restart the SQL instance in multi-user mode afterward.

Restart the SQL Windows services, or enter the following command.

For default instance

>sqglservr.exe -c

For named instance

>sqlservr.exe -c {instance_name}

11. Continue with the following steps to restore other system database and
the user databases.

18.5.2.1 Restore other system or user database (complete backup)
Refer to the following instructions to restore a complete backup:

1. Open SQL Server Enterprise Manager; connect to the server where the
backup is to be restored.

2. Right click the corresponding database and select [All Tasks], then
select [Restore database].
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Mew Database. ..

Mew
Impart Data...
Export Daka...

|1 Daka Trz
-] Managst  wew Window From Hers

El% S0L Maintenance Plan...

: Delst
@ Delete Generake S0L Script...
ﬁ 1 Refresh

e - Backup Database...
& Back MU= Restore Database. ..
F-AIE Curr Hel
ﬁh - Shrink Database.. .
[]..g S0L Server Lags Detach Databaze. ..
{7 Log Shipping Monitar Take Cffline
00 Replcation oy Subseription Database, ..
[0 Security

‘Wiew Replication Conflicts, .

|- Support Services

Note:

SQL Server databases may be backed up on one server and restored to
another server.

If the target database does not exist on the server, right click on any
database instead. A new database can be created while restoring the
backup.

3. Select the [From device] radio button and [Select Devices].

Restore database [ x|

General | Options |

Bestore az database: Imaster j
Restare: " Database " Filegroups or files ' From device
r— Parameter
Devices:

Select Devices. .. |
Backup number: I'I Wiew Contents.., |

% Festore backup set

* Database - complete
" Database - differential
" Transaction log

" File or fil=group

{” Read backup set information and add to backup histon

kK I Cancel | Help |

4. In the [Choose Restore Devices] dialog box, select the [Disk] radio
button.
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Choose Restore Devices E

When the backup is restored, SOL Server will attempt to restore from the
devices lizted below,

Backup zet: [Unknown]

Restare from: s sl € Tape

Device name |

Edit

Eemayve

III Ip
=%
o

Fiemawe Al
Media verification optian

[ Only restars from media with the fallawing name:

tdedia name;

] I Cancel

5. Click the [Add] button to display the dialog box, enter the file name of
the backup file (restored from IDS Backupserver) that is to be restored.

If the file exists on a network share, provide the UNC share name in the
File name text box.

Choose Restore Destination 5[

Select the file name or backup device to uze for the restare
g operation. Backup devices can be created for files that you
uze frequently.

% File name:

ID:'\backups'\master.bak

(" Backup device:

| 5

Ok | Cancel |

6. Select the [Restore backup set] radio button, and [Database - complete].
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Restore database

General | Options |

Bestore az database: Imaster j
Restare: " Database " Filegroups or files % From device
r— Parameter
Devices:

Backup nunber: I'I Wiew Contents,.. |

{* Restore backup set

' [iatabase - complete
" Databaze - differential
" Tranzaction lag

" File or filegroup

" Read backup set infarmation and add ta backup histon

Select Devices... |

kK I Cancel | Help

Click the Options tab and select appropriate options for the restore

operation.

For the [Recovery completion state] setting:

Restore database

General  Options |

I Eject tapes [if any] after restaring each backup

[~ Prompt before restoring each backup
[ FEorce restore over existing databaze

Regtore database files as:

Restore s
[SRWN . .Frogram S FIMST1 %databnwind_new_log
dh...  d\Program FileshMicrozsoft SOL ServersMSSOLEIMS T vdatahrwind_new. mdf

— Recoverny completion state

{* | eave database operational Mo additional transaction logs can be restored.
(" Leave database nonoperational but able to restore additional tranzaction logs.

(" Leave database read-only and able ta restore additional transaction logs.

Wrda file: d:WProgram Files\Microzoft SOL ServersMSSOLENST1MBACK] J

(1] I Cancel | Help

Important:

If this is the final backup to be restored, select -

[Leave database operational. No additional transaction logs can be

restored]
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18.5.3.1

If there are further differential or transaction log to be applied, selection

one of the other two options for the Recovery completion state

To start the restore operation, click OK.

Continue to the next section to restore differential or transaction log

backup.

Restore other system or user database (differential /

transaction log backup)

Refer to the following instructions to restore a differential or transaction log
backup:

1.

2.

Open SQL Server Enterprise Manager.

Right click the corresponding database, select [All Tasks], and then

select [Restore database].

Mew Database. ..

Mew

-] Data Tre All Tasks

-0 Managel e Window From Here

Impart Data...
Export Daka...

0L
..... o . Delete
[ ﬁ" Refresh

Maintenance Plan...
Generate SCL Scripk...

""" " Properties

=05 Cur Help

[#]- SGL Server Logs
@ Log Shipping Monitor
|23 Replication

[0 Security

|- Support Services

In the window that is displayed, select the [From device] option.

Backup Database...

Restore Database. ..

Shrink Database.. .
Detach Database...
Take Offline

oy Subseription Database, ..
‘Wiew Replication Conflicts, .

Add the backup device (restored from IDS Backupserver), refer to the
procedure explained in previous section.
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Choose Restore Devices

devices listed below.

When the backup iz restored, SOL Server will attempt to restore from the

Backup zet: [Unknawn)

Restore from: ' Tape

Device name

Media verification option

Edit
Eemawve

Femowve Al

III D}
[=5
=N

[ Only restore from media with the Following name:

tdedia name:

o]

Cancel

backup file you are restoring.

Restore database

General I Optiohs I

BRestore ag database: INWindﬁNew

Select [Database - differential] or [Transaction log] according to the

Restore database

General | Optiong |

% Restore as databaze: INwwndﬁNaw

Restare: " Database " Eilegroups or files

' From device

P
F

D:\backupsnwindog bak

Devices:

Backup number; 1 Wiew Contents |

' Hestore backup set
" Database - complete
" Databage - differential

% Transaction log

" Aead backup set information and add to backup history

" File or filegroup

Select Devices.. |

Restare: " Database " Eilegroups or files ' From device

P

[r:\backupsnwind'rmind_diff bak

Devices

Select Devices...
Backup number: I'I iew Contents

+ Hestore backup set
" Database - complete
(¥ Databage - differential

" Transaction log

" Fead backup set information and add to backup history

£ File or filegroup

o]

Cancel

| Help

Ok I Cancel | Help

operation.

Click the Options tab and select appropriate options for the restore

For the [Recovery completion state] setting:
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Restore database

General Options |

[ Eject tapes [if any] after restoring each backup

™ Prompt before restoring each backup
[ Force restore over existing database

Fiestore database files as:

SSOLEIMST \data\mwind_new_log.Idf
. | d:\Program Files\Microzoft SQL ServersMSSOLEIMNG T 1 wdata rwind_nesw. mdf

— Recovery completion state

(¥ | eave database operational Ma additional transaction logs can be restored.

" Leave database nonoperational but able to restore additional ransaction logs.

" |Leave database read-only and able to restore additional transaction logs.

Wz file: d:"Pragram FilestMicrosoft SOL Server\MSSOLEMNST14BALCK J
0k I Cancel | Help |
Important:

If this is the final transaction log to be applied, select -

[Leave database operational. No additional transaction logs can be

restored]

If there are further backups to be applied afterward, one of the other
two options for the Recovery completion state.

To start the restore operation, click OK.

18.5.2 Restore Microsoft SQL Server 2005 / 2008 database

18.5.1.2 Restore master database

Refer to the following instructions to restore the master database:

1. Stop the SQL instance.

2.

Restart the SQL instance in single-user mode.

* In SQL Server Configuration Manager, click [SQL Server Services].

* In the right pane, right-click SQL Server, and then click [Properties].
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F= 5ql Server Configuration Manager

File  Action Wiew Help
e AR ERERN ? RECAORONC,
@ SGL Server Configuration Manager (Local) MName | State |
SQL Server Setvices [mywindows Internal Database (MICROSOFT##55EE)  Stopped
L, 50U Server Network Configuration (32bit) | #8501 Full-text Filter Daemon Launcher (MSSQLSERYER) Running
> S0L Mative Client 10.0 Configuration (32hit) S0L Server (MSSOLSERYER RUNMING
H 56L server Metwork Configuration ﬁSL cerver Browser Stark Runnin
> S0L Mative Client 10,0 Configur ation @SQL Server Agent (MSSQLSEF Stop Running
Pause
Resume
Restart
Help
< | i
|O|:-ens the properties dialog box For the current selection, | |

* On the Advanced tab, in the Startup Parameters box, type the

parameters -m separated by semicolons.

SOL Server {(MSSOLSERYER) Properties K E

"Log On | Service | FILESTREAM Advanced |

Dump Direckory: [nYProgram FilesiMicrosaft S0L 9e =
Errar Reporting ]

File Wersion 2007,100,2531.0

Install Path d:\Program Files\Microsoft S0L Se
Instance ID MSSQL10,50L2KE

Language 1033

Reqistry Rook SoftwareMicrasoft\Microsaft S0L
Running under 64 bit 05 Mo

Service Pack Level 1

SGL Skates 2053

Startup Parameters

-m;-d0s\Program FiIes'l,Micrnsc-f;I

Stock Keeping Unit ID 1804500536
Stock Keeping Unit Mame Enterprise Edition
Wersian 10.1.2531.0

Wirtual Server Marme

Startup Parameters
Parameters used by 30U Server at service skartup

o |

Cancel | Apply | Help |

* Restore the database engine afterward.

Important:

When you start SQL Server in single-user mode, first stop SQL Server

Agent.

Otherwise, SQL Server Agent might connect first, preventing you from

connecting as a second user.
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3. To restore a full database backup of master, use the following RESTORE
DATABASE Transact-SQL statement:

>RESTORE DATABASE master FROM ${backup_device} WITH
REPLACE

${backup_device} is the database file restored from IDS Backupserver:

C:\>sqglcmd

1>RESTORE DATABASE master FROM DISK = “C:\temp\master .bak’
WITH REPLACE;

2>G0

4. After master is restored, the instance of SQL Server shuts down and
terminates the sglcmd process.

Before you restart the server instance, ensure to remove the single user
startup parameter that you have added previously in Step 2.

5. Restart the server instance and continue other recovery steps such as
restoring other databases.

18.5.2.2 Restore other system or user database (complete backup)
Refer to the following instructions to restore a complete backup:

1. Open SQL Server Management Studio; connect to the server where the
backup is to be restored.

2. Expand [Databases].

Depending on the database, either selects a user database or expands
[System Databases], and then selects a system database.
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t_i:.:_:- Microsoft SOL Server Management Studio

File Edit ‘View Tools ‘Window  Community Help

£ mew Query | [y |y (1 B | O | (5 6 & | )

Object Explorer

Connect ~ | 218 g Y ﬁ

= [ Databases
[l System Databases
[l Database Snapshots
| AdventurewarksL T2008
U Ahsay
| Morthwind
U pubs

[ Security

[ Server Objects

[ Replication

[ Management

|§) S0L Server Agent

| I

Ready

3. Right click the database, point to [Tasks], clicks [Restore], and then
click [Database].

Note:
SQL Server databases may be backed up on one server and restored to
another server.

If the target database does not exist on the server, right click on any
database instead. A new database can be created while restoring the

backup.
Mew Database. ..
e Query
Script Database as 3
Tasks » Detach. ..
Palicies » Take Offline
Facets Bring Cnline
Skatt Powershell Shirink:
Reports 4 Back Up...
Rename Restore 4 | Database. ..
Delete Mirrar, .. Files and Filegroups. ..
Refrash Launch Database Mirroring Manitar ..., U L eithos
Froperties Ship Transaction Logs...

Generate Scripts...

Publish using 'Web Service...
Impork Data...
Export Data. .,

Copy Database. ..

Manage Database Encryption...
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4. On the General page, the name of the restoring database appears in the
[To database] list box.

To create a new database, enter its name in the list box.

. Restore Database - Northwind !Iﬂﬁ
Selec! ;S Script - u Help

2 General

% Dptions

Destination for restores

Select or type the name of a new or existing database for pour restore operation.

To database: |Northwind j
To a paint in time: IMost recent possible |

Source for restore

Specify the zource and location of backup zets to restare.

" From databaze: INolthwind j

& From device: | _I

Select the backup sets to restore:

Restore | Name | Carnponent | Type | Server D atabase
Server
'wlN 2008-F2b
Connection:
WM 2008-R 2B NAdministrator
3¢ View connection properties
K 2

0K I Cancel |

4

5. Select [From device]; click the browse button to open the [Specify
Backup] dialog box. Click [Add].

6. Browse to the backup file (restored from IDS Backupserver) that is to be
restored.
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9.

= Specify Backup

Specify the backup media and itz location for pour restore operation,

Backup medix -

Backup location:
D temphDATABASEAdventure'worksLT 2008.bak

Add

FRemaowve |

Cantents

i

(1]:4 I Cancel |

Help |

A

After adding the complete database file to the [Backup location] list box,

click [OK] to return to the General page.

In the [Select the backup sets to restore] grid, select the backups to

restore.

. Restore Database - Northwind !EB
Select L8 Seript - [ Help

2 General

5 Dptions

Destination for restores

Select or type the name of a new or existing database for pour restore operation.

To database: |Northwind

To a paint in time:

Source for restore

|M ozt recent possible

Specily the zource and location of backup sets to restore.

i~ From database: INolthwind

@ From device:

Select the backup sets to restore:

ID AtemphDATABASE AdventureWworksL T 2008 bak |

Restare | REN | Companent | Type |

Server | D atabase

| Database Full

Server
'wlN 2008-F2b

Cannection:
WM 2008-R 2B Administrator

3¢ Yiew connection properties

WINZ008-R2B  Adventurelw/orksLT2008

il

Cancel |

4

Click the Options page and select appropriate options for the restore

operation.
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For the [Recovery state] setting:

Important:
If this is the final backup to be restored, select -

[Leave database ready to use by rolling back uncommitted transactions.
Additional transaction logs cannot be restored]

If there are further differential or transaction log to be applied, selection
one of the other two options for the Recovery completion state.

. Restore Database - Morthwind S [=1

g Scnpt - m Help

Restare options

[~ Ovenwrite the existing databaze (wITH REFLACE)

[~ Preserve the replication settingz (wI1TH KEEP_REPLICATION)

[~ Prompt before restaring each backup

[~ Restrict access to the restored database [WITH RESTRICTED_USER)

Restore the database files as:

Original File M ame: I File Type: I Restone &g I
Adventurei/orksLT 2008 _Data Fowes Data D:MProgram FilessMicrosaft SQL... foen|
AdventuretwiorksL T2008 Log Log D:4Program FilestMicrosoft SAL.. .|

Recovery state

o Leawve the databasze ready to uze by roling back uncommitted tranzactions. Additional
tranzaction logs cannot be restored (RESTORE /I TH RECOVER'Y)

Leave the database non-operational, and do not roll back uncommitted tranzactions. Additional
trangaction logs can be restored (RESTORE WITH MORECCWERY]

Sepver
WwWIN2008-Rzh

. ¢~ Leave the database in read-orly mode. Undo uncemmitted transactions. but save the unda
\F\-?IE?D%EEEB\Adminishator actiong in a standby file o that recovery effects can be reversed [RESTORE WITH STANDEY)

¢ View connection properties

Standby file: |

( i The Full-Test Upgrade Option server property controlz whether fulltext indexes are imported,
: rebuilt, or reset.

10. To start the restore operation, click OK.

11. Continue to the next section to restore differential or transaction log
backup.

18.5.3.2 Restore other system or user database (differential /
transaction log backup)

Refer to the following instructions to restore a differential or transaction log
backup:

1. Open SQL Server Management Studio; connect to the server where the
backup is to be restored.
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Important:
Backups must be restored in the order in which they were created.

Transaction log can only be applied to database in WITH NORECOVERY
recovery state.

If the database to be restored is not in NORECOVERY recovery state,
restore the previous backup using the following recovery state option:

[Leave the database non-operational, and do not roll back the
uncommitted transactions. Additional transaction logs can be restored].

2. Expand [Databases].

Select the corresponding user database or system database.

t_i:.:_:- Microsoft SOL Server Management Studio

File Edit ‘View Tools ‘Window  Community Help

D mewuery | [y | B8 05 P |y |5 H & | & o
Obiject Explorer -3 X
Connect ~ | 218 g Y E
=] LB WINZ008-RZb (S0L Server 10.0,2531 - WIN2008-R2ZE)\Administrator)
= [ Databases

[l System Databases

[ Database Snapshots

|1l AdventureiworksLT2008

U Ahsay

L—' pubs
[ Security
[ Server Objects
[ Replication
[ Management
|§) S0L Server Agent

4 [

Ready

3. Right click the database, [Tasks], [Restore], and then click [Database]
or [Transaction Log] according to the backup file you are restoring.
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MNew Database. ..

Mew Query

Script Database as

Tasks Detach...

Pulicies Take Offline

Facets Ering Online

Start Powershell Shrink. b

Reports Back Up...

Rename Restore » | Database...
Delete Mirrar. .. Files and Filegraups. ..
Refresh Launch Database Mirroring Monitor ... TransactionLog. ..
Properties ship Transackion Logs. ..

Generate Scripts... A

Publish using Web Service. ..
Impoart Data...
Expoart Data...

Copy Database. ..

Manage Database Encryplion. .

4. Select [From file or tape]; click the browse button to open the [Specify
Backup] dialog box. Click [Add].

5. Browse to the backup file (restored from IDS Backupserver) that is to be
restored.

= Specify Backup

Specify the backup media and its location for your restore operation.

Backup mediz -
Backup location:
D:hbepaph 201 2-01-16[13-30-16)_LOG_Adventuretw! arkzL T 2008 bak Add

Remove

i

[Contents

[ ok |

Cancel | Help |
A

6. After adding the differential database or transaction log file to the
[Backup location] list box, click [OK] to return to the General page.

7. In the [Select the backup sets to restore] grid, select the backups to
restore.
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. Restore Transaction Log - Morthwind

24 General
24 Options

Connection

Server
WwN2008-R2b

Connection:
WM 2008-F 2B A dministrator

2 View connection properties

Ready

‘;S Script - m Help

=1 E3

Databaze: I MHorthwind j
Restore source
Specify the source and location of the transaction log backups.
' From previous backups of database: I ﬂ

% Fram file or tape:

Select the rangaction log backups to restore;

ID:\temp\Em 2-01-16(13-3016)_LOG_, ... |

Restore I Name I Component

I Database

K —

Transaction Log Backup of Adventurg'warksL T2008  Adventure’™forksLT 20

il

Restare ta

You can restore to the most recent available state, a specific point in time, or a marked tranzaction.

& Paint in time:

" Marked tranzaction

|M ozt recent possible

| o

8. Click the Options page and select appropriate options for the restore

operation.

For the [Recovery state] setting:

Important:

If this is the final backup to be restored, select [Leave database ready to
use by rolling back uncommitted transactions. Additional transaction logs
cannot be restored].

If there are further differential or transaction log to be applied, selection
one of the other two options for the Recovery completion state.
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 restore Transaction Log - Northwind =]

"_;S Script - m Help

Restore options
[~ Preserve replication settingz [wITH KEEP_REPLICATION)
[~ Prompt before restaring each backup
[~ PRestrict access to the restored database (WITH RESTRICTED_USER)

Fecovery state

Leave the database ready to uge by rolling back uncommitted tranzactions. Additional
trangaction logs cannat be restored. [RESTORE I TH RECOVERY)

o

Leave the database not-operatiohal, and dao not roll back uhcommitted transactions. Additional
transaction logs can be restored (RESTORE WITH MORECCOYERY]

Leave the databasze in read-only mode. Undo uncommitted transactions, but save the undo
actiong in a file so that recovery effects can be reverzed [RESTORE 'WITH STANDEY]

Standby file: |

Server
WwN2008-R2b

Connection:
WM 2008-F 2B A dministrator

2 View connection properties

9. To start the restore operation, click OK.
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19 Backup / Restore Lotus Domino and Notes

This chapter describes how to backup and restore Lotus Domino Server and
Notes Client with IDS Business.

19.1 Supported versions

The Lotus Domino Server and Lotus Notes Client backup modules are
supported for the following Lotus Domino / Notes versions:

. Lotus Domino / Notes 8.5.0
. Lotus Domino / Notes 8.5.1

Note:
Lotus Domino / Notes 8.5.2 are not supported.

19.2 Limitation

Backup of Lotus Notes is only supported for installation on Windows.

19.3 Requirements and recommendations

Please ensure that the following requirements are met by the Lotus Domino
server or Lotus Notes client computer:

1. IDS Business is installed on the Lotus Domino server or Lotus Notes
client machine.

2. Data selected for backup will be temporarily spooled to a temp directory
before being uploaded to the backup server.

Please ensure that the temporary directory configured for the backup
have sufficient disk space for the backup operation.

3. For backup of Lotus Domino server, all database selected for backup
must have transaction logging (archive mode) enabled.

Note:
Ensure that all databases to be logged reside in the Domino data
directory, either at the root or in sub directories

To configure transaction logging, please refer to the following instruction:

* Login to the Domino administration console; select the
[Configuration] tab.
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* Expand [Server], then [Current Server Document].

©) qa-wi-sql08-1485, Ahsay@Ahsay Administration - Mozilla Firefox

Eile  Edt  Wew Hgtory Bockmarks Took  Help

/g"'_—"'\. c X @ @hﬂm:f!mmﬂmhamh.mf ﬁ._.f s I"" Eoogle =l
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e Select the [Transaction Logging] tab, then [Edit Server].
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* Complete all required fields then save the document afterward.

Field Enter
Transaction Logging | Choose Enabled. The default is Disabled.

Log Path Path name location of the transaction log.

There should be at least 1GB of disk space
for the transaction log.

If you are using the device solely for
storing the transaction log, set the [Use
all available space on log device] field to
IIYeSII

Logging Style Choose [Archive]. The default is
[Circular].

Maximum Log Space | The maximum size in MB, for the
transaction log. Default is 192MB.
Maximum is 4096MB (4GB).

Domino formats at least 3 and up to 64 log
files, depending on the maximum log
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space you allocate.

Use all available
space on log device

Choose one:

[Yes] -

To use all available space on the device for
the transaction log. This is recommended
if you use a separate device dedicated for
storing the log. If you choose [Yes], you
do not need to enter a value in the
[Maximum Log Space] field.

[No] -
To use the default or specified value in the
[Maximum Log Space] field.

Automatic fixup of
corrupt databases

Choose one:

Enabled (default) -

If a database is corrupted and Domain
cannot use the transaction log to recover
it, Domino runs the Fixup task, assigned a
new DBIID, and notifies the administrator
that a new database backup is required.

Disabled -

Domino does not run the Fixup task
automatically and notifies the
administrator to run the Fixup task with
the -J parameter on corrupt logged
databases.

Runtime / Restart
performance

This field controls how often Domino
records a recovery checkpoint in the
transaction log, which affects server
performance.

To record a recovery checkpoint, Domino
evaluates each active logged database to
determine how many transactions would
be necessary to recover each database
after a system failure. When Domino
completes this evaluation, it:

1. Creates a recovery checkpoint record in
the transaction log, listing each open
database and the starting point
transaction needed for recovery.

2. Force database changes to be saved to
disk if they have not been saved already
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19.4

Choose one:

Standard (default and recommended) -
Checkpoints occur regularly.

Favor runtime -

Domino records fewer checkpoints, which
requires fewer system resources and
improves server run time performance.

Favor restart -

Recovery time. Domino records more
checkpoints, which improves restart
recovery time because fewer transactions
are required for recovery.

Note:

Transaction log backup can only be performed if the transaction logging
option is enabled in archive mode.

Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.

Download the server file list from the backup server.

For [Database] backup type, the following data are backed up to the

temporary spool path:

All file selected
All database selected
Transaction log

The Domino server is notified of the filled log extends availability for

reuse.

Lotus Domino Server only - For [Transaction Log] backup type, only
transaction logs are backed up to the temporary spool path.

The Domino server is notified of the filled log extends availability for

reuse

Server and local file lists are compared to determine which file will be

uploaded.
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6. Delta file is generated for modified file (if necessary).
7. Data are encrypted, compressed, and uploaded to the backup server.
8. Data are removed from the temporary spool path.

9. Backup completed successfully.

19.5 How to backup Lotus Domino / Notes (Windows)

Refer to the following instructions to backup Lotus Domino / Notes
installation on Windows:

1. Login to the backup application's user interface.

Double-click on the IDS Business desktop icon or right-click on the
system tray icon:

(aj Proxy Setting
Use proxy to access the backup server

Type - Progy
Soc
Address
Puil.
UserName :
Password
OK Cancel B = Options

(2) IDS Backup Business Manager l = % (%) IDS Backup Business Manager l = e
IDS\'\E\ H IDS\\E\ r
e Business e Business
Lagin Mame : nsername Login Mame : nsermame
Passwaord : [T ITIITIIT] Password : ........|
Save password Save password
@ Forgotyour password? @ Forgot your password?
OK Cancel & # Options ‘= Language
h — English b
[:l Backup Server
hitps | = | ids2.online-backupserver.eu -

L

Note:
IDS Business must be installed on the Lotus Domino server or Notes
client machine.

2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.
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Create a Lotus Domino Server or Notes Client Backup set by selecting
[Lotus Domino Server Backup] / [Lotus Notes Client Backup] from the
backup set type dropdown menu.

Mew Backup Set Wizard

@ Backup Set

Mame | Lotus BackupSet

Twpe .  File Backup A
File Backup -
Lotus Motes Client Backup e

Lotus Dormino Server Backup

ME Exchange Server Backup

MS Exchange Mail Level Backup

ME SAL Semer Backup

MySL Backup

Oracle Database Server Backup M

Mext k Cancel £

4. Configure the [Path to notes.ini] field, and then select [Next] to proceed.

ew Backup Set Wizard M Backup Set Werand
i Backup B¢ By Sackup Sat
Hami | |Lolus BackupSel Hame - Lotug Backap Sol
Typs Le#ise Dnming Garar Racksgs - Tepe Lolus Holes Clienl Batbup -
i Lotus, W Lodus,
Fath 40 rode s ini Fam to natas. ini
CAProagram FilasUEMLousDomindirotes ini Change CilssisupporfipnDatail ncall ohesiMote s Daamoies ind Charge &
Mesd o Canoel 8 Ml k Cancel @

Note:
[Path to notes.ini] on Lotus Domino server:

Login to the Domino administration console, select the [Configuration]
tab, and expand [Server], select [notes.ini file] to display the directory
path.

[Path to notes.ini] on Lotus Notes client machine:

By default, the path should be located under the corresponding
operating system account profile:

${OS_Profile}\AppData\Local\Lotus\Notes\Data\notes.ini

Select the file and database for backup.
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Mew Backup Set Wizard |
Folders Filename Title
=) Lotus Domino « [V ] Data
= doata [

ey S
#1141 dormino
- [ ete

-7 1 1BM_TECHMICE
-2 1 iNntes
-2 (1 linkfolder
#-4 C logdir
B 0 mail
- [ properties =

ltems perpage: 50 | = Page: - =

4 Previous Mext » Cancel B

6. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

7. Select an encryption setting for your backup set.
8. Press the [OK] button to complete the configuration of backup set.
9. Scheduled backup will run automatically at the configured schedule time.
10. Click [Backup] button on the left panel to perform a backup immediately.
11. Select the backup type to be performed:

Backup Dptions |

[ Backup Set
Lotus BackupSet hd

i) Backup

® Database (notes.ini, Databases, Files, Transaction Logs)
Transaction Log

(0]’ Cancel B # Options

Menu Items Description

Database (notes.ini, Database, | Backup the following:
Files, Transaction Logs)
notes.ini

All file selected

All database selected
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Transaction log

Transaction Log Backup the transaction log.
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19.6 How to restore Lotus Domino / Notes (Windows)

Refer to the following instructions to restore Lotus Domino / Notes installation
on Windows:

1.

Install IDS Business on the Lotus Domino server or Lotus Notes client

machine (if required).

Restore the Lotus databases / files from backup; restore the database
backup files from the IDS Backupserver server.

Shutdown the Lotus Domino services.

Continue to the next section for instruction to restore all databases or

single database.

Restore all databases and files

To perform a full Domino restore (restore all databases and files):

5.

Place the restored backup files to their original directory path:

Database files, notes.ini and archived transaction logs are stored on IDS
Backupserver along with their full path information.

Place the files back to their original location (location where the backup

was originally performed).

Start the Lotus Domino services.

In the IDS Business installation bin folder, open "DominoRecover.bat"

with a text editor.

Modify the User Defined Section according to your setup:

User Defined Parameters

Description

PROGRAM_DIR
(For all / single db restore)

Directory containing the notes.ini file.

INPUT_FILE
(For single db restore)

Path to the input file.

RESTOREDB
(For single db restore)

Path to the database file.

RECDATE
(For single db restore)

The year, month day to recover database
to.

RECTIME
(For single db restore)

The time in hour and minute to recover
database to.

Example:
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DominoRecover.bat:

REM

REM
REM
REM
SET

REM
REM
REM
REM
SET

REM
REM
REM
REM
SET

REM
REM
REM
REM
REM
REM
REM
REM
SET

REM
REM
REM
REM
REM
REM
REM
REM
SET

HitHHH##HHHH#H  Start: User Defined Section ####HHHHHHHIH

HHRHHHH AR PROGRAM _DIR  ###HH#HH AR
## The Domino or notes program directory, which

## contains notes.ini

PROGRAM_DIR=C:\Program Files\Lotus\Domino

HH#HHH R INPUT _FILE ###H#H
## The path to a input file If you want to restore one
## database only. If you want to restore all databases,
## leave INPUT_FILE blank.

INPUT_FILE=

HHHH T RESTOREDB  #H#H##HHHHHHHHIHHIHH T H
## The path to a database file if you want to restore

## one database only. If you want to restore all

## databases, leave RESTOREDB blank.

RESTOREDB=

HHHHH R RECDATE  #HH#HH T HE
## The year, month and day you want to recover

## the database to. Set them according to the date

## format set in Windows.

## e.g. SET RECDATE=11/15/2006

## 1IFf you want to restore all databases, leave RECDATE
## blank.

## e.g. SET RECDATE=

RECDATE=

HH#H R RECT IME  ##H#HHH T
## The time in hour and minute you want to recover the
## database to. Set them according to the time format
## set in Windows.

## e.g. SET RECTIME=13:00

## 1T you want to restore all databases, leave RECTIME
## blank.

## e.g. SET RECTIME=

RECTIME=

8. Save, and execute the "DominoRecover.bat" batch file afterward:

>C:\Program Files\IDS Business\bin\DominoRecover .bat

Media recovery is performed for all databases found within the Lotus
data directory.

Content of all databases will be restored to the last committed
transaction found in the archived transaction log.

InterDomain Software u. IT Consulting GmbH 432




IDS Business Manager
User Manual

Example:

C:\Program Files\IDS Business\bin>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:
1. Reinstall Lotus Domino on this computer in the same
directory
2. Restore Notes.ini to the Lotus Domino installation
directory

(e.g- C:\Lotus\Domino)
3. Restore Domino Data directory back to the directory
defined

in Notes.ini (e.g. C:\Lotus\Domino\Data)
4. Restore all archived transaction logs to the directory
defined

in Notes.ini (e.g. C:\Lotus\Domino\Data\logdir)

Continue? (Y) or (N) y

Running media recovery ...

Please wait, creating new transaction logs in directory:
C:\logdir\

02/12/2003 14:39:19 Recovery Manager: Restart Recovery
complete. (0/0

databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70%
80% 90% 100%

02/12/2003 14:39:22 Recovery Manager: Media Recovery
complete for

C:\Lotus\Domino\Data\admin4.nsf, last update applied.

Backup file C:\Lotus\Domino\Data\admin4.nsf recovered.

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70%
80% 90% 100%

02/12/2003 14:40:57 Recovery Manager: Media Recovery
complete for

C:\Lotus\Domino\Data\statrep.nsf, last update applied.

Backup file C:\Lotus\Domino\Data\statrep.nsf recovered.

C:\program files\obm\bin>

9. Restart the Lotus Domino services.
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Restore a single database
To restore a single database:

5. Place the restored database file to the original directory path:

Database and archived transaction logs are stored on IDS Backupserver
along with their full path information, place them back to their original
location (location where the backup was originally performed).

6. Optional for media recovery - Place the restored archived transaction
logs to their original directory path.

7. In the IDS Business installation bin folder, open "DominoRecover.bat"
with a text editor.

Modify the User Defined Section according to your setup:

User Defined Parameters Description

PROGRAM_DIR Directory containing the notes.ini file.
(For all / single db restore)

INPUT_FILE Path to the input file.
(For single db restore)

RESTOREDB Path to the database file.
(For single db restore)

RECDATE The year, month day to recover

(For single db restore) database to.

RECTIME The time in hour and minute to recover
(For single db restore) database to.

To restore a database named "admin4.nsf", and have been placed to
"C:\restore_dest", you need to amend the following parameters:

DominoRecover.bat:

REM

REM
REM
REM
SET

REM
REM
REM
REM
SET

REM

HitHHH##HHHH#H  Start: User Defined Section ####HHHHHHHHIH

HHRHHHH AR PROGRAM _DIR  ###HH#HHH R
## The Domino or notes program directory, which

## contains notes.ini

PROGRAM_DIR=C:\Program Files\Lotus\Domino

wH#H R INPUT _FILE ###H#HH AR
## The path to a input file If you want to restore one
## database only. If you want to restore all databases,
## leave INPUT_FILE blank.
INPUT_FILE=C:\restore_dest\admin4._nsf

HtHH AR RESTOREDB ####HAHAHAHAH AR
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REM ## The path to a database file if you want to restore
REM ## one database only. If you want to restore all

REM ## databases, leave RESTOREDB blank.

SET RESTOREDB=C:\Lotus\Domino\Data\admin4.nsf

REM ####HHH# I # A7 #HH RECDATE #A#HHHHHHHHHH R
REM ## The year, month and day you want to recover

REM ## the database to. Set them according to the date

REM ## format set in Windows.

REM ## e.g. SET RECDATE=11/15/2006

REM ## ITf you want to restore all databases, leave RECDATE
REM ## blank.

REM ## e.g. SET RECDATE=

SET RECDATE=18/01/2007

REM ###H##H #1711 RECTIME ###H#HHH TR #
REM ## The time iIn hour and minute you want to recover the
REM ## database to. Set them according to the time format
REM ## set in Windows.

REM ## e.g. SET RECTIME=13:00

REM ## If you want to restore all databases, leave RECTIME
REM ## blank.

REM ## e.g. SET RECTIME=

SET RECTIME=00:02

8. Save, and execute the "DominoRecover.bat" batch file afterward.

>C:\Program Files\obm\bin\DominoRecover .bat

Media recovery is performed for the specified database.

Content of the database will be restored to the last committed
transaction found in the archived transaction log.

Example:

C:\Program Files\IDS Business\bin>DominoRecover .bat
Media Recovery Utility for Lotus Domino 5.0 or above

Running media recovery ...

Restart Analysis (0 MB): 100%

18/01/2007 14:42:15 Recovery Manager: Restart Recovery
complete. (0/0

databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70%
80% 90% 100%

18/01/2007 14:42:17 Recovery Manager: Media Recovery
complete for

C:\Lotus\Domino\data\admin4.nsf, last update applied.

Backup file C:\Lotus\Domino\data\admin4._nsf recovered.
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C:\Program Files\IDS Business\bin>DominoRecover.bat

9. Restart the Lotus Domino services.

19.7 How to backup Lotus Domino (Linux)

Refer to the following instructions to backup Lotus Domino installation on
Linux:

1. Install IDS Business on the Lotus Domino server.

Note:
IDS Business must be installed on the Lotus Domino server

Important:
Please ensure that the operating system account to run IDS Business
has sufficient permission to access the following file:

$IDS Business_ HOME/bin/notesenv
2. Create a new Lotus Domino backup set on the web interface.
3. Login to the IDS Backupserver web console, select [Backup Set].

4. Press the [Add] button to access the Add New Backup Set menu.

Restore | Install Software Fads | Help | Select Language

Add Mew Backup Set

Type
O @' File O ﬁL Microsoft SQL Server O %t Microsoft Exchange Server ( | Microsoft Exchange Server 2007 vl )]

O E Oracle Database Server O 2%!‘- MySQL Database Server

@ @ Lotus Domino O Lotus Motes O Systemn State

O &gl Microsoft Exchange Mail Level Backup O ShadowProtect Systerm Backup

O @ Microsoft Windows System Backup O Y ymware vm Backup { |vru1ware wSphere ESX 3574 “ | )]

O {I‘Fn Microsoft Windows Wirtualization ¢ | Microsoft Hyper- Server vl ]

Update Cancel

5. Select the [Lotus Domino] radio button and [Update].

6. Enter the Name and Backup Setting required:
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7.

Restore | Install Software FAaGQs | Help | Select Lanquage

GElE e e Doming BackupSet w | Add Remaova

[Help] Name
|D0min0 BackupSet |

[Helo] Type
@ Lotus Doming
[Help] Database Backup Setting

Motes.ini : |J’IDcalmntesdatamntes.ini |

[Help] Backup Source
Backup the following files/directories :
1 . |Lotus DominoiData | [Remove]
2, | [add]
Exclude the following files/directories :
1. | [Add]

[Help] Backup Schedule [Add]
Mo schedules defined

Backup Set - Options

[Help] Enable In-File Delta

Block Size Auto % | Buwtes
Minimum Size : 25 Mbytes

[ Enable delta merge

Default In-file Delta Type : Differential % | [Advanced]
Upload Full File when Maximum Mo, of Delta greater than ({100 (-1 = Unlimited)

2R
Upload Full File when Delta Ratio greater than : 80 » | Delta Size / File Size (%)

[Help] Temporary Directory

Temporary directory for storing backup files @ [froott.obmitemp |

[0 Enable Delete Temp. File

Menu Items Description

Name Enter a backup set name of your choice.
Database Backup Enter the directory path to the notes.ini file.
Setting

Default location is:
/local/notesdata/notes.ini

Temporary Directory Enter the directory path of the temporary spool path.

Please ensure that the user running IDS Business has
sufficient permission to access this location and
sufficient space is available.

Enter the Backup Source required:

To backup all data, enter "Lotus Domino/Data" in the [Backup the
following files/directories] field:
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[ ] Backup Source
Backup the following files/directories :
1. |Lotus DominafData [ 1
z, [Add]
Exclude the following files/directories :

1. [Add]

To backup or exclude individual data, enter the corresponding directory
path (e.g. Lotus Domino/Data/help):

[ ] Backup Source
Backup the following files/directories .
1 . |Lotus Domino/Data [ ]
2. [Add]
Exclude the following files/directories :

1 . |Lotus Domino/Dataidfc
. |Lotus Domina/Dataihelp

[ e I e B
—

2
3 . |Lotus DominoiDataigirthome
4

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

9. Press the [Update] button to save the newly created backup set.
10. Login to the Lotus Domino server with IDS Business installed.

11. Start the Configurator.sh script by accessing the backup client
installation bin folder.

>sh IDS Business HOME/bin/Configurator.sh

12. Follow the instructions provided in the Configurator to complete the
configuration of the backup set.

Note:

For Linux with GUI installed, you can also create a backup set via the
IDS Business user interface (similar to the procedures provided in the
Windows section).

Launch the IDS Business user interface:

>sh IDS Business HOME/bin/RunOBC.sh

13. Scheduled backup will run automatically at the configured schedule time.
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14. To perform a backup immediately, execute the RunBackupSet.sh script
with the backup set name or ID:

>sh IDS Business HOME/bin/RunBackupSet.sh BackupSet_ Name

Important:

Before executing the script, please edit the BACKUP_TYPE parameter
within the RunBackupSet.sh script file from -

BACKUP_TYPE="FILE"

to

BACKUP_TYPE="DATABASE"
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19.8 How to restore Lotus Domino / Notes (Linux)

Refer to the following instructions to restore Lotus Domino installation on

Linux.

1. Install IDS Business on the Lotus Domino server (if required).

2. Restore the Lotus databases / files from backup; restore the database
backup files from the IDS Backupserver server.

3.  Shutdown the Lotus Domino services.

4. Continue to the next section for instruction to restore all databases or

single database.

Restore all databases and files
To perform a full Domino restore (restore all databases and files):

5.

Place the restored backup files to their original directory path:

Database files, notes.ini and archived transaction logs are stored on IDS
Backupserver along with their full path information, place them back to
their original location (location where the backup was originally
performed).

Ensure that the Lotus Domino user is the owner of all restored data, and
has write permission to the files.

To assign such permission:

>chown —R notes:notes /local/notesdata

Start the Lotus Domino services

In the IDS Business installation bin folder, open "DominoRecover.sh"
with a text editor.

Modify the User Defined Section according to your setup:

User Defined Parameters Description

DATA_DIR Directory containing the notes.ini file.
(For all / single db restore)

LOTUS Directory which the Domino server is
(For all / single db restore) installed.
INPUT_FILE Path to the input file.

(For single db restore)

RESTOREDB Path to the database file.
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(For single db restore)
RECDATE The year, month day to recover
(For single db restore) database to.
RECTIME The time in hour and minute to recover
(For single db restore) database to.
Example:

DominoRecover.sh:

HitHHHHHHHHHHHHAE  Start: User Defined Section #it#HHHHHHHHEHH

R DATA DIR ————————mmmmmmmmmm

# | The Domino directory which contains notes.ini,
# | the Domino databases, and templates.
# | e.g. DATA_DIR=/local/notesdata

B ommm e LOTUS === —mmmmmm oo

# | The directory in which all Lotus products for
# | UNIX are installed.
# | e.g. LOTUS=/opt/ibm/lotus

S INPUT_FILE ——mmmmmmmmmommmm

# | The path to an input file if you want to restore
# | one database only. ITf you want to restore all
# | databases, leave INPUT_FILE blank.

B oo RESTOREDB ———-————————mmmmmmmmm -

# | The path to a database file if you want to
# | restore one database only. ITf you want to restore
# | all databases, leave RESTOREDB blank.

----------------------- RECDATE —————————mmmmmmmmmm

#
# | The year, month and day you want to recover

# | the database to. Set them according to the date
# | format set in your system.

# | e.g. SET RECDATE=11/15/2006

# | 1T you want to restore all databases, leave

# | RECDATE blank.
# | e.g. SET RECDATE=
#

SET RECDATE=
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# o RECTIME --—-—-———————— oo ———
# | The time in hour and minute you want to recover the
# | database to. Set them according to the time format
# | set In your system.
# | e.g. SET RECTIME=13:00
# | ITf you want to restore all databases, leave RECTIME
# | blank.
# | e.g. SET RECTIME=
H —— -
SET RECTIME=

9. Save, and execute the "DominoRecover.sh" script file afterward:

>usr/local/obm/bin/DominoRecover .sh

Important:
Please ensure that you are running as the Domino user (e.g. notes)

Media recovery is performed for all databases found within the Lotus
data directory.

Content of all databases will be restored to the last committed
transaction found in the archived transaction log.

Example:

bash-3.00$ cd Zusr/local/obm/bin
bash-3.00$% ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:
1. Reinstall Lotus Domino on this computer in the same
directory
2. Restore Notes.ini to the Lotus Domino installation
directory

(e.g- /local/notesdata)
3. Restore Domino Data directory back to the directory
defined

in Notes.ini (e.g- /local/notesdata)
4. Restore all archived transaction logs to the directory
defined

in Notes.ini (e.g. /local/notesdata/logdir)

Continue ? (Y) or (N) vy

Running media recovery ...

directory /local/notesdata// already exists

Please wait, creating new transaction logs in directory:
/local/notesdata/logdir/

02/01/2007 11:38:43 AM Recovery Manager: Restart Recovery
complete. (0/0 databases needed full/partial recovery)

InterDomain Software u. IT Consulting GmbH 442



IDS Business Manager
User Manual

02/01/2007 11:38:45 AM Recovery Manager: Assigning new DBIID
for /local/notesdata/names.nst (need new backup for media
recovery).

Media Recovery Replay (0O MB): 100%

0270172007 11:38:45 AM Recovery Manager: Media Recovery
complete for /local/notesdatasdfc/dfcl00.nsf, last update
applied .

Backup file /local/notesdata/dfc/dfcl00.nsf recovered.
Media Recovery Replay (0 MB): 100%
02/01/2007 11:38:46 AM Recovery Manager: Media Recovery
complete for /local/notesdatashelp/decsdoc.nsf, last update
applied .

Backup file /local/notesdataZiNotes/help70_iwa _en.nsf
recovered.
Media Recovery Replay (0 MB): 100%
02/01/2007 11:38:50 AM Recovery Manager: Media Recovery
complete for /local/notesdata/mail/notes.nsf, last update
applied .

Backup file /local/notesdatas/mail/notes.nst recovered.
bash-3.00$

10. Restart the Lotus Domino services.

Restore a single database
To restore a single database:

5. Place the restored database file to the original directory path:

Database and archived transaction logs are stored on IDS Backupserver
along with their full path information, place them back to their original
location (location where the backup was originally performed).

6. Optional for media recovery - Place the restored archived transaction
logs to their original directory path.

7. In the IDS Business installation bin folder, open "DominoRecover.bat"
with a text editor.

Modify the User Defined Section according to your setup.

For example, to recover database "admin4.nsf", with the backed up data
was restored to directory path - /restore/local/notesdata

DominoRecover.sh:

HiHHHHAHA#H# Start: User Defined Section ###H#HHHAHHHAHHHHH
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# o DATA DIR —-—————— oo~
# | The Domino directory which contains notes.ini, |
# | the Domino databases, and templates. |
# | e.g. DATA_DIR=/local/notesdata |
H o ———
DATA_DIR=/l1ocal/notesdata
#ommm LOTUS —————— e -
# | The directory in which all Lotus products for |
# | UNIX are installed. |
# | e.g. LOTUS=/opt/ibm/lotus |
H e
LOTUS=/opt/ibm/lotus
#o—————————————— INPUT_FILE - - —— - ————
# | The path to an input file if you want to restore |
# | one database only. If you want to restore all |
# | databases, leave INPUT_FILE blank. |
H o
SET INPUT_FILE=/restore/local/notesdata/admind._nsf
B RESTOREDB —--—-————— e~
# | The path to a database file if you want to |
# | restore one database only. ITf you want to restore |
# | all databases, leave RESTOREDB blank. |
= e

SET RESTOREDB=/local/notesdataZadmin4.nsf

#o———————————— - RECDATE - --—————————— - ———
# | The year, month and day you want to recover |
# | the database to. Set them according to the date |
# | format set in your system. |
# | e.g. SET RECDATE=11/15/2006 |
# | IT you want to restore all databases, leave |
# | RECDATE blank. |
# | e.g. SET RECDATE= |
#

——————————————————————— RECTIME ---——— === ———
| The time in hour and minute you want to recover the

| database to. Set them according to the time format

| set in your system.

| e.g. SET RECTIME=13:00

| IT you want to restore all databases, leave RECTIME

| blank.
| e-g. SET RECTIME=

SET RECTIME=22:41

8. Save, and execute the "DominoRecover.sh™ script file afterward.
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>usr/local/obm/bin/DominoRecover .sh

Important:
Please ensure that you are running as the Domino user (e.g. notes)

Media recovery is performed for the individual database.

Content of the database will be restored to the last committed
transaction found in the archived transaction log

Example:

Media Recovery Example:

bash-3.00$ cd Zusr/local/obm/bin
bash-3.00% ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above

directory /local/notesdata// already exists
Recovering backup file ...

Restart Analysis (0 MB): 100%

18/01/2007 03:35:56 PM Recovery Manager: Restart Recovery
complete. (0/0 databases needed full/partial recovery)

Media Recovery Replay (1 MB): 30% 50% 80% 100%

18/01/2007 03:35:57 PM Recovery Manager: Media Recovery
complete for /local/restore/local/notesdata/admind_nsf, last
update applied .

Backup file /local/restore/local/notesdataZadmin4d.nst
recovered.

Taking database /local/notesdataZadmin4.nsf offline ...
Restoring database /local/notesdataZadming._nsf
from recovered backup file
/l1ocal/restore/local/notesdataZadmind.nst ...
Database file /local/notesdataZadmin4d._nst restored from

/local/restore/local/not esdataZadmin4.nsf

Bringing database /local/notesdataZadmind.nst online ...

Program completed successfully.

9. Restart the Lotus Domino services.
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20 Backup / Restore MySQL Server

This chapter describes in details how to backup and restore MySQL server
with IDS Business.

20.1 Supported versions
The MySQL backup module is supported for the following MySQL versions:

e MySQL5.1
«  MySQL 5.5.15

20.2 Requirements and recommendations

Please ensure that the following requirements are met by the MySQL server.
1. IDS Business is installed on the MySQL server.

2. Data selected for backup will be temporarily spooled to a temp directory
before being uploaded to the backup server

Please ensure that the temporary directory configured for the backup
have sufficient disk space for the backup operation.

3. A MySQL user with ALL PRIVILEGES must be prepared for the backup
operation.

For example:

mysgl> GRANT ALL PRIVILEGES ON *.* TO
“username’@” localhost” IDENTIFIED BY “password”;

mysqgl> GRANT ALL PRIVILEGES ON *.* TO
“username’@” localhost.localdomain” IDENTIFIED BY
“password”;

mysqgl> FLUSH PRIVILEGES;

4. The 'information_schema' database is a virtual system database, which
contains information about the user databases on the MySQL instance.

It is read-only and cannot be backed up.
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20.3 Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.

Database (including stored routines) are backed up to the temporary
spool path.

Server and local file lists are compared to determine which file will be
uploaded.

Delta file is generated for modified file (if necessary).
Data are removed from the temporary spool path.

Backup completed successfully.

20.4 How to backup MySQL server (Windows)

Refer to the following instructions to backup MySQL database installation on
Windows:

1.

Login to the backup application's user interface.

Double-click on the IDS Business desktop icon or right-click on the
system tray icon:
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Save password
@ Forgotyour password?

OK Cancel B | [+ Options

— |

=3 Language
English

@ Forgotyour password?

E] Backup Semer
hitps | = | [ids2.

= Proxy Setting

Use proxy to access the backup semver
Type : Proxy
Sock
Address
Port:
UserMame :
Password :
oK Cancel B3 = Options

User Manual
@ IDS Backup Business Manager I. = ﬂhl @ 1D5 Backup Business Manager l = i
ID,.';.‘\E\ H IDS\&\ H
e Business = Business
Legin Name : |username Login Name : |username
Password ([ JJIXIX1]] Password sescenes

Save password

online-backupserver.eu

L=

Note:

IDS Business must be installed on the MySQL server.

2. Select the [Backup Settings] button and the button to start the New
Backup Set Wizard.
3. Create a MySQL Backup set by selecting [MySQL Backup] from the
backup set type dropdown menu.
Mew Backup Set Wizard |
[ Backup Set
Mame | BackupSet
Type:  |WySQL Backup b
File Backup -
musct | ptus Maotes Client Backup o
USeman|_otys Domino Server Backup
PasswoisS Exchande Server Backup
Host: MS Exchange Mail Level Backup
' PMS Sl Server Backup
Fath to m@racle Database Server Backup -
Change %
Mext » Cancel E
4. Enter the corresponding information required:

InterDomain Software u. IT Consulting GmbH

448



IDS Business Manager
User Manual

Mew Backup Set Wizard

&; Backup Set
Mame: BackupSet
Type:  |MySQL Backup

[TRES
Username : | root
Pagswaord ;| #r

Host: | lacalhost
Fort: | 3306

Fath to mysgldump

]|

Change %

Mext » Cancel B

Menu ltems Description

Name Enter a backup set name of your choice.

Type Select backup set type [MySQL Backup].

Username Enter the username of the MySQL account with all
privileges.

Password Enter the username of the MySQL account with all
privileges.

Host Enter the IP address or hostname of the MySQL
database server.
Note:
IDS Business must be installed on the MySQL database
server

Port Enter the TCP/IP port for accessing the MySQL
database server (default: 3306).

Path to mysqgldump Enter the directory path of mysqgldump.
Default location is:
${MySQL-Install-Home}\bin

5. Select [Next] to proceed.

6. In the backup source selection screen, select the databases for backup.
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Important:
Do not select the 'information_schema' database for backup, it is a
read-only database and cannot be backed up.

7. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the
same backup set.

8. Select an encryption setting for your backup set.

9. Press the [OK] button to complete the configuration of backup set.

10. Scheduled backup will run automatically at the configured schedule time.

11. Click [Backup] button on the left panel to perform a backup immediately.

InterDomain Software u. IT Consulting GmbH 450



IDS Business Manager
User Manual

20.5 How to backup MySQL server (Linux)

Refer to the following instructions to backup MySQL database installation on
Linux:

1.

Install IDS Business on the MySQL database server.

Note:
IDS Business must be installed on the MySQL database server

Create a new MySQL backup set on the web interface.
Login to the IDS Backupserver web console, select [Backup Set].

Press the [Add] button to access the Add New Backup Set menu.

Festore | Install Software FaQs | Help | Select Language

Add New Backup Set

Type
(3] @ File O ﬁl. Microsoft SQL Server (3] %c Microsoft Exchange Server { | Please select one of the following w | ]
(] E] Oracle Database Server ® sl MySQL Database Server
O @ Lotus Damine O Lotus Mates O g System State
[ 3] Eel Microsoft Exchange Mail Level Backup O ZhadowProtect Systern Backup
[ 3] @ Microsoft Windows Svystemn Backup O M ymware wm Backup { |\-’Mware wBphere ESK 3514 vl)

[ 2] {;F'n Microsoft Windows Wirtualization § | Microsaft Hyper-V Server v| 3

Select the [MySQL Database Server] radio button and [Update].

Enter the Name and Database Backup Setting required:

Restore | Install Software Fags | Help | Select Language

GETH AT N HackupSet  |w

[Help] Name

|Elackup89t |
[Helo] Type

'5‘4@‘7‘- MySQL Database Server
[Help] Database Backup Setting

MySQL Username {e.g root) :|root
MySQL Password HETITIT
Hostname :|localhost
MySQL Connection TCPAIP Port 113306
Path to My=QL backup utility {mysgldump) :

[Help] Backup Source
Backup the following files/directories :
1 | add

Exclude the following files/directories ;
1. | [add]
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Menu Items

Description

Name

Enter a backup set name of your choice.

MySQL Username

Enter the username of the MySQL account with all
privileges.

MySQL Password

Enter the username of the MySQL account with all
privileges.

Hostname

Enter the IP address or hostname of the MySQL
database server.

Note:
IDS Business must be installed on the MySQL
database server

MySQL Connection
TCP/IP Port

Enter the TCP/IP port for accessing the MySQL
database server (default: 3306).

Path to MySQL backup
utility (mysqgldump)

Enter the directory path of mysqgldump.

Default location is:
${MySQL-Install-Home}\bin

7. Enter the Backup Source

To backup all databases,
files/directories] field:

required:

enter "MySQL" in the [Backup the following

[ ] Backup Source

1. hySaQL
2 o

1. |MySalinformation_schema
& o

Backup the following files/directories ;

Exclude the follawing files/directories :

To backup or exclude individual database, enter

"MySQL/Database_Name".

Important:

The ‘information_schema' database is a read-only database and cannot

be backed up

8. Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the

same backup set.

9. Press the [Update] button to save the newly created backup set.
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10. Login to the MySQL database server with IDS Business installed.

11. Start the Configurator.sh script by accessing the backup client
installation bin folder:

>sh IDS Business_HOME/bin/Configurator.sh

12. Follow the instructions provided in the Configurator to complete the
configuration of the backup set.

Note:

For Linux with GUI installed, you can also create a backup set via the
IDS Business user interface (similar to the procedures provided in the
Windows section).

Launch the IDS Business user interface:

>sh IDS Business HOME/bin/RunOBC.sh

13. Scheduled backup will run automatically at the configured schedule time.

14. To perform a backup immediately, execute the RunBackupSet.sh script
with the backup set name or ID:

>sh IDS Business HOME/bin/RunBackupSet.sh BackupSet_ Name

Important:

Before executing the script, please edit the BACKUP_TYPE parameter
within the RunBackupSet.sh script file from -

BACKUP_TYPE="FILE"

to

BACKUP_TYPE="DATABASE"
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20.6 How to restore MySQL server

Refer to the follow instructions to restore MySQL database for both
installation on Windows and Linux.

1. Install IDS Business on the MySQL database server (if required).

2. Restore the MySQL database file from backup; restore the database
backup files from the IDS Backupserver server (e.g. db_name.sql)

3. For restore of a non-existing database, first create the database:

* Connect to the MySQL Server.

>mysql

e Create the database to be restored.

mysql> CREATE DATABASE IF NOT EXISTS db_name

4. Restore the database backup file back into the MySQL server.

mysgl> USE db_name;

mysgl> SOURCE db_name.sql;

Note:
You may need to specify the full directory path for "db_name.sql" in the
above command.

5. Repeat the same procedure for each database to be restored.
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21 Contact SUPPORT

If you have any questions please feel free to contact our Support Team:

Phone: +43(0)2243/20808-100
Email: support@interdomain.at
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